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1-DOSE

The place where experts meet



(@ Rik Ravestein 1T-DOSE

The place where experts meet

» 1973 : University of Utrecht
» 1980 : MSc Cognitive Psychology
- Human Information Processing
» 1985 : Software Developer
- Cobol, C, C++, Smalltalk, Java, ...
» 1998 : Owner of Datraverse B.V.

- Software Development Contractor
- VAR of Sustainable Printing Solutions

s 2011 : Creator of SavaPage

- Developer, Community Manager, Legal Guardian
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(@ Agenda 1-DOSE

* Print Management
 Whatisit?
* Why do we need it?
 Who provide it?
* |ssues...
» Libre Print Management
* Why SavaPage?
* How does it work?
» SavaPage Community
 Road-map
e How to join?
> Questions...
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(@ Whatis Print Management ? 1T-DOSE

The place where experts meet

» Tracking & Tracing » Monitoring and control s Pay-per-Print

€ 0.05

s
@&

» Secure Pull-Printing

7
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Why Print Management ? 1-DOSE

—_ The place where experts meet

In most cases Document Output
is the 3rd Highest Office Expense
Behind Payroll and Rent
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() Who provides the hardware ?

RICOH nashuatec

xerox @) Canom  LEXMRK

% SHARP TOSHIBA

KONICA MINOLTA

0 KYOCERT (ﬁﬁ) @
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(@ Who provides Print Management? 1T-DOSE

The place where experts meet

' -\ \ EVERYONE
Cequitrac <®>PRINT

COUNTER Nuance
e urRoopre Safecom

[ || i [ ||
[ | SLGE [ |

[HH0oo
UNIFLOW PaperCut MF
- mo K
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(@) Print Management Issues 1T-DOSE

The place where experts meet

* Proprietary Devices

— Multi-Functionals and Copiers
— Peripherals

* Closed Software

- Embedded on SDK
— Certification Programs

| sokap |
i :€:€:€:€:€ MFP/LP Commaon Architecture
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- s there an alternative ? 1T-DOSE

The place where experts meet

Enter SavaPage...
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(@ WhatisSavaPage ? 1T-DOSE

The place where experts meet

» Common features

- Tracking & Tracing, Pay-Per-Print, Secure Pull-Printing
- Driver Print, Web Print, Mail Print, AirPrint, Google Cloud Print
- Comprehensive User Manual
- and more...
* Unique features

— Corporate Virtual Printer + PDF Creator

- Free Software (AGPL), Open Standards, Commodity Hardware
- GNU/Linux Server, Platform for Innovation

— Supports all Client Platforms & Mobile Devices

- Community Support
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E Why Free Software ? 1T-DOSE

The place where experts meet

Lock-in ‘ |Freednm |
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(@ Why SavaPage? 1T-DOSE

The place where experts meet

SavaPage helps Schools, Non-Profits and Corporations solve. ..

ELEVATOR

- Vendor lock-in PITCH

* by providing a Free Software Solution to accomplish

- An Open Learning Environment with Open Source IT
- An IT infrastructure philosophically aligned with social ideals
- Independence and innovation with Open Standards and Open Source

- High IT costs

* by providing a Free Software Community to accomplish

- Optimal use of tax money for educational practice
- Optimal use of member donations for primary activities
- A level playing field For sustainable solution providers
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(@ Why SavaPage? 1T-DOSE

The place where experts meet

And yes, you can use it @home
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() How does SavaPage work?

-

/r\‘

Print %erver

Common Print Management

MS Office

" OS X Server

“

_—
Web Print

Google Cloud Print Mail Print

a

AirPrint
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1-DOSE

The place where experts meet
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(@ How does SavaPage work? T-DASE

The place where experts meet

=y’

6 o & B B =

Print Server | | \ GNU/Linux

Common Print Management SavaPage

Internet Printing Protocol LibreOffice

CUPS

S R

MS Office ,,/'/OSXServer

s o ¢ O

Web Print Google Cloud Print Mail Print AirPrint
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!J Step 1: Print

Printer Properties - 'SavaPage' on localhost

Settings Settings

Policies Description: [ savaPage

Access Control ption: ! 9

Printer Options Location:

Job Options i §

Ink/Toner Levels Device URI: | ipps://savapage:8632/printers/ | | Change...
Make and Model: | savapage.org, 0.9.10 | | Change...
Printer State: | 1dle - SavaPage is ready!

Tests and Maintenance

Print Test Page Print Self-Test Page | | Clean Print Heads

Apply Cancel oK

800 Print & Fax

(<L) Csromai |

Printers

— § SavaPage
—
Open Print Queue...
Options & Supplies...

Location:
Kind: SavaPage, 0.9.0

Status: Idle

[_| Share this printer on the network Sharing Preferences...

+ | =

i M

Printer

RECENT PRINTERS

SavaPage
Login to SavaPage App before printing.

x Internet Printer

Use this URL to print over public internet:

ipps://example.com/printers/internet/user/1111/uuid/8e655217-
b25b-4dd2-9fad-21720ebf3d69

Back

SavaPage

b 4 Upload File

Supported Documents

Microsoft Office, OpenOffice, LibreOffice, RTF, PDF,
PS, XPS, HTML, TXT

Supported Graphics
BMP, GIF, JPEG, PNG, SVG, TIFF

Max File Size
5MB

Font for plain text

Default

Choose File |No file chosen

Upload Clear Back

1-DOSE

The place where experts meet

Mail Print

Allow users to mail documents

IMAP

Host imap.example.com

Port 993

STARTTLS SSLTLS

User Name
savapage
Password

Inbox
Inbox
Trash

Trash

Google cloud print

beta

| Q, savq

= . SavaPage
ﬁ Owned by me

SavaPage e Libre Print Management e savapage.org
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@ Step2: Login Web App 1T-DOSE

The place where experts meet

Welcome to SavaPage

Welcome to SavaPage - "
Please login to start the application. .
g op - Uunix LI
Please login to start the application.
ID Number
User Name
PIN Novell Apple Windows
Password )
Host zuiderzee
Login
Port 389
Login
Login with
Use SSL
User Name  NFC Card
About Language Base DN
Please login to start the application. DC=dalraverse,DC=nl
Select your language: Admin DN
Deutsch Swipe yourcard... CN=admin,DC=datraverse,DC=n|
English ' ' i
nats Admin password
Frangais Login with
Sl E T User Name ID Number
Cancel
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]

Step 3: Preview, edit. . .

HEET Sl BT ah soa.ld 2P dua

4087 - lorem-ipsum-landscape
2/2 pages

L Rotate L

- Apply Delete -
O

1-DOSE

The place where experts meet

1/8 (3) a8 5/8 6/8
] = ©
O O ]
18 28 38 48

x Delete Pages

Selectarange

All

© Custom

Enter ranges like: 1-4,6,8-10

Delete Cancel

SavaPage e Libre Print Management e savapage.org

Lorem Ipsum

Lorem ipsum delor sit amet, et nec mutat maluisset
dignissim. Vix autem assum veritus ex. Elitr eligendi
at vel, has in cetero veluptatibus. Idgue tamguam te
qui, in solum temporibus vel, nam enim dicunt
disputande ne.

Ad pragsent gubergren persequeris sit, case tota
vim ex. Adhuc utroque insolens ut usu. Te mea perro
option, id vocent sanctus prodesset vim. Dug an
accusam nostrum suavitate, Mea choro clita insolens
eu. Cum suavitate definiebas et, ea fastidii nominavi
neglegentur sit.

Nec erat ipsum minimum esx. Bos iudico vocibus
invenire ad. Lt vix graec invidunt pertinax, dolorum
commune &x ¢um, saperet partiendo quo an. Affert
persius ne mel.

El his dicta ponderum vulputate. Vim ei probo
petentium constituam, ea pro enos 2ril. An homers
percipit ius, his doming nominati no. Ilud vidisse
mnesarchum no est, ea duo deleniti periculis.
Antiopam erreribus maluisset per et. Minimum
mominati id vis, nominati theephrastus quo id

Iudicabit consequat sit me. Ex his nonumy pertinacia
disputando, Viris meliore interprétaris id est, an
assum mazim mund| mea, el saepe nostrud
menandri pro. Natum liber regione pri ew, id est
graeco definitiones, an mei recteque suscipiantur.
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(@) Step 4a:Save as PDF T-DOSE
® e ]

Em st

Scope - Scope lorem-ipsum.odt

Title | tiger.svg ' Encryption
Title

Actions allowed
Author Rijk Ravestein o Printing
Description

Pages Degraded Printing

Subject SavaPage Demo

Page Extraction
Letterhead - Keywords  test demo example
Commenting
& Eco Print

Document Assembly

4" Remove graphics Passwords

Content Copying

User Password

Content Copying for Accessibility

confirm
Allow all Allow none
Description Owner Password
Security confirm
Passwords
Download Send Default Back

19
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@ Step 4b: Proxy Print T-DASE

| | The place where experts meet
x Ricoh Aficio MP C75...
A4 A3 A4 A3
Printer
Page Scaling
A4 A3
m Expand Shrink
A4 A3
Media Source Media Source
Automatic A4
Q, floor
Double-sided printing
) XEROX-WORKCENTRE-5890 * 1st Floor Two-sided (long edge) el =
1]} Ricoh Aficio MP CT500 PS * 2nd Floor Fast Color Mode Page Scaling
Crop Shrink
v DELL-5100CHN * 3rd Floor Grayscale
Pages per side Media Source
4))  Fast Print Closing Time 17:20:12 1 A3
Finishings
Ad A3
none
Back Page Scaling
Crop Expand m
OK Default
Media Source
A4

SavaPage e Libre Print Management e savapage.org 20



ciEEn | Step 4b: Eco Print (1) 1T-DOSE

Eemeerrrereenend The place where experts meet
Job
. ; ole] it amet

- Srerty DSUIT QUIOT SIL alffiey,
Title
Copies 2
Pages Lorem ipsum dolor sit amet,

Lorem ipsum dolor sit amet,
Letterhead -

& Eco Print * 15% discount

4 Remove graphics

2l | 2
Collate | 1

Delete all pages after printing

Print & Close Back

SavaPage e Libre Print Management e savapage.org 21



ciEin | Step 4b: Eco Print (2) 1T-DOSE

Bl The place where experts meet
Job
E el i# Y]

Scope - =] g
Title
Copies 2
pages B BB BRE BT,

B WA EEN EY,
Letterhead -

& Eco Print * 15% discount

4 Remove graphics
2

2
Collate | 1

Delete all pages after printing

Print & Close Back

SavaPage e Libre Print Management e savapage.org 22



!J Step 5: Print Release

lorem-ipsum

Your print job is held for authentication. ;

4 €0.1500
. Swipe your card to release ...
Cancel
c

Enter ranges like: 1-4,6,8-10

@ RICOH-AFICIO-MPC-7500PS
19:18 » 1 page (1 sheet) » Duplex » Grayscale » €0.10

Remove
@ RICOH-AFICIO-MPC-7500PS

€0.10

Remove

@ RICOH-AFICIO-MPC-7500PS
19:18 « 1 page (1 sheet) * Duplex « Grayscale = €0.05

Remove

Remove all Extend Back

X Hold Print Jobs

19:48

19:48

19:19 « 1 page, 2 copies (2 sheets) * Duplex * Grayscale *

19:48

1-DOSE

The place where experts meet

@u::e 3 4 €0.25

SavaPage e Libre Print Management e savapage.org

Proxy Print Authentication

Print Mode

Fast
Hold
Direct
© Fast + Hold

Fast + Direct

Target
Single Printer

XEROX-WORKCENTRE-5890
Printer Group

XEROX

NFC Card Number

m DEC LSB MSB

oK Delete Cancel
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]

b 4 Point of Sale

Deposit Receipts

Enter the username and select an amount to add to
the account.

Step 6: Recharge account

User ID
Q, rijk
Amount

€ 5 .00 Balance €15.00

Payment method

Credit Card

Comment
VISA card

Receipt

rijkr@datraverse.nl

Deposit Clear Back

Pre-Paid Print Card
EUR 5.00

A-1503-0797-8523-0567-9607

Use before December 31, 2015

Issued by Datraverse B.V.

Financial

Balance EUR 4.55

Credit limit EUR 10.00
Voucher Transfer

Use an external account to increment your balance:

All requests to redeem vouchers are logged.

Number

A-1503-0797-8523-0567-9607

Redeem Back

4/23/14 3:26 PM
rijk

Manual transaction * D000022

€20.00 = €5.00 * Credit Card
VISA card

Receipt

x Redeem Voucher X Transfer Money

Transfer money from ideal.

@®: Minimum amount EUR 0.55
[ | EUR 0.45 cost is charged to your

1-DOSE

The place where experts meet

To pay with Bitcoin please send to:

9FgdrgYW7sdd SUWTrGlpJi2zkcnModJd8aVgF

This address is for one-time use. A second payment at this address
is not accepted.

Start Back

9/8/15 1:23 PM

Redeem Voucher rik

EUR 6.41 * EUR 5.00
Redeemed voucher "A-1503-0797-8523-0567-9607".

account.
EUR 5 .00
Start Back
6/2/15 4:30 PM
® igeal (eystary

EUR 60.25 » EUR 4.55 « TESTNL99
NL17RABO0213698412 « tr_fBkJAKmgrR
SavaPage tegoed voor rijk.

* EUR 5.00 -/- 0.45 * T. TEST

6/M5/15 4:57 PM
bitcoin [system]

EUR 4.86 * EUR 0.83 » 96212...82710 * 8 0.00400000

SavaPage e Libre Print Management e savapage.org
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(@ Customize 1T-DOSE

The place where experts meet

O About @ EUR 0.00 O Skiliz Hackerspace Almere

|
() Abott @EUR3T1 )  Trial Company Lid. /
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(@) Behind the scenes 1-DASE

The place where experts meet

SQL Database \_{Cantent Repository

S nchrnnisatinn
: —1
I:I

| I 2 e

Proxy Printers
on local CUPS

Authenticatinnk—'—ﬁ_fﬂ

+| / il

IPF SavaPage _
| Authentication| Jg’icrgirrigét

Google Cloud Printer
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() Plug-ins

| Authentication|

Synchmnisatin

SQL Database \_{Cantent REPDSItDr}'

n

Proxy Printers
- on local CUPS

/ il

IFF
AirPrint
JetDirect

SavaPage

SavaPage e Libre Print Management e savapage.org

Google Cloud Printer

—1
] —

Authenticatinnk—'—*"g

1-DOSE

The place where experts meet

Smartschool PaperCut

~ Afdrukcentrum
SOAP
XML-RPC
JDBC

~ Bitcoin Payment Gateway Plug-in

-

Web API

D
B
®

o SOFORT
I BANKING
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(@ Admin Web App 1-DOSE

The place where experts meet

Environmental Impact
Dashboard
[.'_] Paper 1,495 SU
| ] Trees 17.941% Community member Trial Company Lid.
SavaPage CcO, 7.62 kg Membership Fellow
A Libre Web Print Environment for Desktops, Smartphones & Energy 0.019 KW-h Participants 50
Tablets
Page Totals Since December 31, 2012 sys':em status Ready to use
Welcome. This is the place for administrators to : : System uptime 5h 18m
configure and consult the SavaPage environment.
Users 5
Docume
Dashboard @ Client sessions 1 Vouchers @ G)
3688 . Log . Q
Users 0 Web sessions 0 I O
About " . . O
Configuration Editor
Queues @ W ProxyPrinters Recent errors 0 g 9 @
Logout
W Queues - User Manual ®
Proxy Printers @ W POF Recent warnings 0
savapage.org (0)
Devices o (1~ ) S Jy L.
100
Options (13] o
Real-time Activity
Documents (©)
10:19:39 | Users successfully synchronized.
Lo e 10 10:19:39 | Files: present [200.1 kKB]
g ] 10:19:39 | Users: identical [4] added [0] updated [0] non-exist [0] internal [3]
10:19:39 | Synchronizing [4] users with [9] in database
About o 3 10:19:39 | Starting user synchronization...
Logout (O] Clear
1
20-Mar-2014  27-Mar-2014  3-Apr2014  10-Apr-2014  17-Apr-2014  24-Apr-201

0 G o o @ Trial Company Ltd. 28
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!_l Admin Web App

Queues

Q Select and Sort

() New
' [
!

L.i-l-...._.-l..ls_.-.A..._.-.

IPP Printer (reserved)
ipps://192.168.1.35:8632/printers/
192.168.1.8/24

Dec 31, 2012 ~ Nov 14, 2015
1,922 jobs, 4,939 pages, 1.4 GB

® O

trusted

fairprint untrusted

AirPrint (reserved)

Apr 4, 2013 ~ Aug 15, 2015
54 jobs, 243 pages, 155.6 MB

o O

) HL-2030-SERIES

Proxy Printers

0 Select and Sort

Q CUPS

@ Synchronize

1-DOSE

The place where experts meet

' B

v HL-1430-SERIES

@ HL-1430-SERIES

Cost per media side

Use B/W as default

Source One-sided *Two-sided
Jan 3, 2013 ~ May 21, 2013 *auto B/W Color B/W *Color
229 jobs, 243 pages, 251 shq
top 0.0500 0.1000 0.0300 0.0700
Ad - white Ad o

& HL-2030-SERIES

[P Y .

Jan 3, 2013 ~ Jan 11, 2015
495 jobs, 975 pages, 950 sheets, 111.1 MB

Member of Group: SECURE
« Pl » Fast « Hold

06 0

SavaPage e Libre Print Management e savapage.org

Devices

o Select and Sort

o New Terminal o New Card Reader

‘B

CARD-READER-PAMPUS

— PAMPUS

active

192.168.1.35:7772 » Next to PAMPUS terminal
Disconnected: Jan 13, 2015 5:39:27 PM

(/]

CARD-READER-RPI active

192.168.1.200:7772 « Raspberry Pl @ Xerox
Connected: Jan 13, 2015 5:39:27 PM

Proxy Print » Fast * Hold * Single Printer « XEROX-
WORKCENTRE-5890

o

active

PAMPUS

+— CARD-READER-PAMPUS

192.168.1.35 » Meeting room

(/)

disabled

PUNTER

192.168.1.36 - Steven's desktop
Proxy Print = Printer Group - BROTHER (HL-2030-
SERIES, HL-1430-SERIES)




(@ /nnovations (1) T-DQSE
» Just-in-time print-spooling

- Spool files can be huge, held jobs use a lot of disk space

- Job options are lost or irrelevant when spool file is moved to another queue

- Snooping on shared hold/release queues

- Original PDF + job options are held/released

« Jobs need not be moved to a native release queue
« Jobs options are retained

* Print Preview
- Mindless printing
- Print preview, concatenation, editing, letterheads
- PDF Creation, “why print when you can save-a-page”
- Save ink and toner with Eco Print and graphics filter

SavaPage e Libre Print Management e savapage.org 30



(@ /nnovations (2) T-DASE

The place where experts meet

*» One front-end printer

- Multiple printer drivers on Windows desktop (bloadware)
— One Generic Postscript Driver

» SSL printing
- Sniffing print jobs and replaying them

* http://www.irongeek.com/i.php?page=security/networkprinterhacking
- |IP printing on port 9100

- ipps://savapage:8632/printers (or https)
- Proxy printer connections are sand-boxed and centrally guarded
» Hardware requirements

- 2 CPU cores, 2 GB RAM, 8 GB+ HDD, virtual machine compatible

SavaPage e Libre Print Management e savapage.org 31


http://www.irongeek.com/i.php?page=security/networkprinterhacking

() Security and privacy concerns (out-of-scope) T-DOSE

The place where experts meet

» Saved copies on printer HDD
- Configure your MFP (AES encrypt HDD)
» Secure MFP access

- Network access

- Device access
» Google Cloud Print?

SavaPage e Libre Print Management e savapage.org 32



(@ Security and privacy challenges (in-scope) 1T-DOSE

The place where experts meet

* Tracking and Tracing

- Database
* Omit document names
e Anonymize jobs

- Personal queue
» Stored PDF files

» Monitoring and Control

- Transient data (control)
- Trends, violations (monitoring)

SavaPage e Libre Print Management e savapage.org 33



(@ /t'sall about trust, stupid ! 1T-DOSE

The place where experts meet

= . ! T e e e
= Public Network Printer | === I
ublic Network Printer
SavaPage

N =
Metwork Printer Single Sign-On Domain |

Single Sign-On Domain

Internal User

4—-{192.168.1.40 } ——~

f
Untrusted
ﬁ i WebApp

I
1
I
|
|
l |
SavaPage l 192.168.1.40 Shared Printer |
i I
| |
| | Local User :
Shared Printer '
Single Sign-On | —  — |
| — — I
p—— | eoL__| [ ] — |
& | |
[RE e — — } L Ui :
[
|
.E .: ! LDAP / MIS Print Server :
L1 I— Guest Active Directo
Person i ry I
|
Hi i | :
| & l
LDAP [ NIS Print Server |
Active Dirgctory : Jumimenuey :
| R B
I I
I
[
|
[
[
|

webApp
Authentication

192.168.1.40

Authentication Internal Users

SavaPage

A

SawvaPage
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(@ SavaPage Community T-DOSE
» Fellows - Donations
- Technical Support
- Requirements
» Partners — Fair share

- Development Partners

- Deployment Partners
 Service Level Agreement
- Translation Partners

» Community Manager
» Legal guardian
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!_I Fellow donations

Commercial Fellow

Educational Fellow

Participants | First Year  Next Yearly
25 € 350 € 160

50 €425 € 160

75 € 500 € 160

100 € 550 € 160

150 €675 € 160
Above 150

+10 €15 €3

Participants | First Year Next Yearly
500 €425 € 160

1000 € 550 € 160

1500 €675 € 160

2000 € 800 € 160

2500 € 925 € 185

3000 € 1050 € 210
Above 3000

+100 €25 €5

1-DOSE

The place where experts meet

Since the standard of living is different in different
parts of the world, and not every organization has
the same financial resources, the proposed donation
may be too high for some.

If this applies to you, then please contact us. We do
not want to exclude motivated fellows For financial
reasons. We are happy to have you on-board and
accept the donation you can afford.

36
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(@ SavaPage Community Status 1T-DOSE

The place where experts meet

> Fellows

- BE ~ SavaPage SmartSchool (2 + 10)
- NL ~ SavaPage (1-1)
 Sept 2014 ~ Apr 2015
 Windows VDI, 30 teachers, 15 printers + Raspberry Pi

* Partners

- BE ~ Integration Partners (1)

- NL ~ Deployment Partners (3)
* More Deployment Partners needed!
- Development Partners needed!

— Translation Partners are welcome
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) Community Road-map 1T-DOSE

The place where experts meet

> Development

- Fellow requirements mOOC“e
« 2016-1Q

- Delegated Print + Moodle Integration

* More reports
« SANE Network Scanning

» Vacancies
- Development Partners
- Deployment Partners

SavaPage e Libre Print Management e savapage.org 38



@@ Thanks foryour attention, please stay in touch 1T-DASE
— ]

The place where experts meet

savapage.org

http://savapage.org/w

Q gnusocial

https://quitter.se/savapage https://qgitlab.com/savapage
© n .
twitter¥ 3 phpList

https://twitter.com/savapage https://secure.datraverse.nl/newsletters
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