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Preface

-

1. About this Manual

The SavaPage User Manual covers the setup, management and configuration of SavaPage Open Print Portal.
Please take a few moments prior to installing the application to read the key sections of this manual. The latest
version of thismanual in HTML, PDF and EPUB format are available from the SavaPage websi tel,

2. Expectations and Prerequisites

SavaPage is a hetwork based application. Experience with basic network concepts, such as server administration
and network connectivity is expected. Prior to installing or evaluating SavaPage you should be familiar with the
concepts of :

Basic GNU/Linux Systems Administration.
Client/Server computing.

Internet Printing Protocol (1PP).

IP Printing (JetDirect/RAW)? .

Common Unix Printing System (CUPS).
Lightweight Directory Access Protocol (LDAP).

3. Conventions used in this Document

3.1. Typographical Conventions

Thisisalist with examples of the typographical conventions used in this manual.

Executable program with op- | Enterls--rever se toget adirectory listing in reverse order.
tions.

A character or stringindicating = Enter you name after the User nane: prompt.
the start of an input field.

User input. John entered j ohn as hislogin name.
A button. Pressthe Cancel button.
A text prompt. Enter your full name after the Name prompt.

Content that may or must bere- = Pleaseenter f i | enane to save the content to.

placed by the user.
Filename. Please open thefileser ver . properti es inyour favorite editor.
Directory. / opt / savapage
A question-and-answer set. Q: Tobe, or not to be?
A:  That isthe question.
L hitps://www.savapage.org/

2 JetDirect is the most common Socket API, and a de facto standard, introduced by Hewlett-Packard. It allows a TCP/IP connection via port
9100 to a printer attached to a Local Area Network similar to a connection to its serial or parallel port. Windows supports this protocol as
Standard TCP/IP port monitor for print server attached print devices.
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Key on akeyboard Press F1 for help.

A combination of input actions. = Press CTRL+C to abort the program.

A selection or series of selec- | sgject Print - Settings to open the dialog.
tions from amenu.

An inline code fragment. Text in this format isused to show code examples, the contents of files, and console output,
aswell as the names of variables, commands, and other code excerptsin the text.

Code (listing). Line A Inline annotation on A
Line B® Inline annotation on B
Line C &

@ Comment for LineB.
@ Comment for Line C.

Link (external). A link to an URI is formatted like this: https://wiki.savapage.org and mailto:support@savapage.org
Or as an alternative: Visit our website® or write an email*

Link (internal). See Chapter 2, Server Installation [10] of this manual.

Name of avariable. In Perl, @ARGV contains the command line parameters used when the script was run.

Inline text that is some literal | When debug is activated more detailed logging is produced.
value.

Table 1. Typographical conventions

3.2. Feature Preview

The icon above marks a section where a “feature preview” is discussed. This feature is operationa yet imperma-
nent, and available for preview to provoke feedback based on real world use. This may lead to it becoming per-
manent in afuture release.

3.3. Notes

Y ou should pay special attention to notes set apart from the text with the following icons:

© |Important

Important notes are marked like this.

*] | Note

Notes provide extra background information.

° \Tip

‘ Tips provide useful advice to make your life easier.

3 https://wiki.savapage.org
4 mailto:support@savapage.org
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& | Caution

Indicate situations where you have to be careful what you are doing.

& | Warning

Where extreme care has to be taken.

& | Deprecated

Notes about a deprecated feature.

Preview

Additional notesto a Feature Preview.

4. Screenshots

For screenshots of SavaPage Web Apps the default web style is disabled. See Section 20.1.1, “Web App Look-
and-feel” [261].

5. Notice

While every effort has been taken to ensure the accuracy and usefulness of this manual, we cannot be held respon-
sible for occasional inaccuracy or typographical errors. If you find an inaccuracy or error, please let us know.

Information in this document is subject to change without notice. The names of companies, products, people,
characters, and data mentioned in the examples are fictitious and are in no way intended to represent any real
individual, company, product, or event, unless otherwise noted.

6. Your Feedback

This manual isn't “done”. In fact, this manual will probably never be completely “done”’. The subject it coversis
expected to change and expand over time, and we consider thiswork areflection of our ongoing conversation with
the SavaPage Community5. Publication of this manual highlights the openness of the product, and that you, as a
user, can play a pivota role in helping to maintain and improve the product. If you see anything in this manual
that can be improved: spelling, examples, explanations, then you should tell us, and send us an email®. Also, if
you have ideas about improving the product in general, please let us know. All feedback will be rewarded with
agracious response.

5 https://www.savapage.org/
5 mailto:support@savapage.org
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Chapter 1. Introduction

-

1.1. What is SavaPage”?

SavaPage is an Open Print Portal that uses Open Standards and Commodity Hardware for Secure Pull-Printing,
Pay-Per-Print, Delegated Print, Job Ticketing, Auditing and PDF Creation.

SavaPageisimplemented as Print Server on GNU/Linux. Any workstation or devicethat supports Internet Printing
Protocol (IPP), IP Printing (JetDirect), or AirPrint® Tean print to SavaPage. This includes workstations running
GNU/Linux, macOS or Windows, as well as devices running Chrome OS, Android, iOS and iPadOS. Moreover,
aDriverless File Transfer Print alternative is available viaWeb Print and Mail Print.

Printed pagesare shown in the SavaPage \Web A pplication. Print jobsare accumulated in asingle personal preview,
where they can be manipulated and pruned, before storing or routing them as PDF document.

In the Web App, documents are routed to a“real” printer, optionally viaintermediate Job Tickets, with Common
Printing Dialogs of server-side installed printers (proxy printers). This makes SavaPage the Central Print Portal
where documents to be printed are acquired and routed.

Pay-per-Print functions charge printing costs to individuals, groups, or shared accounts. With Delegated Print
authorized users can print on behalf of other users.

SavaPage Web App isoptimized for desktop aswell asmobile browsers. Thisopens up many useful scenario's. For
instance, auser can walk up to aprinter and send a print job on the spot, by pushing a button on their smartphone.
With a special Web App, administrators on the go can easily monitor the system on their tablet.

SavaPage turns printing into a unified experience, abstracted from platform specifics. It is the logical stopover
where users are guided through sustainable print scenario's that help reduce overall printing costs.

1.1.1. Open Source Software

SavaPage is OS Certified Open Source Software 2, licensed under the GNU Affero General Public License (AG-
PL)3 as published by the Free Software Foundation?, either version 3 of the License, or (at your option) any later
version. All JavaScript code run in SavaPage Web Appsis GNU LibreJS compliant.

1.1.2. Benefits

The key benefits of SavaPage are:

» Lessadministration. SavaPage is the one printer you need to print to any printer in your organization.

 Zeroconf printing. All you need is AirPrint or asimple file upload to print from any workstation or device, and
aWeb Browser for Print Preview.

» Zero-install WebTop. Printersin your organization are sandboxed in aWeb Desktop and available for advanced
Print Scenarios on previewed SavaPage print jobs.

» Easy follow-me printing. Several hold-rel ease scenarios, optionally with NFC cards, are supported. Users can
even use their own mobile device as print release terminal.

L AirPrint is aregistered trademark of Apple Inc.

2 03l Certified is a certification mark of the Open Source Initiative [https://opensource.org/].
3 https://www.gnu.org/licenses/agpl .htm

4 https.//www.fsf.org/
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 Think before you print. SavaPage Print Preview makes you think twice. Do you really need to print all these
pages?

» Eco-friendly. Create environmental awareness by drawing end-user attention to the cost of printing, and save
precious paper, trees and money along the way.

» Reduction of printing costs. Remove unnecessary pages and graphics. Save as PDF, or route to a"real" printer
with n-up, gray-scale and duplex to reduce printing costs.

» No pre-printed paper needed. Eliminate the cost of pre-printed paper. Create virtual |etterheads and apply them
to any print job.

» Advanced Print Services with Job Ticketing and Delegated Print.

* Open Source Software and Open Standards above Proprietary Software.

» Commodity Hardware above expensive Proprietary Devices.

 Peer-To-Peer Cooperation above Centralized Corporation. The SavaPage Community is there to help.

1.1.3. Key Features

The key features of SavaPage are:

* One SavaPage Printer
* |PP Everywhere and AirPrint support on Local Network.
» Secure Internet Print and Android Print Service.
* Driverless File Transfer Print via Web Print and Mail Print.
e Advanced | PP Queues for various trust models and | PP Routing.
* Follow-me Printing
¢ Release Terminals
¢ NFC Authentication
* Web Apps for Desktops and Mobile Devices
» Easy authentication
* Username/Password, ID/PIN and NFC Card authentication.
» LDAP (Active Directory) Integration.
» Raspberry Pi Network Card Reader.
e 2-Step Verification (2FA)
e User Web App
» Real-time print preview with Browse, Sort and Delete options.
 Server-side Proxy Printing (no local drivers needed).
» PDF Download or Email of accumulated print jobs.
* Multi-page L etterheads.
 Option to remove graphics from PDF and proxy print output.
* Innovative Eco Print to reduce ink and toner cost.
» Delegated Print for delegates to proxy print for other users and groups.
 Job Ticket Print for voluminous proxy print jobs.
¢ Admin Web App
» Comprehensive Web App to configure the SavaPage environment.
¢ Multi-language support.
¢ Customizable Web Interface.
e SSL Encryption.
e SavaPage Financid
 Pay-per-Print
¢ Vouchers
* Point-of-Sale Web App
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» Online Payments (credit cards, bank accounts, Bitcoin).
Tooling and Tuning

¢ Command-Line Interface to server methods.

¢ Web Services API.

¢ Third party Database support.

Third Party Integration

* LDAP (OpenLDAP, Freel PA, Microsoft Active Directory, Google Cloud Directory ...)
« Single-Sign-On: OAUth, Mood|€®.

e Third Party Print Management Systems (PaperCut).

» Comprehensive Documentation

e User Manual in PDF, EPUB and HTML format.
GDPR Compliant.

1.2. System Requirements

1.2.1. Server

SavaPage Open Print Portal can be installed on any modern GNU/Linux system that supports systemd service
manager like distributions based on Debian and Red Hat Enterprise Linux (RHEL ), and openSUSE. Debian based
distributions that use SysV init scripts are also supported.

¥ | Note

Throughout this manual GNU/Linux command and file examples are given for Debian based systems.
Commands and files might differ for other distributions, but not in function. For example, the Debian apt
command has a RHEL yum and openSUSE yast equivalent. It is trusted that system administrators can
tranglate the examples to their own environment. If applicable, functional differences between distribu-
tions will be explained.

Installed host package versions are shown in the Admin Web App.

1.2.1.1. Java

SavaPage is a Java program and needs JDK 8 or higher to be installed. Check the installation by executing both
the java and javac commands: they should echo usage information.

On Debian based systems you can install the JDK package with this command:

sudo apt install default-jdk

1.2.1.2. CUPS

SavaPage uses local CUPS printer queues for Proxy Printing. CUPS 1.4 or higher must be installed 6,

On Debian based systems you can install CUPS with these commands:

sudo apt install cups Q
sudo apt install cups-bsd a

@  Thispackage provides the parts of CUPS which are needed for using printer drivers.
@  This package provides the BSD commands for interacting with CUPS, like lpr.

5 https://moodie.org/plugins/block_savapage
6 CUPS 1.4 or higher provides the Job Template attribute “fit-to-page’ that is used by SavaPage proxy printing to scale documents to fit the
size of selected media. See https://www.cups.org/doc/options.html. Also see Section K.1.1.6, “print-scaling” [335].
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©® | Important

SavaPage will automatically add any local CUPS printer as proxy printer. So, for proxy printing to work,
first add each proxy printer as CUPS printer.

Tip

Modern GNU/Linux distributions have everything prepared for using most printers. For USB printers it
is often enough to simply plug them in. For network printers you smply start the distribution's printer
setup tool out of the system administration menu or out of a system administration application, click on
a button for adding a new printer and then follow the screen instructions. If this does not work, usually
there is no suitable driver installed on your system. Verify in the OpenPrinting database’ whether your
printer is supposed to work and whether there is a driver or PPD file available. See the OpenPrinting
CUPS Quick Start® for more details.

1.2.1.3. SMTP

An SMTP host must be available for sending email messages. See Section 4.11.4, “Mail” [142].

1.2.1.4. Database

SavaPage is packaged with an internal database that offers you the opportunity to evaluate the product on a
small scale right away. However, when promoting SavaPage to a production environment with multiple users,
we strongly advise you to use PostgreSQL9 as external database server. See Chapter 21, Using an External Data-
base [270].

@ | Warning

Using the internal database in situations with concurrent use will inevitably lead to locking, deadlock
and out-of-memory errors, which can make the system totally unresponsive. See our notes on Database
Locking.

1.2.1.5. Poppler
SavaPage needs the PDF utilities based on Poppler to function properly.

PopplerlO is a PDF rendering library based on Xpdf PDF viewer. The command line utilities are used to get
information of PDF documents, convert them to other formats, or manipulate them. SavaPage uses pdftocairo to
convert PDF pages to images and to Repair PDF documents.

Check if the package isinstalled by entering the following command:
pdftocairo -v
On Debian based systems you can install the package with this command:

sudo apt install poppler-utils

] | Note

See Section 13.5.9, “pdf2cairo Image Strategy” [225] if errors are encountered when creating SafePage
images.

7 https://www.openprinting.org/printers

8 https://www.linuxfoundation.org/coll aborate/workgroups/openprinting/database/cupsdocumentation
9 https://www.postgresql.org/

10 nttps://poppl er freedesktop.org/
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1.2.1.6. QPDF

QPDF is a command-line program that does structural, content-preserving transformations on PDF files. The
packageisused to decrypt PDF from Web Print and Mail Print when Encrypted PDF for Proxy Printing isallowed.
See Section 4.11.13.9, “ SafePages’ [162].

Check if the package isinstalled by entering the following command:

gpdf --version

On Debian based systems you can install the package with this command:

sudo apt install qpdf

1.2.1.7. wkhtmltopdf

thtmltopdf12 isacommand linetool to render HTML into PDF. In some casesit may produce better results than

the default rendering method. Installation is optional. If installed it is used by default.
Check if the package is installed by entering the following command:

wkht m t opdf --version

On Debian based systems you can install the package with this command:

sudo apt install wkhtnl topdf

Y ou can disable usage of wkhtmltopdf by setting config property syst em cnd. wkht m t opdf . enabl e val-
ueto N. See Section 4.11.14, “Config Editor” [165] on how to change this value.

1.2.1.8. rsvg-convert

rS/g—convert13 is acommand-line program that converts SVG images into PNG raster images, PDF, PS, or SVG
vector images, or dumpsof Cairo XML or recording surfaces. The program is used by SavaPage Draw and needed
to handle Standard File Type SVG.

Check if the package isinstalled by entering the following command:

rsvg-convert --version

On Debian based systems you can install the package with this command:

sudo apt install |ibrsvg2-bin

1.2.1.9. ImageMagick
SavaPage needs the convert command of the ImageMagick software suite to manipulate images.

ImageMagick is a software suite to create, edit, compose and convert bitmap imagesin avariety of formats (over
100) .

Check by entering the following command:
convert --version

On Debian based systems you can install the package with this command:

1 nttps://sourceforge.net/projects/gpdf/
12 ttps:/iwkhtmitopdf .org/
13 https:/iwww.systutorial s.com/docs/linux/man/1-rsvg-convert/
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sudo apt install inmagenagick

1.2.1.10. Avahi

Avahi is needed if you want to use | PP Everywhere and AirPrint to print to SavaPage.

Avahi'* is a system which facilitates service discovery on alocal network via the mMDNS/DNS-SD *° protocol
suite. Any modern GNU/Linux system has Avahi installed, but to be sure you can check by entering the following
command:

avahi - browse --version

On Debian based systems you can install the package with this command:

sudo apt install avahi-daenon avahi-di scover |ibnss-ndns

1.2.1.11. Hardware

The SavaPage server process requires a minimum of 2 CPU cores, 2GB of RAM and 1 GB of free disk space.

] | Note

Depending on the expected print quota you should reserve extra disk-space for each SavaPage user. See
Appendix D, Capacity Planning [314].

1.2.2. Clients

On desktop and mobile clients you need an HTML5 compatible browser and support for Internet Printing Protocol
(IPP), IP Printing (JetDirect) or AirPrint® .

1.3. How does SavaPage work?

To explain how SavaPage works we first introduce the key concepts for the usage scenarios. After that we will
describe a typical work flow, and end with a high-level overview of the application's architecture.

1.3.1. Key Concepts

Each concept is described in an abstract definition with its SavaPage implementation.

1.3.1.1. Print Server

A print server isasystem responsible for hosting print queues and sharing printer resources to client workstations.
Client users submit print jobs to a print server rather then directly to the printer itself. A print server may be a
dedicated server. However, on many networks this server may a so perform other tasks such asfile serving.

SavaPageisaregular Print Server in the technical sense, but is special in the sense that it shares multiple print

queues of the one SavaPage virtual printer. The GNU/Linux host where SavaPage is deployed on may offer file
services on its own account.

1.3.1.2. Print Queue

A print queueis first-in-first-out queue holding all jobs pending on a given printer.

14 nttps://avahi .org/

15 MDNS/DNS-SD enables you to plug your laptop or computer into a network and instantly be able to view other people who you can
chat with, find printers to print to or find files being shared. Compatible technology is found in Apple macOS (branded Bonjour [https:/
www.apple.com/support/bonjour/] and sometimes Zeroconf).
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SavaPage virtual queues redirect print jobsto the originating user's personal queue called SafePages. The Sava-
Page Web App is the viewport on these SafePages.

1.3.1.3. User ID/Username

In a multi-user environment, users login to a network or computer using a username and password. Often these
are managed by serviceslike Active Directory or LDAP. The username is known as the user's identity.

SavaPage uses this identity for authentication and auditing purposes.

™ Note

User authentication is a topic of its own. Please see Chapter 15, Authenticated Printing [241] for more
elaboration on the User concept.

1.3.1.4. Client/Server Model

Client software is a small application that runs on each workstation and communicates with a central server. The
printing process on most networksworks according to a client/server model with clients (workstations) submitting
jobsto aserver.

SavaPage utilizes the client/server model with standard components on the workstation, i.e. an IPP or JetDirect
printing client and a Web browser.

1.3.1.5. Application Server

An application server is a server program responsible for centrally processing “business logic” and providing
services to end-users.

SavaPage is an application server since it provides “ business logic” for showing, editing and routing printed
documents.

1.3.1.6. Information Provider

A provider is a software component or program responsible for providing information to an Application Server.

SavaPage uses an integrated |PP and JetDirect Server to capture Driver Print jobs from client workstations and
devices. It communicates with IMAP to capture Mail Print jobs and uses HTTP upload to capture Web Print
jobs. The generic information provider for capturing print jobs is called the “ Print Provider” . Other important
providersare “ User Directory Provider” , “ Authentication Provider” and “ CUPS Information Provider” .

1.3.1.7. Web Application Interface

A Web Application, or Web App for short, is a software program that interacts with end-users via aweb browser.
A Web App gives flexibility because it allows access from any location on the network and avoid the need for
installation of separate software.

SavaPage provides a web-based interface for end-users and system administrators. Snceit is optimized for desk-
tops and mobile devices an even greater flexibility is achieved.

1.3.1.8. SafePages

SafePages is the SavaPage term for the personal user space with accumulated jobs from SavaPage printer queues.
See Section 1.3.1.2, “Print Queue” [6].

1.3.1.9. Proxy Printer

Proxy Printer, or ProxyPrinter, is the SavaPage term for a printer that is available in the SavaPage Web App for
printing selected SafePages.
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©® | Important

It is important to understand that using a Proxy Printer does not require its printer driver on the client
workstation. Proxy Printer queues are CUPS queues located on the GNU/Linux SavaPage host and are
not shared on the local network, hence not visible for client workstations. Proxy Printer queues can only
be selected and used in the SavaPage Web App sandbox for pass-through printing.

1.3.2. The SavaPage Work Flow

Toillustrate what SavaPage is about and how it works we'll start with a simple use case.

1 | Note
Advanced user scenario's are described in Appendix A, Proxy Print Scenarios [281].

1.3.2.1. End-user perspective

1. John opens a web browser, clicks on the SavaPage bookmark and logs into SavaPage with his regular Active
Directory credentials.

2. John prints adocument from his favourite editor to his SavaPage Network Printer.

3. John sees the printed pages appear as thumbnailsin his web browser.

4. John browses through the thumbnails and zooms in on page 15 and 16 to see more detail.

5. Thingslook good, apart from two void pages at the end. So, John del etes these pages using the Delete dialog.

6. After selecting the company letterhead as standard background, John selects the Brand-X Multi-functional
Proxy Printer located down the hall, checks the settings (duplex and grayscale), and presses the Print button.

7. Since John also wants to save a PDF document of the result, he sets the PDF properties (title, author, subject,
keywords, encryption) and presses the Download button.

] | Note
John could also have opened aweb browser on his smartphone and do exactly the same things.

1.3.2.2. Technical perspective

Thisiswhat happens behind the scenes.

1. When John prints to SavaPage from his editor, his workstation transfers the print job to the SavaPage Print
Server.

2. The SavaPage Print Provider handles the print job, analyzes the information and retrieves:
a. Theidentity of the user who printed the document.
b. Theidentity of the queue the job was printed to.

3. ThePrint Provider submitstheinformation about the job to the Application Server to processthe businesslogic.

4. The Application Server approves the print request, transfers the job to the user's SafePages, and signals John's
browser session that a new job has arrived.

5. The Web Application in John's browser picks up the signal, handles the information and displays the newly
printed pages.

6. The Web Application transfers each of John's editing actions (delete, letterhead) to the Application Server
where the state of the SafePages is saved.
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7. When Johns selects the Brand-X Multi-functional Proxy Printer, the Web App asks the Application Server for
the printer options, so it can display the Printer Settings dialog for this specific printer.

8. When Johns presses the Print button, the print action plus the selected printer options are passed to the Appli-
cation Server. The server composes the print job (applying editing actions and selected |etterhead) and sends
the result to the Proxy Printer, using the printer options John selected.

9. John's download request is fulfilled by the Application Server with a PDF document holding the edited
SafePages, including the letterhead, and the chosen PDF settings.

1.3.3. Architecture Overview

Figure 1.1, “SavaPage High-Level Architecture” [9] shows a high level view of the components and com-
munication involved.

o

SQL Database Content Repository

Synchronisation

| /

\PP SavaPage

AlrPrint
IMAP

[CHN—

Praxy Printers
onlocal CUPS

JetDirect

Figure 1.1. SavaPage High-L evel Architecture

» The SavaPage Print Server synchronizes users from the LDAP/NIS source to its own SQL Database.

» TheClient Web Application on desktops, laptops and mobile devices communi cateswith the Application Server
using HTTP.

» Desktop and laptops users can be forced by their OS to login and be authenticated at the LDAP/NIS source.

» SavaPage Web App users on desktops, laptops and mobile devices are authenticated by the SavaPage Print
Server at the LDAP/NIS source.

» Desktop and laptop users print to SavaPage with the SavaPage printer driver using PP or JetDirect protocol.
» macOS and iOS users can print to SavaPage with AirPrint®.

» Every user can use SMTPto Mail Print to SavaPage.

» SavaPage uses IMAP to monitor the Web Print Inbox.

» Every user can use HTTP to Web Print to SavaPage.

» The Content Repository holds letterhead documents.

» A print command in the Web App to a Proxy Printer is executed by SavaPage with an | PP operation to local
CUPS.




Chapter 2. Server Installation

7

—

This chapter coversthe initial installation and configuration of SavaPage in your network environment.

* If you are installing a new version over an existing installation please consult Appendix H, Upgrading from
a Previous Version [326].

« If thisinstallation is part of a migration from an old server please consult Appendix I, Migrating to a New
Server [327] before going on.

Initial installation takes only a few minutes on a prepared server. This guide will walk you through installation
and configuration step-by-step. The process is summarized below:

1. System requirements check.

2.  Downloading and installing SavaPage.

3. Completing the configuration.

4. Testing the software.

Tip

If you would like to know the technical details behind the SavaPage installer, take alook at Section 13.1,
“The Installation Process’ [215].

©® | Important

By installing the program, you are accepting and agreeing to the terms of the GNU Affero General Public
License (AGPL). Please review Appendix P, GNU Affero General Public License (AGPL) [372] before
continuing.

2.1. Step 1 - System Requirements

Before proceeding with the installation you should take a few moments to verify system requirements. Is the
operating system version supported and are patches up-to-date? Take afew minutesto verify the systemis current
and supported (see Section 1.2, “ System Requirements’ [3]).

The SavaPage installation program needs the commands which, strings, gunzip and perl. So, make sure the
binutils, debianutils (for Debian based systems), perl and gzip packages are installed.

2.2. Step 2 - Create System Account

SavaPage runs and installs under a system user account called savapage. This account is fixed, you cannot
choose another name. Y ou are free though to pick alocation for the application. However, GNU/Linux Filesystem
Hierarchy Standard (FHS) dictates that the application isinstalled in the / opt / savapage directory.

Create the system user account at the command prompt by entering:

sudo useradd -r savapage

The syntax for user add may differ slightly on different versionsof GNU/Linux. It may also becalledadduser .
Next, create theinstall directory and set the ownership to the savapage account:

sudo nkdir -p /opt/savapage

10
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... and set the ownership to the savapage account. For Debian and RHEL based systems:
sudo chown savapage: savapage /opt/savapage

... and for openSUSE:

sudo chown savapage: users /opt/savapage

For convenience, set the login shell and login directory:

sudo usernond -s /bin/bash savapage
sudo usernond -d /opt/savapage savapage

Some GNU/Linux distributions impose strict resource usage limits on user accounts (ul i m t ). Thesavapage
account is a dedicated account used for hosting the SavaPage application and hence should be granted sufficient
resource limits such as the ahility to open many files. Please consult Section 22.2, “Linux User Limits’ [275]
on how to change these limits.

2.3. Step 3 - Configure CUPS and Samba

Make sure to not publish shared printers in CUPS and Samba. Publishing shared printers creates a loophole by
which users can access a printer directly from their workstation and print outside the control of SavaPage.

For Samba, just edit the/ et ¢/ sanba/ snb. conf fileand disablethe[ pri nt er s] share definition.

In CUPS, do not enable the “ Publish shared printers connected to this system” option as offered in the Print Server
Settings dialog. When no such dialog is available you can make the adaption in the CUPS Administrator Web
interface (“ Share printers connected to this system”), or manually in the cupsd. conf Yile.

Y ‘ | mportant

Before editing cupsd. conf first stop CUPS by entering this command:
sudo systentt!l stop cups.service

When editing cupsd. conf change this content snippet, that publishes local printers and allows access from all
machine on the local network...

# All ow renpte access
Port 631

# Share local printers on the |ocal network.
Browsi ng On

<Location />
# All ow access to the server...
Order al |l ow, deny
Al | ow @ OCAL

</ Locati on>

... to this snippet that restricts CUPS accessfrom | ocal host only ...

# Only listen for connections fromthe | ocal nachine.
Li sten | ocal host: 631

# Disable printer sharing.
Browsi ng O f

<Location />
O der al |l ow, deny
</ Locati on>

1 On Debian, RHEL and openSUSE systems cupsd. conf islocatedinthe/ et ¢/ cups/ directory.

11



Server Installation

... and leave all other content asit is.

©® | Important

Eachindividual proxy candidate CUPS printer must be shared locally so the savapage system account
can access it. Enabling the shared option can be donein a printer GUI dialog, in the CUPS Administrator
Webinterface, or directlyinthepri nt er s. conf 2fileby settingthe Shar ed Yes optionfor aprinter.

2.3.1. CUPS Remote Printer Browsing

To prevent remote printers that DNSSD broadcast themselves, to be discovered by CUPS and synchronized into
SavaPage, edit cups- br owsed. conf 3file, and change it asfollows:

Br owseRenot ePr ot ocol s none

2.3.2. CUPS Job History

An active SavaPage server captures print job statuses real-time, but when the server isrestarted it needs CUPS job
history to catch up with the latest statuses. To avoid lost job statuses, CUPS must be told to “ Preserve job history”.

Y ou can set the Job History option in the Print Server Settings dialog (“ Preserve job history but not files’, or op-
tionally “Preservejob history (allow reprinting)”), in the CUPS Administrator Web Interface (Advanced settings,
“Retain Metadata: Yes’, and optionally “Retain Documents: Yes’) , or manually by changing thecupsd. conf

fileasfollows:

MaxJobs 500 Q
PreserveJobHi story Yes (2]
PreserveJobFil es No e

© MaxJobs Controlsthe maximum number of jobs that are kept in memory. Once the number of jobsreaches
the limit, the oldest completed job is automatically purged from the system to make room for the new one. If
al of the known jobs are still pending or active then the new job will be rejected. The default setting is 500
(in this example this default is explicitly set). Set to 0 to allow an unlimited number of jobs.

® PreserveJobH st ory specifies whether metadata is preserved after ajob is printed. A value of Yes
will preserve history, a value of No will not. If a numeric value is specified, history is preserved for the
indicated number of seconds after printing. Set to Yes.

® PreserveJobFi | es specifieswhether job files (documents) are preserved after printing. A value of Yes
will preservefiles, avalue of No will not. If anumeric valueis specified, files are preserved for the indicated
number of seconds after printing. Set this option as you wish, but remember that (spool) files can get big.
If you run SavaPage on a host system with limited storage (for instance on a virtual machine) you better
set this value to No.

The number of preserved history jobs can be checked with this command:

sudo find /var/spool/cups/ -maxdepth 1 -type f -name 'c*' | wc -|

The number of preserved job files can be checked with:

sudo find /var/spool/cups/ -nmaxdepth 1 -type f -name 'p*' | wc -|I

2.3.3. CUPS Job ID

This section gives you some background information about the ID that CUPS assigns to a print job*. There is
nothing you need to configure for this, and you don't really need to consider this info at a first time SavaPage

2 On Debian, RHEL and openSUSE systemspri nt er s. conf islocated inthe/ et ¢/ cups/ directory.
3 On Debian, RHEL and openSUSE systems cups- br owsed. conf islocated inthe/ et ¢/ cups/ directory.
4 CUPS Next Jobl disheldin/ var / cache/ cups/ j ob. cache

12
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installation. However, do read carefully when Migrating to a New Server, or if you plan to meddle with CUPS
cache.

The CUPS Job ID isaglobal integer that isincremented and assigned to each new print job. In thisway, aJob ID
refersto a single job within the CUPS cache. When a document is printed from SavaPage, its Job ID is persisted
in the SavaPage database and used to retrieve CUPS job status information, or to link incoming CUPS status
notifications to the printed document.

When you delete the content of the CUPS cache directory / var / cache/ cups/ , the Job ID offset is reset to
zero. If SavaPage depends on this CUPS instance, the cache will be out-of-sync with the CUPS Job ID range as
persisted in the SavaPage database. This will most likely result in newly issued job ID's that are already present
in the SavaPage database, and so introduce a non-unique relation between printed document and CUPS job ID.
Also, when SavaPage is moved to another server an out-of-sync is very likely.

How does SavaPage deal with the possibility of an out-of-sync situation?

1. For incoming CUPS natifications, the most recent document that matches the provided Job ID, and has not yet
reached final state (completed, cancelled, aborted), is updated with the provided status.

2. When retrieval of Job ID status information for a document with non-final state from CUPS fails, then print
statusis set to “unknown” and time completed to system time.

2.3.4. CUPS Job Privacy

CUPS makes “job-name”, “job-originating-host-name” and “job-originating-user-name” private by default. This
means that persona data are anonymized in the CUPS Web interface, as shown below.

viDv Name User Size Pages State

Xerox-D125-  Unknown Withheld 1k 1 completed at

8586 Mon 30 May 2016
10:47:27 AM CEST

Figure2.1. CUPS Job Privacy
Y ou can restore the default by changingthe JobPr i vat eVal ues directiveinthecupsd. conf fileasfollows:

<Pol i cy default>
JobPri vat eVal ues def aul t

2.3.5. CUPS Web Interface

If you want to use the CUPS Web Interface for administration from all machines on the local network you should
adapt cupsd. conf asfollows:

# Al ow renpte access
Port 631

# Disable printer sharing.
Browsi ng O f

Webl nterface Yes

<Location />
# Al ow shared printing...
Order al |l ow, deny
Al ow @ OCAL

</ Locati on>

<Locati on /adm n>
Order al |l ow, deny
Al | ow @.OCAL

</ Locati on>

<Locati on /adm n/conf >
Aut hType Def aul t
Requi re user @YSTEM

13
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Order all ow, deny
Al | ow @Q.OCAL
</ Locati on>

¥ Note
The @Q.OCAL namewill allow accessfrom all local interfaces. This can be confusing sincethe host system

running CUPS often belongs to a different set of subnets from its clients. In that case you can specify
multiple Al | owdirectives, one for each allowed subnet. See the cupsd.conf man page5.

2.3.6. CUPS systemd service

The scheduler for CUPS is called cupsd. When run from syst entd some systems pass the - | parameter, so
cupsd is run on demand by socket and path activation. The advantage of this setup is that CUPS is activated
when needed, saving precious boot time and resources, and deactivated again after being idle for a while. This
lazy activation scenario is efficient for desktop systems that print occasionally and for which printing is not time
critical. However, dedicated print systems like SavaPage, that intensively use IPP to communicate with CUPS,
need CUPS to be full-time activated. Therefore the systemd cups. ser vi ce unit must effectively start cupsd
withthe- f parameter, so it runs steadily in the foreground.

Check the/1i b/ syst end/ syst eml cups. servi ce unit: ExecSt art must start cupsd withthe-f pa
rameter. If not, edit the CUPS service unit with this command:

sudo systenct!l edit cups

This launches atext editor for creating the file:

/ etcl/ systend/ syst em cups. service. d/ override. conf
Add the following lines:

[ Servi ce]

Type=si npl e

ExecStart =
ExecSt art =/ usr/ sbi n/ cupsd -f

Savethefile and closethe editor. Usually, after you edited a systemd unit file, for it to take effect, you need to run:
sudo systenttl daenon-rel oad

However, the systentt| edit command automatically did this for you. You can check the effect of the
override with this command:

systentt!| cat cups.service

... thelast lines should show:

# [ etc/systend/ system cups. servi ce.d/ overri de. conf
[ Servi ce]

Type=si npl e

ExecStart =
ExecStart=/usr/sbin/cupsd -f

You can check if / usr/ sbi n/ cupsd - f isactivewith this command:

systenttl| status cups.service

2.3.7. Test CUPS

When CUPS was stopped earlier you need to start CUPS again with this command:

5 https://www.cups.org/doc/man-cupsd.conf.html
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sudo systentt!| start cups.service

Now you can test if the CUPS print queues to be used as Proxy Printer work as expected.

2.4. Step 4 - Optional System Settings

2.4.1. Set Default Paper Size

Y ou can optionally set the default system paper sizeinthefile/ et c/ paper si ze. Thisdefault isused by Sava-
Page, but can again be overridden in the Admin Web App. See Section 4.11.13.6, “ Default Paper Size” [160].

The format of the/ et ¢/ paper si ze fileisvery simple: whitespace and anything starting with “#” isignored,
and the name of the paper isthe first string found; the case in the name of the paper isirrelevant. Commonly valid
paper sizevaluesare: a3, a4,a5,b5,1 etter,| egal ,executive,noteand11x17.

For example, use this command to set the default to a4:

sudo su -c 'echo a4 > /etc/papersize'

2.5. Step 5 - Check Firewall Settings

SavaPage uses TCP/IP port 8631 (for HTTP), port 8632 (for HTTPS/SSL) and port 9100 (for JetDirect/RAW
printing) by default.

*] | Note

Y ou can changethe TCP/IP port defaultsinthe/ opt / savapage/ server/ server. properties
file after installation. See Section 13.5.1.1, “ Alternative TCP/IP Ports’ [219].

For Proxy Printer access the standard |PP port 631 of local CUPS s used.
For IPP Everywhere and AirPrint UDP port 5353 is used.

Depending on the Mail settings common SMTP ports are 25, 465 and 587.
Common IMAP ports used for Mail Print are 143 and 993.

The Secure IM X Connection uses port 8639.

Many GNU/Linux distributions have strict default firewall policies, so take some time now to ensure that these
ports are open. Consult your distribution documentation for details on how to open firewall TCP and UDP ports.

2.6. Step 6 - Download and Install

SavaPage is supplied as a self-extracting and self-installing archive for 64-bit (x64 , x86_64, and64) systems.
The installation must be performed as the newly created savapage user in the/ opt / savapage directory.
Some parts of the installation need to be executed as r oot . When you choose to do so during the main install,
please have ther oot password or sudo password handy. You can also choose to execute ther oot tasks after
themain install. In that case you can simply sudo execute a post-install script. For more detail about the install
process please see Chapter 13, SavaPage on GNU/Linux [215].

Change to the newly created savapage user, download and execute the installer in / opt / savapage, and
follow the instructions.

sudo su savapage
cd /opt/savapage

rm ./ savapage-setup-*-linux-*.bin @
wget URL @
sh ./savapage-setup-*-linux-*.bin @
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© Removeold downloads, if any, first, to prevent that a new download gets. bi n. 1 suffix.
®  Usethe URL from the SavaPage Wiki® download section.
& For examplesavapage- set up- 1. 4. 0-1i nux- x64. bin

The installation process will take between one and two minutes depending on the speed of the system. A system
restart is not required. When installing on alive production system, administrators are advised to choose a period
of low activity - for example, not during backup operations or other administration activities.

2.7. Step 7 - Save Encryption Keys

SavaPage creates the / opt / savapage/ server/ dat a/ encrypti on. properti es fileat first installa-
tion. The encryption keys held in this file are used to store Encrypted Secrets and Document Signatures in the
database.

Make a backup of this file now, and store it at a secure place, so you can restore it when you need to migrate
to a new server.

@ | Warning
Theencrypti on. properti es fileiscrucial for decrypting secret datain the database and verifying

the authenticity of document signatures. When you lose this file you won't be able to use any database
copy which was based on its encryption keys ever.

2.8. Step 8 - Configure

After installation, you will be prompted to open a web browser at htt ps: // savapage: 8632/ admi n to
complete the configuration. The configuration steps are explained below.

2.8.1. Step 1 - Login

Login with username admi n. This s the built-in administration account. Enter admi n as password. Thisis the
standard password as set by the installer.

After login the Dashboard is shown where you will notice the system status “Setup is needed”. The next steps
guide you in configuring the system so that the status will change to “ Ready to use”.

] | Note

Aslong as system setup is needed | ogin attempts at the User Web App are blocked with a message saying
“Application setup isrequired”.

2.8.2. Step 2 - Change Admin Password

As afirst security measure change the master password for the built-in adni n account. This account is indepen-
dent and not related to the operating system or domain. The password needs to meet minimum strength require-

ments, and must contain at least six characters. Select Options — Advanced — Reset internal admin password,
enter and confirm the new password and pressthe Apply button.

© ‘ Caution

‘ Make sure that this password is kept at a secure place sinceit isthe key to your system.

More information about the admin password can be found in Section 17.1.1.3, “Interna Admin Pass-
word” [251].

8 https://wiki.savapage.org
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2.8.3. Step 3 - Set Locale

Set the system'’s locale; ensure that these are correct before proceeding. Select Options — Advanced — Locale,
and enter the locale string. Some examples are; en, en- GB, en- US, nl , nl - NL, nl - BE. You can leave the
locale empty to accept the system default. The locale is applied to all system messages which are logged in the
system log or send by email. See Section 19.1, “Localization” [259].

2.8.4. Step 4 - Set Currency Code

Set the system's currency code; ensure that these are correct before proceeding. Select Options — Financial, and
enter the ISO 4217 Currency code. Some examples are: USD, EUR, GBP. The currency symbol is determined in
the context of the user or system locale. See Section 19.1, “Localization” [259].

2.8.5. Step 5 - Set User Source

SavaPage optionally imports user information from a Unix (PAM, NIS, etc.) or LDAP source.

Select Options — User Source.

Select Unix if the user accounts are setup and defined on the local system as standard Unix accounts or mapped
into the system from a central directory service such as LDAP viansswi t ch. conf and PAM. Most large
established networks will use this option.

] | Note

For administrators wishing to customize the PAM authentication method at the application level, Sava-
Page reports itself as“ savapage’.

The LDAP option isappropriate for large networks with existing LDAP domains. Thisincludes networks running
OpenLDAP, Freel PA, Apple Open Directory, Novell eDirectory, Microsoft Active Directory and Google Cloud
Directory.

More information on LDAP isavailablein Section 4.11.1.2, “LDAP” [132].

After selecting the source, enter the necessary parameters (LDAP only) and pressthe Apply button.

2.8.6. Step 6 - User Synchronization

Skip this step if you did not set an external User Source in the previous step. Otherwise, select Options — User
Creation — Synchronization — Synchronize now to import users.

©® | Important

An option exists to import a subset of users from the source by selecting agroup. This option is relevant

if only a subset of users will ever use SavaPage. Select Options — User Creation — Change Group to
select the group.

Tip

Test the import first by pushing the Test button. A simulated import will start, with each step echoed
below the button, so you can verify the effect of your action.
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2.8.7. Step 7 - Set Mail Options

Select Options - Mail, enter the SMTP and M essage optionsand pressthe Apply button. Datafrom the M essages
section is used for system generated mail messages.

You can send atest mail message to a recipient of your choice by pressing the Test button after you applied
the changes.

2.8.8. Step 8 - Set Driverless File Transfer Print

Mail Print and Web Print are disabled by default. Y ou can enable and configure these options at Options - Mail
Print and Options — Web Print.

If you enabled one of these Driverless File Transfer Print options, decide which PDF converters you want to

enable at Options — Advanced — Converters. Beware that you might need to install the converter software on
the SavaPage host.

2.9. Step 9 - Share SavaPage Client Files

SavaPage client files are located in directory / opt / savapage/ cl i ent . Thisincludes the User Client, Sava-
Page Printer Driver and IMX related files. It is useful to share this directory over the network so users can use,
copy or install the files they need on their workstation. Common sharing methods include:

e Samba - used to sharefiles to Windows based workstations. GUI tools are available on GNU/Linux to help you
with sharing the client directory via Samba. However, some system administrators may be more comfortable
creating the share by hand-editing the/ et ¢/ sanba/ snb. conf file. Thefollowing configuration will share
the directory in read-only form:

[ savapage-client]

path = /opt/savapage/client
comment = SavaPage C i ent
public = yes

only guest = yes

read only = yes

* NFS- apopular sharing method used for GNU/Linux and Unix based workstations.

*] | Note

The/ opt / savapage/ cl i ent directory isstandard shared viathecl i ent / URL. See Appendix E,
URL Cheat Sheet [316].

2.10. Step 10 - Testing

Now theinstallation is complete, it istimeto do a basic test to check if the system is ready-to-use.

» Pick aworkstation and login as a user that is part of the user source as configured in Section 2.8.5, “Step 5 -
Set User Source” [17].

« Install the SavaPage Printer Driver. See the instructions at Section 14.2, “PostScript Driver Print” [229].
» Open aWeb Browser and go to the User Web App at htt ps: // savapage: 8632/

» Loginto the Web App with the same credentials as used in the workstation login.

* Print atest document such as aweb page or basic document to the SavaPage printer.

» Thumbnail images of the printed pages should appear in the Web App.

2.11. What's next?

Congratulations! At this point you have a ready-to-use SavaPage system. This concludes the Install Guide.
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If you like, take some time to further explore the features of SavaPage in a more extensive free-format test drive.

Or, continue reading about the user interface details at Chapter 3, User Web App [21], Chapter 4, Admin Web
App [79], Chapter 5, Job Tickets Web App [184] and Chapter 7, Point-of-Sale Web App [198].

At this point you can also proceed with the configuration of PP Everywhere and AirPrint, Mail Print and Web
Print.

Chapter 9, Print Ste Web App [206] is a Feature Preview for setting up a location with self-service printers
and copy machines.

Chapter 10, PDF/PGP Verification [208] is a Feature Preview of an alternative PKI1 method to verify authen-
ticity and integrity of PDF documents.

Chapter 11, User Client [211] explains how to use a system tray notifier of SavaPage print events for desktops
and notebooks.

Chapter 12, SavaPage Financial [214] introduces the main pay-per-print concepts with references to more
detailed parts of the manual.

Chapter 13, SavaPage on GNU/Linux [215] offers an in-depth explanation of the GNU/Linux installation
process, the directory layout and tools involved.

Chapter 14, SavaPage as Printer [228] explains how for print from different platforms.

Chapter 15, Authenticated Printing [241] describes how SavaPage determines the digital identity of users in
different settings like Single Sign-On (SSO) Domains and Peer to Peer Networks.

Chapter 16, Printing Impact [249] explains the metrics used when giving users feedback about the costs and
environmental impact of their printing habits.

Chapter 17, Security [251] discussed security issues and precautions.

Chapter 18, Freedom and Privacy [257] explains how digital freedom and privacy is secured in the SavaPage
domain.

Chapter 19, Internationalization [259] explains how SavaPage is adapted to various languages and regions.

Chapter 20, Customization [261] explains how SavaPage can be customized to match your organizational iden-
tity.

Chapter 21, Using an External Database [270] explains how to use an aternative external relational database.
Chapter 22, Tuning [273] discusses performance optimization and parameter tuning.

Chapter 23, SavaPage Community [279] describes the SavaPage Community and explains how to use the Mem-
ber Card.

Appendix A, Proxy Print Scenarios [281] summarizes several Proxy Print scenarios in a shorthand catalogue.
Appendix B, NFC Authentication [286] explains how SavaPage supports RFID as authentication method.

Appendix C, Tools [288] explains the command-line interface for calling server methods, manipulate the data-
base, stop and start the server, and for applying SSL certificates for secure HHTP connections.

Appendix D, Capacity Planning [314] discusses how SavaPage uses disk space and network resources.
Appendix E, URL Cheat Sheet [316] offers a Quick Reference Card of the available Web Interface URLs.
Appendix F, File Locations [319] is an outline of locations and filesin/ opt / savapage/ .

Appendix G, Printable File Types [322] gives a summary of the file formats supported by Driverless File
Transfer Print.
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Appendix H, Upgrading from a Previous Version [326] describes the procedure to install a new version.

Appendix |, Migrating to a New Server [327] describes the procedure to move your current SavaPage instal-
lation to anew server.

Appendix J, Advanced LDAP Configuration [329] gives an in depth explanation of the LDAP configuration
options.

Appendix K, PPD Extensions [334] explains how to map vendor specific PPD keywords to IPP attributes.

Appendix L, IPP Extensions [348] gives a summary of |PP attributes and values as extensions to the IANA
registrated ones.

Appendix M, SavaPage Plug-ins [356] explains how to deploy software components that add specific features
to SavaPage.

Appendix N, PaperCut Integration [363] explains how functions not present in PaperCut can be implemented
with SavaPage as pre-processor and integrator.

Appendix O, Job Scheduling [370] describes SavaPage background job scheduling.

Appendix P, GNU Affero General Public License (AGPL) [372] contains the full text of the AGPL.
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Chapter 3. User Web App

7

]

The User Web App can be reached at htt ps: // savapage: 8632/ . For al URL options see Appendix E,
URL Cheat Sheet [316].

(V) ‘ | mportant

When using the User Web App concurrently with the User Client and Proxy Print Authentication you
are strongly advised to use an external database like PostgreSQL. See Chapter 21, Using an External
Database [270].

3.1. Login

Welcome to SavaPage

Please login to start the application.

User Name

Password

Login

About Language

Figure 3.1. Web App: Login Dialog

™ | Note

When a user opens the Web App the login dialog is skipped when an Authentication Token is present in
local storage of the browser. Thelogin dialog is also skipped when the Web App is opened from atrusted
and authenticated User Client or with a One-Time Authentication Token.

For a description of the global user authentication defaults see Section 4.11.3, “User Authentica-
tion” [138].

» Thelanguage of the dialog defaults to the language setting of the browser.

* You can overrule the default language and country or preselect a user by using the URL parameters. See Ap-
pendix E, URL Cheat Sheet [316]

* Version and copyright information is shown when you press the About button. See Section 3.1.1,
“About” [22].

» You can choose an aternative language by pressing the Language button. See Section 3.1.2, “Select Lan-
guage” [22].

» Thetop of the Login dialog can be customized: see Section 20.1.1.3, “ Custom HTML” [263].

» Login Alternatives appear at the bottom of the dialog.

Some invariants:
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e Only Persons can login.

» Disabled users are not allowed to log in.

» Theinternal "admin" user is not allowed to log in as user.

» Aslong as system setup is needed user login attempts are blocked with a message saying “ Application setup
isrequired”.

* When the system isin Maintenance Mode, access is restricted to users with Administrator role. Regular users
are shown a message explaining the situation at this Login dialog, or after login in the authorized session.

‘ Tip
‘ You can use an alias as User Name. See Section 15.4, “User Name Aliases’ [247].

3.1.1. About

The About dialog shows version and copyright information. The top of the dialog can be customized: see Sec-
tion 20.1.1.3, “Custom HTML" [263].

] | Note

Thedialog containsaPrinter Driver section with adownload link for the CUPS SAV APAGE.ppdfile. This
section can be enabled or disabled by setting the configuration key webapp. about . dri ver - down-
| oad. enabl e to Y or N. See Section 4.11.14, “ Config Editor” [165] on how to change this value.

3.1.2. Select Language

Select your language:
Deutsch 100%
English 100%
Nederlands 100%
Espanol 52%
Pycckmin 29%
Francais 10%
Polski 1%
Cancel

Figure 3.2. Web App: Select Language Dialog

» At the moment English, German and Dutch are fully supported. Press the language of your choice. This will
reload the login dialog in the newly selected language.
* Press Cancel to return to the login dialog.

*] | Note

Youcanusethewebapp. | anguage. avai | abl e configuration property to enter acomma separated
list of selectable 1SO 639 language codes. For instance: de, en, fr, es, ru, nl . See Section 4.11.14,
“Config Editor” [165] on how to enter this value.

When thelist isrestricted to asingle language, the Language button in is not shown in the Login dialog,
and the Web App Locale is set to the single available language.
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3.1.3. Single Web App Session

A warning message is shown when a desktop ! user tries to open the same Web App type a second time in the
same browser instance. In rare occasions, for instance, due to network connectivity issues, this statement might
be false. In that case a Login will bring you back on track.

Is User Web App already active?

If so, close this browser tab and continue with the
active Web App. If not, press Login.

Login

Figure 3.3. Same type Web App session detected

When a user opens a second Web App session of another type this message is shown:

You are switching to the User Web App.
Go back to the Admin Web App, or login.

Login

Figure 3.4. Web App type change detected

In both situations, either go back to the active Web App session or press Login tologin to theintended Web App
type. Thiswill invalidate any other SavaPage session in the same browser instance.

3.1.4. Card Self Association Dialog

When an unknown card is swiped, and Card Self Association is enabled, the user is presented this dialog to
associate the new card.

SavaPage

The card you used is not associated with any user
account. Enter your User Name and Password to
associate it with your account, or Cancel this action.

User Name 58

Password

OK Cancel

Figure 3.5. Web App: Login Dialog - Card Self Association

The Single Web App Session check is solely done for certain desktop browser sessions. Sessions on macOS and mobile devices are not
checked.
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Thereisatime limit to enter the Username and Password. The remaining seconds are shown and when counted
down to zero the dialog is automatically closed. The time limit (seconds) is contained in configuration key we-
bapp. card- assoc. di al og- max-secs. See Section 4.11.14, “Config Editor” [165] on how to change
thisvalue.

3.1.5. 2-Step Verification

If a user enabled 2-Step Verification, they are prompted to enter their verification code, after a successful first
login step.

2-Step Verification

Enter your verification code @

OK Cancel

Try another way

Figure 3.6. Web App: Login Dialog - 2-Step Verification

Try another way

Press the button below to send a one-time access code to your email
address.

Send

Enter the code from the email message.

Press the button below to verify the code and view your seftings

OK

Figure3.7. Web App: Login Dialog - 2-Step Verification (recovery)

3.2. Login Alternatives

The appearance of the Login dialog on a device depends on the following settings:

e Theglobally activated Login Methods. See Section 4.11.3, “User Authentication” [138].

» The Terminal settings for the device. See Section 4.9.4, “ Custom User Login” [129].

e Thel ogi n URL parameter with the preferred login method. See Appendix E, URL Cheat Sheet [316].

» Active OAuth Client Plug-ins.

Terminal settings overrule global settings, and the URL parameter overrules the defined default. When available,

alternative login methods can be selected by tapping the method button at the bottom of the dialog. Some sample
Login diaogs are shown below.
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Welcome to SavaPage

Please login to start the application.

ID Mumber

|
PIN

Login

Login with

UserName NFCCard Yubikey (5

Figure 3.8. Web App: Login Dialog - ID Number

Welcome to SavaPage

Please login to start the application.

Swipe yourcard. ..

Login with

User Name ID Number YubiKey G

Figure 3.9. Web App: Login Dialog - Local NFC Card

Welcome to SavaPage

Please login to start the application.

(((» Swipe yourcard ...

Login with

User Name ID Number

Figure 3.10. Web App: Login Dialog - Network NFC Card

@ |Tip

A special URL path is available to use OAuth as SSO for User Web App. This URL can be presented on
thesite of an OAuth provider, to seamlessly link to SavaPage. See Appendix E, URL Cheat Sheet [316].

3.3. SafePages

Thisis the main view with the acquired SafePages since the last login. This view is also known as “inbox”.

25



User Web App

= savaPageDemo @ RijkRavestein IZ) Help

(@]
O ) ]

Figure3.11. User Web App: Main View

The top bar holds the following items (from left to right):

» An action button that opens a pop-up menu. For now, the SavaPage logo with the GDPR and About button
isavailable. See Section 3.13, “GDPR Dialog” [77].

» The Community Member name, in our case " SavaPage Demo".

A button with the inline pagometer Pie-Chart followed by the id of the logged in user. The blue color in the
chart represents the number of pages the user printed to SavaPage. The green color represents the number of
pages exported to PDF. The red color depicts the pages printed to Proxy Printers. The button opens a dialog
with User Details, including pagometer details.

* The Help button opens a custom URL in a new tab. The URL is set with configuration property "webap-
p. user. hel p. url " andisenabled with "webapp. user . hel p. url . enabl e" default value Y (disable
with value N).

The two-line center bar holds buttons for the main work-flow. When no SafePages are present, the SavaPage
logo is shown, and irrelevant buttons are disabled (these buttons are described at Figure 3.12, “User Web App:
SafePages’ [27]).

By default, the center bar shows button text on mobile devices only: on desktops a hover text is shown. You can
change this behavior by setting configuration property webapp. user. mai n. nav- but t on-t ext to value
ON (button text is always shown), OFF (button text is never shown) or AUTO (button text is shown on mobile
devicesonly).

See Section 4.11.14, “ Config Editor” [165] on how to change configuration properties.

(4] ‘ | mportant

‘ Depending on User Privileges and User Roles some buttons might not be shown, replaced (relocated).

Thel®] Letterhead button bri ngs you to a dialog where you can create, browse and select letterheads. See Sec-
tion 3.6, “Letterheads’ [60].

Press the[ 8] Log button to get alist of the See Section 3.8, “Log” [63].
Thel®] Logout button brings you back to the login screen.

Press the Refresh button when, due to whatever reason, the automatic detection of SavaPage changes fails.
Thiswill update the view with the latest state.

¥ | Note

Each print to SavaPage is logged as Document. SafePages that do not match a logged Document are
removed. Thiscan happen when adatabaseisrestored, or when old documents are del eted after a Database
Backup, or Database Command.
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13 213 33

©
]

c
QW
=

Figure 3.12. User Web App: SafePages

This screen shows the result of a user who printed 3 pages to the SavaPage printer. The following actions on
thumbnails are defined:
» You can scroll through the thumbnails by dragging them horizontally.

» A tap on the transparent area "<" or ">" in the top corner of the thumbnail view port scrolls the view a single
pageto the left or right. A taphold brings the start or the end of the page range in view.

» A tap (click) opens up adetailed view of the page in the Page Browser: Figure 3.21, “User Web App: SafePage
Browser (8 pages)” [33].

* A tap on the page number underneath the thumbnail or a taphold on the thumbnail itself, opens the Document
Details dialog with rotate, delete and undo actions: Section 3.3.3, “Document Details’ [31].

The following sections describe the actions for the newly enabled buttons:
Section 3.4, “PDF” [35].

|/ When the user is a Job Ticket Creator and not a Print Job Creator, or Job Ticket Printers are the only
available printers, a Ticket button is shown instead of a Printer button. Section 3.5, “Print” [40].

Section 3.7, “Delete” [62].

Section 3.9, “ Sort” [68].

18 (3) a8 58 6/8
B = D i
o o = w

Figure 3.13. User Web App: SafePages - Aggregated

This screen shows the result of a user printing 8 pages to the SavaPage printer, and illustrates thumbnail aggre-
gation.

» Note that only 6 thumbnails are displayed, and that the first thumbnail tells by its numbering that it is the first
of a(3) page aggregation.

« A tap on thefirst thumbnail will bring the (3) aggregated thumbnailsin view. As aside-effect an aggregate will
appear at another location in the thumbnail sequence.
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» Thumbnail aggregation isaprotection against information (and resource) overload. Imagine what would happen
if you printed a 500 page document to the SavaPage printer and ended up with 500 thumbnails. Aggregation
gives you the high-level meansto easily zoom in and out.

* A [0 mark after the page number tells that the page was edited with SavaPage Draw. In case of an aggregated
thumbnail, a g mark is shown prefixed with the underlying number of edited pages.

» Asaways, atap on asingle thumbnail will bring you to the Page Browser, where you can navigate to any page,
sequentialy or directly. See Figure 3.21, “User Web App: SafePage Browser (8 pages)” [33].

3.3.1. Document Expiration

When the document expiration time signal is set and expiration for a document is due, every thumbnail of the
document is marked with a clock icon in a colored (orange) footer.

@ 4/8

When the document is auto-del eted after expiration a notification message us shown.

One or more documents expired.

See Section 4.11.13.9, “ SafePages’ [162].

3.3.2. Footer

The footer is positioned at the bottom of the main user panel. The base items are depicted in the figure below.

€ 28.5345 Upload

Figure 3.14. User Web App: Footer Base
From left toright;

» A check-mark icon asindication that the Web App is connected to the SavaPage server. Other icons are shown
when the connection is being (re) established or lost. When the server is not down, this usually is atemporary
condition due to a network hiccup. Don't worry, SavaPage will automatically restore the connection when the
network permits.

e The account balance of the logged in user. When you press the button a dialog with User Details is shown,
including pagometer details. This button might not show depending on Financial User Privileges.

» A tap on the Upload button shows the Upload File dialog. This button may have moved to the center button
bar, depending on User Privileges.

™ | Note

Depending on User Privileges some buttons might changed, not shown or moved to the main button bar.
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3.3.2.1. Paper Size Indicator

If SafePages are present the unique paper sizes of the jobs are depicted in the footer. The text color indicatesif a
paper size is supported by the selected printer or not. The examples below illustrate how this works.

A4 and A3 jobs are present: a printer is selected that supports both paper sizes.

A4 A3

A4 and A3 jobs are present: a printer is selected that supports solely the A4 paper size. The A3 page is cropped
to A4.

A4 and A3 jobs are present: a printer is selected that supports solely the A4 paper size. The A3 page is shrinked
to A4.

Ad A3

A4 and A3 jobsare present; aprinter is selected that supports none of the paper sizes (or no printer is selected yet).

3.3.2.2. SavaPage Draw Indicator

The number of pages edited with SavaPage Draw are shown in the footer. The example below shows that 2 pages
were edited.

3.3.2.3. Hold Print Jobs

A summary of Hold Print Mode jobs and Job Tickets as a result of Proxy Printing is shown in the footer. The
example below explains the layout.

0:57 2 100 €4.08

From left toright:

» The shortest remaining job release time.
» Thetotal number of hold jobs.

» Thetotal number of pagesto be printed.
» Thetotal cost charged for printing.

A tap on the summary show a dialog where all Hold Jobs are shown in detail. Each job has three button, from
left to right:

 Show invoicing information.

 Preview the PDF document to be printed.

» Cancel thejob.

And for al jobs:

» Cancel (n) al njobs.
» Extend the expiry time of Hold Print Mode jobs.
» Refresh dialog content
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X Hold Print Jobs

@ Print Room

lorem-ipsum-8-pages-color.odt

&, A/DICT/7DO-BA90-9F18 « A/D/ICT + 2020-03-20 18:44 -
2020-03-23 08:30 = 8 Pages, 12 Copies (48 Sheets) *
Grayscale « A4 « Duplex « Portrait = Collate - € 3.84 -

& Klas.1B1 €-3.20 (10) - & Klas.1A2 € -0.64 (2)

White binding

@ Public Printer

B lorem-ipsum.ixt

<)) 2020-03-20 18:46 » 2020-03-20 19:46 » 2 Pages, 2
Copies (4 Sheets) « Grayscale = A4 = Simplex » Portrait »
Collate * @ Eco Print + € 0.17 + & Personal €-0.17 (2)

Back Cancel (2) Extend

Refresh

Figure 3.15. User Web App: Hold Print Jobs

x Hold Print Jobs

@ Print Room
Report 2020

Copy

= AD/ICT/016-FIF1-7192 » A/D/ICT = 2020-03-20
18:59 = 2020-03-24 15:00 « 10 Pages, 18 Copies (90
Sheets) » Color = A4 = Duplex * Portrait « Collate « € 14.40
+ & Klas.1A1 € -7.20 (9) « ¢ StaffiMarketing € -3.20 (4) »
% StaffICT Department € -4.00 (5)

Originals delivered by John

Back Cancel (1) Refresh

Figure 3.16. User Web App: Hold Copy Job

* A4 - Duplex.= Portrait = Collaie = € 14.40 = Klas.1A1
e .
Depa Transactions

o & Kias.1A1 3 9 €-7.20

J % Staff \ Marketing - 4 €-3.20
8]

Staff \ICT

Department - 0 €400

3 delegators (9 copies) : LO00O1 (3), LOO0OZ (3),
LO0003 (3)

Figure 3.17. User Web App: Hold Job Transactions
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More information can be found at:

» Section 3.5.5, “Print Job Settings’ [46].
» Section 3.5.9, “Job Ticket Print” [56].

3.3.3. Document Details

A Tap on the page numbering below the image pops up the Document Details dial og.

Document

lorem-ipsum.txt

Pages: 2 *iso_ad4_210x297mm

All fonts are either standard or embedded.

Fonts

+UnifontMedium

Font Rendering

Helvetica Nimbus Sans L Regular
Rotate ~
Apply Close

Deleting the document is an action that cannot be undone.

Delete document

Figure 3.18. User Web App: Document Details

In this example “+UnifontMedium” is an embedded font and “Helvetica’, as one of the Standard PDF Fonts, is
rendered as “Nimbus Sans L Regular”. How fonts are resolved in SafePages Documents, depends on Driverless
PDF Transfer Processing and PostScript Print Processing.

When document expiration is set the expiration timeis shown. See Section 4.11.13.9, “ SafePages’ [162].

Pages: 8 *iso_ad_210x287mm

2016-07-25 09:47:17

3.3.3.1. Delete and Undo

Press the Delete document button in this dialog to delete all pages of a SafePages document, or check and apply
Undo page delete to restore the full job in case document pages were deleted. See Section 3.9, “ Sort” [68].

3.3.3.2. Rotation

When a user prints to a printer and selects landscape orientation, the print manager of the originating application
will tranglate and rotate the printed content to fit the dimensions of the hard copy target page.

When doing so, it makes assumptions about the (0,0) origin of thelogical space on this page. The SavaPage printer
driver provides a hint to the print manager about the origin, so it can rotate and translate the pages in a way that
is compatible with the SavaPage printer.
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Contrary to real printers, where hard copies can easily be rotated by hand, pages produced by the virtual SavaPage
printer need special attention, sinceit ispossiblethat |andscape oriented printsrotate the content to portrait oriented
images and PDF pages. Probably this is not what you want, so you can ad-hoc rotate job pages in SavaPage to
landscape display orientation.

112 212
- = © i
o ) ] i

Figure 3.19. User Web App: Landscape Job

» Thiswhat you might see when you print ajob in landscape orientation.

» Select the Rotate option and press the Apply button to rotate the page and all sibling pages belonging to the
same job.
e Theresult after rotation is shown in Figure 3.20, “User Web App: Rotated Pages’ [32].

] | Note

Although the Rotate dialog is triggered from a single SafePage, the rotation affects all SafePages within
the same print job.

172 212
& = © m
o o a w

Figure 3.20. User Web App: Rotated Pages

» The SafePages after rotation.

& | Warning
When two WebApps are opened for the same user, the result of a page rotation performed in one Web
App will not automatically be shown in the other. The user should do a manual refresh to update the
SafePages preview.

3.3.4. Browser

A tap on anon-aggregated SafePage thumbnail image will show the page detail in the Browser.
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Lorem Ipsum

Lorem ipsum dolor sit amet, et nec mutat maluisset
dignissim. Vix autem assum veritus ex. Elitr eligendi
at vel, has in cetero voluptatibus. Idque tamquam te
qui, in solum temporibus vel, nam enim dicunt
disputando ne.

Ad praesent gubergren persequeris sit, case tota

vim ex. Adhuc utroque insolens ut usu. Te mea porro
option, id vocent sanctus prodesset vim. Duo an
accusam nostrum suavitate. Mea choro clita insolens
eu. Cum suavitate definiebas et, ea fastidii nominavi
neglegentur sit.

Nec erat ipsum minimum ex. Eos iudico vocibus
invenire ad. Ut vix graeci invidunt pertinax, dolorum
commune ex eum, saperet partiendo quo an. Affert
persius ne mei.

Ei his dicta ponderum vulputate. Vim ei probo
petentium constituam, ea pro eros zril. An homero
percipit ius, his doming nominati no. Illud vidisse
mnesarchum no est, ea duo deleniti periculis.
Antiopam erroribus maluisset per et. Minimum
nominati id vis, nominati theophrastus quo id.

Iudicabit consequat sit ne. Ex his nonumy pertinacia
disputando. Viris meliore interpretaris id est, an
assum mazim mundi mea, ei saepe nostrud
menandri pro. Natum liber regione pri eu, id est
graeco definitiones, an mei recteque suscipiantur.

a/s

Figure 3.21. User Web App: SafePage Browser (8 pages)

Use the dlider control to directly jump to the page of your choice. Extra actions are available by buttons at the
bottom. From left to right:

e The ... button opensamenu where you can zoom-in, zoom-out and restore the zoom default. See Figure 3.22,
“User Web App: SafePage Browser - Page Options’ [34].

* Depending on SavaPage configuration and user permissionyouwill seean Edit button to togglethe SavaPage
Draw panel.

» The Return button brings you back to the main SafePages screen: Section 3.3, “ SafePages’ [25].
» The X button deletes the page in view.

» The arrow-left button selects the previous page.

» Thearrow-right button selects the next page.
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Lorem Ipsum

Lorem ipsum dolor sit amet,
dignissim. Vix autem assum \
at vel, has in cetero voluptati
qui, in solum temporibus vel,
disputando ne.

Ad praesent gubergren perse
vim ex. Adhuc utroque insole
option, id vocent sanctus pro
accusam nostrum suavitate. |
eu. Cum suavitate definiebas
neglegentur sit.

» et BC erat ipsum minimum ex.
'Q Zoomin Ptenire ad. Ut vix graeci invi

iMmmiiing av alnim canarat n:-
@, Zoomout | 3
{

. Q Default

Figure 3.22. User Web App: SafePage Browser - Page Options

* This screen shows the Menu options with Zoom-in applied. Use the standard page scrolling of your browser
to scroll the image up/down and |eft/right.

» Theoptional Edit button toggles the SavaPage Draw panel.

3.3.4.1. SavaPage Draw

If rsvg-convert isinstalled and a user has SafePages Editor privileges they can draw lines, shapes and text on a
SafePage as shown in the example below.

Lorem Ipsum

Lorem ipsum dolor sit amet, et nec mutat maluisset

digpmsisey Vix autem assum vagitus ex. Elitr eligendi
at \D in cetero voluptatibusy Idque tamquam te
qui um temporibus vel, nal nim dicunt

disputando ne.

ueris sit, tase tota
ut usu. Te mea porro
set vim. Duo an
acqusam nostrum suav, choro clita insolens
fastidii nominavi

Ad praesent gubergren pe
vim ex. Adhuc utroqule in

HB>00O\N N\

inimum ex. Eos iudico vocibus

ix graeci invidunt pertinax, dolorum
um, saperet partiendo quo an. Affert
persius ne mei. Line 1

] Line 2

Iudicabit consequat sit ne. Ex his nonumy pertinacia
disputando. Viris meliore interpretaris id est, an
assum mazim mundi mea, ei saepe nostrud
menandri pro. Natum liber regione pri eu, id est
graeco definitiones, an mei recteque suscipiantur.

2/8

Figure 3.23. User Web App: SavaPage Draw
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Buttons at the |eft panel can be used to select properties and draw lines, shapes and text, as explained in the table

below.

Brush

Line, Rectangle

Circle, Triangle, Text

Lock

Brush | Border Color

Size | Border

Fill Color

Opacity
Transparent
Select all
Clear selection
Clear dll

Restore, Save

TogglesBrush (ON) or Shape (OFF) mode. Brush mode draws atrail with Color, Size and Opacity
under the moving mouse pointer while pressing the left mouse button. Shape mode enables the
Shape and Text buttons. A drawn Brush trail can be edited by selecting it in Shape mode.

Draws a standard size of the respective Shape or Text at the top left of the page with Border, Fill
and Opacity. A Text object isinitialized with two sample text lines. The drawn object is selected
by default so it can immediately be edited, resized and moved. Note: buttons are disabled when
Brush modeis ON.

Toggles Lock mode for Border and Fill Color. When Lock mode is ON, pressing a Color button
does not open the color selection dialog, but just applies the color to the selected drawn objects.

Selects the Brush or Shape Color (depending on Brush or Shape mode). The selectionisapplied to
any selected object. If Lock modeis ON, the color selection dialog does not open, and the locked
color is applied to any selected object.

Selects the Brush Size or Shape Border (depending on Brush or Shape mode). The selection is
applied to any selected object.

Selects the Fill Color of a Shape. The selection is applied to any selected object. If Lock modeis
ON, the color selection dialog does not open, and thelocked color isapplied to any selected object.

Select the Opacity of aBrush or Shape object. The selection is applied to any selected object.
Makes the Fill of any selected object Transparent.

Selects all drawn objects (Shape and Brush trails).

Clears (deletes) all selected objects.

Clears (deletes) all drawn objects.

Saves the drawing or restores the earlier saved version.

Table 3.1. SavaPage Draw - Buttons (top to bottom)

¥ | Note

The number of edited pages are shown in the SafePages footer. SavePages thumbnails of edited pages

are marked with asmall [ icon.

¥ | Note

SavaPage Draw can be globally disabled by setting configuration property

webapp. user . page- browser . draw. enabl e =N

See Section 4.11.14, “Config Editor” [165] on how to set this property.

& | Warning

3.4. PDF

Do not use SavaPage Draw asatool to redact content in PDF exports. Redaction appliesonly to thevisible
surface: the underlying elements remain in the PDF and can be inspected with special tooling.

A tap on the PDF button in the main SafePages view shows a dialog with PDF properties and export actions.

See Section 3.3, “ SafePages’ [25].
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™ | Note

PDF properties are preserved when the dialog is closed or a PDF is generated, and are re-used when
needed in current or future sessions.

Document All Documents
Title

Author Rijk Ravestein

Pages

Letterhead -

@ Eco Print
4 Remove graphics
@ Grayscale

i Rasterize

Description
Security

Passwords

Download Send Default

Back

Figure 3.24. User Web App: PDF - Overview

 This screen shows the full PDF dialog.

e The Author defaults to the name of the authenticated user at login, and can be edited.

* Details are discussed at:

» Section 3.4.1, “PDF Filters’ [37]

¢ Section 3.4.2, “Document Scope” [37].
¢ Section 3.4.3, “Description” [37].

* Section 3.4.4, “ Security” [38].

¢ Section 3.4.5, “Passwords’ [39].

* Section 3.4.6, “Letterhead” [39].

¢ Section 3.4.7, “Download” [40].

» Section 3.4.8, “Send” [40].

» A selection of SafePages to incorporate into the PDF output can be entered as a range of Pages. For example:
1- 4, 6, 8- 10. The value can be a single page, arange of pages, or a collection of page numbers and ranges
separated by commas. The pages will always be exported in ascending order, regardless of the order of the
pagesin the page-ranges option. The page range is automatically emptied after printing. Be aware that the page
ordinals are related to the Document Scope.
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» Check oneof the PDF Filters Eco Print or Remove graphics. Additionally check Grayscale and/or Rasterize.

* You can activate a Description, Security and Passwords setting by toggling the corresponding button in the
so-called Apply section. A toggle button is disabled when no setting is specified.

¥ | Note
SavaPage tries to trandate URL formatted text like “www.example.com” and “info@example.com” to

PDF links. Implicit URLs in the source document, such as those contained in text like “click here”, are
not sent to the SavaPage printer, and therefore not preserved in the PDF document.

3.4.1. PDF Filters

Activate either the Eco Print or Remove graphics filter option. The last option removes all graphic imagesfrom
the PDF. When choosing Eco Print the selected SafePages will be ad-hoc converted in the background. While
conversion is busy a message box will tell you to wait a while and retry later. Take about 3 seconds per page
waiting time into consideration. Automatic filtering may help to diminish waiting times: see Section 4.11.9.2,
“Eco Print Settings’ [150]. Grayscale and Rasterize 2 filters can be selected as extra.

3.4.2. Document Scope

| All Documents

Document lorem-ipsum.odt

Title tiger.svg

Figure 3.25. User Web App: PDF - Document Scope

» When pressing the Document button you get a selection pop-up with titles of acquired SavaPage print jobs.
Tap ajob title to restrict the scope of the PDF output to that job. Select the top item All Documentsto activate
full scope.

» When full scopeisselected the Pages ordinalsarerelated to the SafePagestotal. When ajob is selected as scope,
the page ordinals are related to the page total of the job.

» Selecting a scopeinitializes the Title text with the job name, or clears it when you choose full scope. You can
edit the Titleif you wish.

* If thereisjust asingle acquired SavaPage print job, thisjob is shown as only option.
] | Note
When auser rearranged or deleted any SafePages the scopeis confined to full scope.

3.4.3. Description

Description

Subject SavaPage Demo

Keywords  test demo example

Figure 3.26. User Web App: PDF - Description

» Pressthe Description button to expand the section.

2 The Rasterize filter creates a 150 DPI image of each PDF page.
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Enter the Subject and (space separated) K eywor ds of the PDF document.

] | Note

When a Subject or Keywords are entered, the Description toggle in the Apply section will be enabled.
Use thistoggle to apply (or deny) the Description to the generated PDF.

3.4.4. Security

Pressthe Security button to expand the section.

Security

Sign

Encryption
Actions allowed
Printing
Degraded Printing
Page Extraction
Commenting
Document Assembly
Content Copying

Content Copying for Accessibility

Allow all Allow none

Figure 3.27. User Web App: PDF - Security

When the OpenPGP Key Pair is present on the server, users who have the Privilege to Sign will see the Sign
option, When selected, an OpenPGP Signature is applied to the generated PDF-.

When the Encryption option is selected the Actions allowed for the generated PDF are shown. Use the Allow
al or Allow none buttons to select the actionsin one go. Or select each allowed action separately. Thisisalist
with the allowed actions, each with a short description:

Printing: Printing the document.

Degraded Printing: same as Printing, but with alower quality.

Page Extraction: Modifying the contents. For exampl e, changing the contents of apage, or inserting or removing
apage.

Commenting: Adding or modifying text annotations.

Document Assembly: Inserting, removing, rotating and bookmarking pages. The content can't be changed, unless
Page Extraction is also selected.

Content Copying: Copying or otherwise extracting text and graphics from the document, This also applies for
screen readers or other accessibility devices.

Content Copying for Accessibility: Extracting text and graphics for use by accessibility devices.

Note

SavaPage uses 128-bit PDF encryption.

When Sign or Encryption is selected, the Security toggle in the Apply section will be enabled. Use thistoggle
to apply (or deny) the security settings to the generated PDF.

38



User Web App

3.4.5. Passwords

Passwords

User Password

confirm

Owner Password

confirm

Figure 3.28. User Web App: PDF - Passwor ds

e The User password (also known as the open password) locks the PDF file for anyone who doesn't know the
password.

» The Owner password (also known as the permissions password) is needed to read the PDF file in order to
change the permissions.

e The maximum password length is 32 characters.

* If you don't enter auser password, all userswill be able to open the PDF document without being prompted for
apassword. However, the security settings will remain in place.

» When both PDF user and owner password are entered they must be different.

| mportant

When aUser password is set or Security settings are active, and the Owner password is not set, SavaPage
will replace it by arandom string.

Warning

Security settings without a User password aren't really secure, since the encryption key is derived from
the User password. When the User password is omitted, the content is encrypted as described in the public
PDF reference, so decryption is also known in this case (although illegal to practice).

Note

When a User or Owner password is entered, the Passwords toggle in the Apply section will be enabled.
Use thistoggle to apply (or deny) the passwords to the generated PDF-.

3.4.6. Letterhead

Letterhead

Company Logo

Concept

# EcoPrint | o oated with savapage - footer

# Remove graphics

Figure 3.29. User Web App: PDF - Letterhead
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 Pressthe button in the Letterhead section to get a selection pop-up with available Letterheads.
» Tap on aletterhead title to select it, or select the top item dash to deselect a letterhead.

¥ | Note

Depending on User Privileges the Letterhead section might not be shown.

¥ | Note

L etterheads are not subjected to PDF Filters but are applied to the filtered result.

3.4.7. Download

* Pressthe Download button to download the SafePages as PDF file, with the properties set in this dial og.
* Your browser will present a Save dialog so you can save the PDF file in the location of your choice.
» Thedefault PDF file name will be identical to the Title you entered as PDF property.

*] | Note

Depending on User Privilegesthe Download button might not be shown.

3.4.8. Send

A tap onthe Send button in the PDF dialog, shows this Send dialog. See Section 3.4, “PDF" [35].

x Send as PDF

Email address

rijkr@datraverse,nﬂ

Send Default Back

Figure 3.30. User Web App: PDF - Send

* Enter the Email address of the recipient.

» Thelast used Email addressis shown. Press the Default button to reset the address to the one that belongs to
the logged in user.

* Pressthe Send button to generate the PDF document and send it as attachment to the recipient.

*] | Note

Depending on User Privilegesthe Send button might not be shown.

3.5. Print

A tap on the Printer or Ticket button in the main SafePages view shows the Print dialog. See Section 3.3,
“SafePages’ [25].

If just one printer isavailable, it is automatically selected, and its Printer Settings dialog is opened.
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™ | Note

The Print dialog enables users to set custom printer and job options. When a single copy with default
printer optionsis required, users can apply Fast Print Mode (when this mode is configured for a printer).

3.5.1. Printer Selection

When a printer was not yet selected a Select Printer dialog is displayed.

Printer

A4 A3

Q, floor

+" DELL-5100CN * 3rd Floor
Ricoh Aficio MP C7500 PS * 2nd Floor Fast

1) Xerox Workcentre 5890 * 1st Floor

-))  Fast Print Closing Time 19:41:44

Back

Figure 3.31. User Web App: Print - Select Printer

A list with amaximum of 5 accessible printersis shown in alphabetic order. Accessis according to User Roles
“Print Job Creator” and “Job Ticket Creator”.

e The number of printers shown can be set inthewebapp. user. pri nt er s. qui ck- sear ch. max con-
fig item. See Section 4.11.14, “Config Editor” [165] on how to change this value.

« Page navigation buttons are added if more printers are available than shown.

* Printers marked with an 1) icon are secured with Hold Print Mode Release. An ) icon means the printer is
secured with Direct Print Mode Release. Printers marked with a Fast 1abel are (additionally) enabled for Fast
Print Mode Release.

* Job Ticket Printer instances are marked with an < icon.

« Printers can be selected by entering part of the printer name or location. In the figure above the text “floor”
was entered, resulting in 3 hits.

* You select aprinter from the list by tapping (clicking) it. This brings the Printer Settings dialog of the selected
printer into view.

» The Fast Print Closing Time button shows the expiration time of Fast Print Release. The time is reset when
the Print Dialog opens or the button is pushed. This button is shown when the user is granted access to at |east
one proxy printer with Fast Print Release enabled.

*] | Note

When User Role permits access to Job Ticket Printers only, the dialog will show “Ticket” astitle.
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3.5.2. Printer Settings

Ricoh Aficio MP C7500 PS

A4 A3 Default

Landscape i ]

Media Source
Automatic
Double-sided printing
Two-sided (long edge)
Color Mode
Color

Resolution

600x600 DPI
Rotate by 180 degrees

off

Pages per side

Back Invoicing Job

Figure 3.32. User Web App: Printer - Settings

Set one or more printing options by pushing the pick-list buttons. The options areinitialized with the CUPS printer
defaults at the start of a user session. Changes made in this dialog are held during a user session, unless they are
cleared after aproxy print: see Table 3.4, “Print Job Settings Configuration Properties’ [49].

Options are printer specific, and are automatically identified by SavaPage. See Section 3.5.2.4, “Printer Setting
Options’ [45].

A preview of the Finished Page is shown at the top. A checkbox shows the orientation (Portrait, Landscape) of
the first page of the selected document or page range. See Section 3.5.2.2, “Print Preview” [44] for more
information.

The Invoicing button isvisible when Proxy Print Delegation is enabled and the user has Print Job Delegate role.
Pressing it opens the Print Delegation Dialog.

Pressing the Job button opens the Print Job Settings.

™ | Note

Options are validated with SPConstraint rules, when leaving the Printer Settings dialog with Invoicing
or Job button.

If options present in the CUPS PPD file are missing you can add them, as explained in Appendix K, PPD Exten-
sions [334]. In thisway you can add finishing options:
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Staple
Staple (top left)

Fold

nene
Punch

2 Holes (left)

Booklet

none

Figure 3.33. User Web App: Printer - Settings - Finishings

Or Job Ticket Options:

Media Color

White
Finishing by operator

Bind
Cover

Cover-A4-80

Figure 3.34. User Web App: Printer - Settings - Job Ticket

When all paper sizes of SafePages jobs are supported by the printer, each paper size isindicated in green at the
top of the dialog, and the M edia Sour ce defaults to Automatic . In this example A4 and A3 are supported. See
Section 4.8.2.3, “Media Sources’ [117] on how media size is assigned to a printer's media sources.

» When auser selectsMedia Source Automatic, and the target printer supports automatic media source selection,
SavaPage will use IPP medi a- sour ce attribute value aut o when sending the job to the printer. In this
way, even when the job is redirected to a another (compatible) printer, the right media source will be selected
automatically, based on media size.

Tip

If you always want to force a print job to automatic media source selection, irrespective from the M edia
Sour ce choice, you can use a PPD Extension to map all medi a- sour ce valuesto the same PPD aut o
value.

3.5.2.1. Page Scaling

When you choose a specific Media Source (holding a specific paper size) that does not match all paper sizes of
SafePages jobs, a Page Scaling option appears, with an extra page size indicator (with light orange background)
at the top of the dialog. Also, amnemonic text is displayed at the bottom of the Print Preview, with the mediasize
of the chosen Media Source, optionally appended with the “fit” option (if Fit is selected).
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A4 A3 A4 [A3]

Page Scaling

ND" ¢ n

Media Source

Ad

Figure 3.35. User Web App: Print - Page Scaling (Fit)

In this example, as the orange A3 indicator shows, the selection of the A4 media source does not fit available
A3 page sizes.

The default option Fit (indicated as solid green square) will scale the deviant pages according to the print-scaling
option“fit”.

Ad A3 A4 A3

Page Scaling

=3 -

Media Source

Ad

Figure 3.36. User Web App: Print - Page Scaling (None)

The None option (indicated as solid white square) will scale the deviant pages according to the print-scaling
option “none”.

When printed media of document(s) do match the assigned media of the (implicitly) selected Media Source, the
Page Scaling choice is not shown, and option “None” is applied.

Scaling defaults can be overruled with the configuration items shown in the table bel ow:

webapp.user.proxy-print.scaling.media-match.show Set to Y or N (default) to show/hide Page Scaling choice when
media sizes match assigned media of selected media source.

webapp.user.proxy-print.scaling.media-match.default Default Page Scaling value when media sizes match assigned
media of selected media source. Vaues: AUTO (default), FI T
or NONE. Value AUTO applies a ‘fit', fill' or 'none’ method to
get an optimized imposition of the document onto the printable
areaof therequested mediasize: thisisthebest method to scale
documents with mixed portrait/landscape pages.

webapp.user.proxy-print.scaling.media-clash.show Set to Y (default) or N, to show/hide Page Scaling choice when
media sizes do not match assigned media of selected media
source.

webapp.user.proxy-print.scaling.media-clash.default Default Page Scaling value when media sizes do not match as-

signed media of selected media source. Vaues: NONE or FI T
(default).

Table 3.2. Page Scaling Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

3.5.2.2. Print Preview

Print Preview helps the user to envision the effect of Pages per side, Rotate by 180 degrees, Staple and Punch
on the Finished-Page.
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A checkbox at the top right shows the orientation (Portrait, Landscape) of the first page of the selected document
or page range. Thisisthe right default in most cases, but the value can be toggled if the user knows for sure that
the first page has a different orientation. For example, because he selects a specific page range from SafePages
document(s) that have mixed page orientation. Whatever the choiceis, SavaPage always checksif the assumption
was right. When the actual print orientation turns out different as the one selected in the preview, and orientation
dependent options, like staple and punch, were chosen, the user will be prompted to adapt the print settings and

try again.

Ad w| = Default

= b

Landscape (i ]

Figure 3.37. User Web App: Print - Preview (4-up, landscape, staple, punch)

™ | Note

Print Preview can be enabled/disabled by settingwebapp. nunber - up- pr evi ew. enabl e to Y (de-
fault) or N.

3.5.2.3. Custom Text and lcons

Option text can be customized, and choices can be preceded by a 16x16 pixel icon. See Section L.3, “|PP Local-
ization” [354]. An example is shown below.

Double-‘ A One-sided I

A # Two-sided (long edge)

Color Mt sy Two-sided (short edge) |

* wrayscae

Figure 3.38. User Web App: Printer Options - Custom | cons

3.5.2.4. Printer Setting Options

The options presented in the Printer Settings dialog are a collection from:

» Basic IPP Printer Attributes as shown in the table below.
* org.savapage.int-page-rotatel180

 Internal IPP - PPD Mapping Extensions.

* Internal IPP Job Ticket Extensions.

media CUPS (a subset of common media sizesis used).
media-source CUPS or PPD Extension.

mediatype PPD Extension.

number-up CUPS (values 1, 2,4, 6,9).

output-bin CUPS or PPD Extension.

print-color-mode CUPS or PPD Extension.
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printer-resolution CUPS.
print-scaling Section K.1.1.6, “print-scaling” [335]
sides CUPS or PPD Extension.

Table 3.3. Basic | PP Printer Attributes

€@ | Important

User input is validated with SPConstraint rules.

3.5.3. Selected Printer

The selected Printer is shown at the top section of the dialog.

Printer

A4 A3 AdAl] @ e

Q, Ricoh Aficio MP C7500 PS

1)) Ricoh Aficio MP 7500 PS * 2nd Floor

Figure 3.39. User Web App: Print - Selected Printer

» The selected printer is shown as button at the bottom of the Printer section. Settings of the selected printer can
be changed by pushing the button.

* The Page Size Indicator is shown at the top with symbols for the main printer options:
. - color printing.
* [9]: black and white printing.
* [=]: duplex printing.
* [=]: two or more pages on one sheet.

» Another printer can be selected by reentering the search text (you can clear the quick search first my pushing
the “cross’ button at the right). If just one printer is available no search option is offered.

3.5.4. Delegated Print

The Delegated Print Invoicing option is offered in the Printer Settings and Print Job Settings dialog when the
following conditions are met:

» Proxy Print Delegation is enabled.
* The User has Print Job Delegate role.

See Section 3.5.8, “Delegated Print Edit” [51].

3.5.5. Print Job Settings

Print job settings can be entered in the Job section.

46



User Web App

Job

Invoicing Coples -

Account Personal

Document All Documents
Title

Copies 2

Pages

Letterhead =

& Eco Print * 15% discount

# Remove graphics

2| L2
Collate |,

Print documents separately

Delete pages after printing

Back Print & Close

Figure 3.40. User Web App: Print - Job Settings

Select an Account to which the costs of the job is charged. The account can either be a Persona (default) or a
Shared Account the user has access to. See Section 4.6.2, “Edit Account” [105].

» Account selectionishidden when Copies, collected by Delegated Print I nvoicing, isswitched On. Availability
of this switch is dependent on configuration property webapp.user.proxy-print.del egate-copies-apply-switch.

» Account Personal may not be available due restricted Personal Print Privileges.

» When a Shared Account is selected the job will be handled as Delegated Print.

¥ | Note

When Job Ticket Labels are enabled and activated for this printer, additional labels like Domain, Appli-
cation and Tag can be selected, just asin the Job Ticket Print dialog. Also see:

e Section 3.5.9.1, “Configuration Properties’ [59]

e Section 4.8.2.1, “Proxy Printer Identity” [116].

Selecting a Document scope and Title for your print job is identical as in Section 3.4.2, “Document
Scope” [37].

The number of Copies can be entered via the dlider control. The “maximum number of copies per job” is set as
Proxy Print Option. The number of copiesis automatically reset to one (1) after printing.

» Copiessdlection is hidden when Delegated Print Invoicing, is switched On.
» When Delegated Print Invoicing is switched O f , and a Job Ticket Printer is selected, the number of Copies
is not restricted and can thus be entered as text.

A selection of SafePages to print can be entered as a range of Pages. For example: 1- 4, 6, 8- 10, 15-. The
value can be a single page, a range of pages, or a collection of page numbers and ranges separated by commeas.
The pageswill aways be printed in ascending order, regardless of the order of the pagesin the page-ranges option.
The page range is automatically emptied after printing. Be aware that the page ordinals are related to the Scope.
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Selecting a Letterhead for your print job is identical as in Figure 3.29, “User Web App: PDF - Letter-
head” [39].

» Depending on User Privileges the Letterhead section might not be shown.

Check one of the PDF Filters Eco Print or Remove graphics.

e The Eco Print, including discount percentage, must be enabled in Section 4.11.9.2, “Eco Print Set-
tings’ [150].
 Seethe Configuration Properties table below on how to disable the Remove graphics filter.

The Collate option isshown when you print multiple copies and describes how printed material will be organized.
For example, if you have a five page document and are printing multiple copies with collate enabled, SavaPage
prints pages 1,2,3,4 and 5 in that order and then repeats. However, if collateis disabled and you print three copies
of those same five pages, SavaPage prints pagesin this order: 111, 222, 333, 444, and then 555. Theiconsin the
checkbox are a mnemonic of the output when the collate option is enabled or disabled.

e See Section K.1.1.7, “sheet-collate” [336] on how to specify the collate option as PPD Extension.

When the Print documents separately option is checked, each acquired document is printed as a separate job. In
this way finishings (like stapling) can be applied per printed document.

» Thisoption is not shown when the acquired documents are edited (pages have been deleted or rearranged) , or
the Document scopeis restricted to a single document .

» When this option is not checked, one (1) CUPS job is created. To separate documents on paper output, in case
print isin duplex, blank filler pages are inserted in between, so the first page of anext document is on the front
page of anew sheet. The same strategy is applied for single-sided n-up print jobs. However, for booklet printing
this strategy is not applied.

When the option Delete pages after printing is checked, input documents or pages are deleted after the printing
command isissued, and an extraoption is displayed to select the del etion scope. The option is automatically reset
after printing.

Delete pages after printing
Select the scope
© Andocuments
Selected documents

Selected pages

Figure 3.41. User Web App: Print - Delete Pages

» All documents: al input documents are deleted.
» Sdlected documents: documents for which pages were printed are del eted.
» Selected pages: al pages selected for printing are deleted.

The “Delete pages after printing” option can be preset and disabled for editing in Section 4.11.8, “Proxy
Print” [147]. In that case afixed text, denoting the action, is (optionally) displayed instead of the checkbox.

Pressthe Print & Close button to validate and print the job, and close the dialog.

When the jobisvalid, it is printed right away, unlessit isaJob Ticket or when NFC Authentication is configured
for the printer. In the later case the user must authenticate with an NFC card swipe to release the print job.

(] ‘ | mportant

When finishing options (staple, punch, booklet) are selected, and the orientation selected in the Print
Preview differs from one of the documents to be printed, a warning message is shown telling the user to
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adjust print settings and try again. The message contai nsinformation about the selected finishings, number
of deviating documents, and atailored advise. If just one document is present (selected) for printing the
advise is; “ Adjust your print settings and try again” . For multiple documents: “ Clear the selection of
finishing options, or print the documents separately” .

¥ I Note

In rare situations, when the host system is under heavy load, and connecting to CUPS fails, a warning
message is displayed saying “ The print service is currently unavailable or too busy. Please try again
later.”

In the Hold Release scenario the job isheld so it can be released by the user at alater time without using the User
Web App. In the Direct Print Release scenario described below the user is prompted to authenticate immediately.

Pending Job Tickets and Hold Print Jobs can be inspected and removed when needed: see Section 3.3.2.3, “Hold
Print Jobs’ [29].

& | Warning

Job Tickets allow unrestricted printing, but printing to “regular” printers may be denied when the number
of job pages exceeds a maximum. See the Proxy Print Options.

The following configuration properties apply:

proxy-print.remove-graphics.enable Set to Y or N (default), to show/hide the Remove graphics option.

webapp.user.proxy-print.clear-printer If Y, the selected printer is cleared after each proxy print. If N (default), the
selected printer and options are preserved, and will be used for the next
print job.

webapp.user.proxy-print.clear-delegate If Y, Delegated Print datais cleared after each proxy print. If N (default),

this datais preserved, and will be used for the next print job.

webapp.user.proxy-print.separate The default Print documents separately option value, when All Docu-
ments are selected. If Y, a separate print job is created for each vanilla
inbox document. If N (default), one (1) print job is printed of the complete
vanillainbox content.

webapp.user.proxy-print.separate.enable Enable the Print documents separately option. If Y, the option is enabled
(shown), if N (default) it is not.

Table 3.4. Print Job Settings Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

3.5.5.1. Print Archive

An extra option is offered when the Document Store for Print Archive is enabled, and the user is privileged to
select the Archive. See Section 4.5.4.2, “User Privileges’ [101].

Select option below to archive the print.

Archive

Figure 3.42. User Web App: Print Archive Option
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When the user has Print Archive permission, but no permission to (de)select it, just a text is shown saying the
“Print will be archived”. When explaining text is configured to be hidden, as described in the table below, in this
case the printed document will silently be archived.

webapp.user.doc.store.archive.out.print.prompt Set to Y (default) or N, to show/hide a prompt explaining the Archive
function.

Table 3.5. Print Job Archive Configuration Properties

See Section 4.11.14, “ Config Editor” [165] on how to set these properties.

3.5.5.2. Print Journal

When Print Journal is enabled and applicable for Printer an User, the Print Job is silently journalled in the Doc-
ument Store.

3.5.6. Direct Print Release

When a print job isissued for a printer secured with Direct Print Release, a dialog is shown prompting the user
to swipe their card to release the print job.

lorem-ipsum

Your print job is held for authentication. :
€0.1500

| Swipe your card to release ...

Cancel

Enter ranges like: 1-4,6,8-10

Figure 3.43. User Web App: Printer - Direct Print Release

» The cost of the print job is shown in orange.

» A countdown of the remaining seconds for the card swipe is shown in the top right corner of the pop-up.
The time limit (seconds) is contained in configuration key pr oxy- print. di rect - expi ry-secs. See
Section 4.11.14, “Config Editor” [165] on how to change this value.

*] | Note

Since the card reader will be mounted near the printer thisimplements a secure pull-print scenario.

3.5.7. Full Print Scope and Jobs

When a user did not rearrange or delete any SafePages and full scope is selected without a range of Pages, each
input job is printed as a separate job when duplex printing is selected. As aresult the first page of new input job
will always start on a new sheet. When the Title is left blank, the titles of the print jobs will correspond to the
titles of the input jobs. When a Titleis specified it will be used for all print jobs.

When auser did rearrange or del ete any SafePages the scopeis confined to full scope and SafePageswill aways be
printed asasinglejob. When the Titleis|left blank the print job title will be generated according to the timestamp
format SavaPage- CCYY- M DDTHH: MM SS.

50



User Web App

3.5.8. Delegated Print Edit

Thisdialog is part of the Invoicing track, and is started from Printer Settings or Print Job Settings. It is used to
edit Delegated Print.

In a Delegated Print scenario the user prints as delegate on behalf of other users, known as delegators. The result
is a single job with multiple copies of a document. The total cost of the job is pro rata charged to the account
of each delegator.

The Copies section at the bottom of the dialog summarizes the selected delegators from the I nvoicing section at
the top.

Copies
Selection Members Coples Invoicing
v & Kias.1A1 3 1 & Kias.1A1
0O & Klas.1B1 2 2 & Personal account
v & stella Timmer+Loo004 1 1 & Personal account
0 & Klas.2A1 2 4 ICT Department (Staff)
O 1 Marketing (Staff)
Select all Deselect all Remove
Back Next

Figure 3.44. User Web App: Print Delegation Copies

» Selection type is marked with one of these icons:
e & : User Group.
* & : Individual User.
* & Shared Account.
 Each selection line shows the number of M ember sand Copies. The latter isthe multiplication of membersand
the number of copies entered in the I nvoicing section.
« All User Group members are included, whatever their role.
« Individual Users of course have just one member and have Print Job Delegator role.
» Shared Account counts unspecified users. Just the number of copiesis shown.
e The Account column shows where printing costs are charged to:
* & : Group Account.
* & : Persona Account of Group Members.
* & Shared Account.

The screenshots from the I nvoicing section, presented in the sections below, explain how the lines in the Copies
section were created.

Remember that for items to appear on the various search list:

* Groups must have Print Job Delegator role enabled.

e Usersmust have Print Job Delegator role enabled.

» Accounts must be accessible by the Delegate as member of one of the User Groups set in Account Access
Control.
¢ When a Delegate has access to a single Shared Account only, the Account search list is not displayed, and

the single account is implicitly selected.
Availability of the option to enter multiple number of copies is dependent on configuration property proxy-
print.del egate.multiple-member-copies.enable.
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‘ Tip
‘ Delegated Print can beintegrated with PaperCut. See Section N.1, “ Delegated Print to PaperCut” [363].

3.5.8.1. Group Invoicing

Select Group to invoice copies for Groups on Group Account.

Invoicing
m U ser Sha red . m

Groups Q, 1ai

v Klas.1A1 3

Copies 1 v Add

Figure 3.45. User Web App: Delegated Print - Group I nvoicing

Availability of this option is dependent on configuration property proxy-print.delegate.account.group.enable.

 Enter apart of the group name in the Groups quick search field and the first chunk with matching groups will
show below. Paging buttons are shown when more chunks are available.

¢ Thelist shows the Group Name with the ID appended (when it is not already part of the Name).

e Group quick search is on both Group Name (sorted) and ID, unless configuration item webap-
p.user.proxy-print.del egator-group.detail has value NAME, so display and search is on Group Name (sorted)
only , or hasvaluel D, so display and search is on Group ID (sorted) only.

» Note the star button at the left of the quick search field, and at the right of each list entry. Press the star button
inalist entry to bookmark a group as “preferred” . Press the star button besides the quick search field to search
for “preferred” groups only. This feature is enabled when configuration item proxy-print.del egate.groups.pre-
ferred.enableisY.

» Select one or more Groups from the list by tapping them (a green check mark sign will show at the front).

 Enter the number of Copies to be printed for each group member, or press the . . . button to enter the total
number of Group copies.

e Pressthe Add button to add the groups as delegator.

e The Group Account will be invoiced.

When configuration item proxy-print.del egate.group-copies.enableis Y, the . .. button isvisible. When pressed,

a pop-up shows where the number of copiesfor the selected group(s) can be entered. This feature can for instance
be used when a group of 20 need only 10 copies, because group memberswork in pairs.

Invoicing
m U ser Sha red . m

Groups Q, 1ai

v Klas.1A1 3

Coples 1 v Add

Figure 3.46. User Web App: Delegated Print - Group copies
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3.5.8.2. User Invoicing for Groups

Select User to invoice copies for Groups on User Account.

Invoicing

Groups Q, 1b

v Klas.1B1 2

Copies 1 v Add

Figure 3.47. User Web App: Delegated Print - User Invoicing (Groups)

 Select one or more Groups from thelist.
» Seeremarks about Group selection and display in previous section.
* Enter the number of Copiesto be printed for each group member.
Pressthe Add button to add the group members as delegator.
The Personal Account of each individual group member will be invoiced.

3.5.8.3. User Invoicing for Users

Select User to invoice copiesfor Individual Users on User Account.

Invoicing
Group E Shared : Groups m
Groups Q Users Q v
O Kias.1A1 3 v Stella Timmer * L00004
v Klas.1A2 2 [ Paul van Rooy * L00005
Copies 1 v Add

Figure 3.48. User Web App: Delegated Print - Personal Invoicing (Users)

Availability of this option is dependent on configuration property proxy-print.delegate.account.user.enable.

» Select one of the Groups to narrow down the search scope. When no group is selected the All Users built-in
group isimplied.
» Seeremarks about Group selection and display in previous section.

* Search and select one or more Users from the list.
e Thelist shows the User Name with the ID appended (when it is not already part of the Name).

e User quick search is on both User Name (sorted) and ID, unless configuration item webap-
p.user.proxy-print.del egator-user.detail has value NAME, so display and search is on User Name (sorted) on-
ly, or hasvaluel D, so display and search ison User ID (sorted) only.
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» Users can automatically be (un)selected by using the “ Select All” toggle at the right-hand side of the search
field.

» Enter the number of Copies to be printed for the selected users, and press the Add button to add them as
delegator.

» The Personal Account of the selected users will be invoiced.

™ | Note

The session user is added in the User List, even when this user does not have Print Delegator role. The
session user's Name and ID is highlighted with an orange color.

3.5.8.4. Shared Invoicing for Groups

Select Shared to invoice copies for Groups on Shared Account.

Invoicing

Groups Q, Za Account  Q ict
v Klas.2A1 2 +' ICT Department (Staff)
Coples 1 v Add

Figure 3.49. User Web App: Delegated Print - Shared Account I nvoicing (Groups)

Availability of the Shared button is dependent on configuration property proxy-print.del egate.account.shared.en-
able and on Shared Account Access Control. When the Delegate user does not have access to any shared account
by User Group membership, the button will not show.

Availability of the Groups option is dependent on proxy-print.del egate.account.shared.group.enable.

* Select one or more Groups from the list.
« Seeremarks about Group selection and display in previous section.
* Select a Shared Account.
« Shared Account selection is hidden if just a single account is available.

« Note the star button at the left of the quick search field, and at the right of each list entry. Press the star
button in alist entry to bookmark a group as “preferred”. Press the star button besides the quick search field
to search for “preferred” accounts only. This feature is enabled when configuration item proxy-print.dele-
gate.accounts.preferred.enableis Y.

* Enter the number of Copiesto be printed, and pressthe Add button.
» The Shared Account will be invoiced.

3.5.8.5. Shared Invoicing for Extra Copies

Select Shared to invoice Extra copies on Shared Account.

Availability of the Shared button is explained in the previous section.
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x Print Delegation

Invoicing
i vser m it m

Account  Q, mar

v Marketing (Staff)

Copies 1 v Add
Copies
Selection Coples 19
O & Kasia1 3 1 & Kias1a1
O & Kas.1B1 2 2 8 Personal account
[0 & stella Timmer * Loo004 1 1 & Personal account
O & Kias.2A1 2 4 ¥ ICT Department (Staff)
as 1 ¥ Marketing (Staff)
Select all
Back Next

Figure 3.50. User Web App: Print - Delegated Print - Shared Account Invoicing (Extra)

Availability of this option is dependent on configuration property proxy-print.delegate.account.shared.enable.

 Select a Shared Account.

» Seeremarksin previous section.
 Enter the number of Copiesto be printed, and pressthe Add button.
» The Shared Account will be invoiced.

Asthisisthelast Invoicing Selection of our example, the complete Delegated Print dialog is shown in the screen-
shot.

*] | Note

Once Users and Groups are selected as Delegate they are disabled in the quick search list so they can't
be selected a second time.

3.5.8.6. Configuration Properties

The following Delegated Print configuration properties apply:

proxy-print.delegate.account.group.enable SettoY (default) or N, to enable/disableinvoicingwith Group
Account.
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proxy-print.del egate.account.shared.enable Set to Y (default) or N, to enable/disable invoicing with
Shared Account.

proxy-print.del egate.account.shared.group.enable Set to Y (default) or N, to enable/disable invoicing with
Shared Account for Groups copies.

proxy-print.del egate.account.user.enable Set to Y (default) or N, to enable/disable invoicing with User
Account.

proxy-print.del egate.multi ple-member-copies.enable Set to Y (default) or N, to enable/disable multiple copies for

Groups and Users. When disabled, the number of copiesis 1.

proxy-print.del egate.group-copies.enable Setto Y or N (default), to enable/disable option to assign (over-
rule) the number of copies for a group. When enabled, an ex-
tra ... button is displayed in the Delegated Print Dialog, at
theright of the Add button, that leads to a pop-up where the
number of copies for the selected groups can be entered.

proxy-print.del egate.groups.preferred.enable Set to Y (default) or N, to enable/disable option to bookmark
delegate groups as preferred. When enabled, an extra “star”
button is displayed at the left of the quick group search field,
and at theright of each list entry. When the star button in alist
entry is pressed, agroup is bookmarked as “preferred”. When
the star button besides the quick search field is pressed, only
“preferred” groups are searched.

proxy-print.del egate.accounts.preferred.enable Set to Y (default) or N, to enable/disable option to bookmark
shared accounts as preferred. When enabled, an extra “star”
button is displayed at the left of the quick account search field,
and at the right of each list entry. When the star button in a
list entry is pressed, an account is bookmarked as “preferred”.
When the star button besides the quick search field is pressed,
“only preferred” accounts are searched.

webapp.user.proxy-print.del egate-copies-apply-switch Set to Y (default) or N, to show/hide an On/Off switch to ap-
ply Delegated Print Copiesin the User Web App Print Dialog.
When N, Delegated Print print Invoicing is active when the
sum of collected delegator Copiesis greater than zero.

webapp.user.proxy-print.delegator-user.detail Set to FULL (default), | D or NAME, to show FULL details of
User in Delegated Print Dialog, or just its ID or NAME.

webapp.user.proxy-print.del egator-group.detail Set to FULL (default), | D or NAME, to show FULL details of
User Group in Delegated Print Dialog, or just itsID or NAME.

Table 3.6. Delegated Print Configuration Properties

See Section 4.11.14, “ Config Editor” [165] on how to set these items.

3.5.9. Job Ticket Print

When Job Ticket Printer instances are present, users with role Job Ticket Creator can select the & marked printers.

Q, room

< Print Room

Figure3.51. User Web App: Print - Select Job Ticket Printer

By default, Job Tickets are of Type Print .
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Ticket

Type

Invoicing

Tag

Account

Document

Title

Copies

Pages

Letterhead

Collate

= -

Coples 30

# Remove graphics

2 2
1 1

Print documents separately

Delete pages after printing

Off

Chemistry

Personal

All Documents

#  Eco Print » 15% discount

Figure 3.52. User Web App: Print - Job Ticket Settings- Print

All options for aregular print job apply.

The Tag item isalabel for Job Tickets. Additional Domain and Application (use) labels can be configured, as
shown in screenshot below. See the next section on how to configure these items.

Domain

Application

Tag

Domain.A

Chemistry

Figure 3.53. User Web App: Print - Job Ticket Settings- L abels

¥ | Note

The last selected Domain label is saved, and used as default in future user session. Y ou can disable this
behavior by setting configuration property j obt i cket . domai ns. r et ai ntoN. See Section 3.5.9.1,
“Configuration Properties’ [59].

¥ | Note

When the Title of the Ticket isnot specified, SavaPage will compose one, based on the Document title(s).

In thisway extraidentifying datawill be available.

When a single document is selected the Title will default to the name of this document. When the Title is left
empty, SavaPage will compose one, based onthe Document name(s). Inthisway identifying datawill be available.
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When configured as such, Job Tickets can also be used for Copy requests. All printer settings of aregular proxy
print apply, as well as some job options. However, SafePages are not needed, and no PDF document will be
attached to the ticket.

Ticket

Type Print m

Inveoicing Coples 30 off
Tag Chemistry
Account Personal
Title

Copies 5

Pages 1

2 [ 2
Collate |,

Figure 3.54. User Web App: Print - Job Ticket Settings- Copy

Users can enter a Time of delivery and Remarks. Valid delivery days are displayed at the right. Press the reset
icon on the left to reset the time to the defaullt.

Time of delivery « Mon Tue Wed Thu Fri
Wednesday, February 13, 2019 10 : 45
Remarks

Yellow paper

Back Send

Figure 3.55. User Web App: Print - Job Ticket Settings

*] | Note

Thedefault Time of delivery and itsreset button are not displayed if configuration property jobticket.de-
livery-daysis O (zero).

After the ticket is sent, the issued Ticket Number is displayed, and the user can view the Job Ticket on the Hold
Print Jobs list.

Print Job Ticket sent to operator: CHEM/31B-6F66-12C8

Figure 3.56. User Web App: Print - Job Ticket - Sent

In case of a Copy Job, the user will add a note with the Ticket Number to the hard copy original, before handing
it to the Job Ticket operator, who will use it for off-the-glass copying according to the specsin the job ticket.
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A Job Ticket is printed on a central queue and is handled and released by users with role Print Job Operator in
a special Web App. See Chapter 5, Job Tickets Web App [184]. When the Job Ticket is printed or canceled,
the user is optionally notified by email.

The following configuration properties apply:

3.5.9.1. Configuration Properties

Configuration property

Délivery

jobticket.delivery-datetime.enable

jobticket.delivery-time.enable

jobticket.delivery-days

jobticket.delivery-days-min

jobticket.delivery-days-of-week

jobticket.delivery-day-minutes

Copy Job

jobticket.copier.enable

Email notification
jobticket.notify-email.completed.enable
jobticket.notify-email.canceled.enable
Domain labels

jobticket.domains

jobticket.domains.enable

jobticket.domains.required

jobticket.domains.retain

Application labels

jobticket.uses

Set to Y (default) or N, to show/hide the Time of delivery option. When date/
time is hidden its value is set by the system to the date/time of the submit.

Set to Y (default) or N, to show/hide the time part of Time of delivery. This
option isvalid when "jobticket.delivery-datetime.enable” is Y.

Default value of the date part of Time of delivery as days-of-week count after
ticket creation date (default = 1). If value is O (zero), the date part default and
its reset button are not displayed.

Minimal value of the date part of Time of delivery as days-of-week count after
ticket creation (default = 1).

CRON expression with valid delivery dates as days-of-week range (defaullt:
MON-FRI).

Default value of the time part of Time of delivery on delivery days as minutes
after midnight (default: 510). For instance: 8h30m = 8*60+30 = 510.

Set to Y or N (default), to enable/disable the creation of a Copy Job Ticket.

See Section 5.4, “Job Ticket Configuration Properties’ [195].

See Section 5.4, “Job Ticket Configuration Properties’ [195].

A comma separated list of Job Ticket domains to be applied as job ticket num-
ber prefix. Each tag on the list is formatted as "DOM wor d", where "DOM' isa
unique N-letter upper-case mnemonic, "/ " is a fixed separator, and "wor d" is
a case-sensitive single word used in Ul context. E.g. " A/ Domai n. A, B/ Do-

mei n. B, ¢/ Domai n. C".

When "A" domain is applied, a generated ticket number looks like "A/ EE1-
FA3E- 6596".

Set to Y or N (default) to enablej obt i cket . domai ns.

When enabled, Job Ticket domains can optionally also be used for regular print-
ers, i.e. printers that do not have Job Ticket Printer role. See Section 4.8.2.1,
“Proxy Printer Identity” [116].

Set to Y (default) or N, to make usage of a Job Ticket Domain compulsory or
optional.

Set to Y (default) or N, to retain the last selected Domain label and use it as
default in anext Job Ticket (this also works for anew User Web App session).

A commaseparated list of Job Ticket applications (uses) to be applied asjob tick-
et number prefix. Eachtag onthelistisformatted as"USE/ wor d", where"USE"
isaunique N-letter upper-case mnemonic, "/ " is afixed separator, and "wor d"
is a case-sensitive single word used in Ul context. E.g. "E/ Exam T/ Test ".
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Configuration property Description

When "E" use is applied in domain "A", a generated ticket number looks like
"Al E/ EE1- FA3E- 6596".

A use item can be restricted for use with one or more domains by appending
the domain mnemonics. E.g. "E/ Exam A/ C' restricts the "E/ Exani' use to
domains"A" and "C".

jobticket.uses.enable Setto Y or N (default) to enablej obt i cket . uses.

When enabled, Job Ticket uses can optionally also be used for regular printers,
i.e. printersthat do not have Job Ticket Printer role. See Section 4.8.2.1, “Proxy
Printer Identity” [116].

jobticket.uses.required Setto'Y (default) or N, to make usage of aJob Ticket Use compulsory or optional.
Tag labels
jobticket.tags A commaseparated list of Job Ticket tagsto be applied asjob ticket number pre-

fix. Eachtag onthelistisformatted as"TAG wor d", where"TAG' isauniqueN-
letter upper-case mnemonic, "/ " is afixed separator, and "wor d" is a case-sen-
sitive single word used in Ul context. E.g. "MATH/ Mat hs, PHYS/ Physi c-
s, CHEM Chenmi stry".

When"CHEM' tagisapplied for use"E" indomain"A", agenerated ticket number
lookslike"A/ E/ CHEM EE1- FA3E- 6596".

A tag item can be restricted for use with one or more domains by appending
the domain mnemonics. E.g. "PHYS/ Physi cs/ A/ C' restricts the "PHYS/
Physi cs" tag to domains"A" and "C".
jobticket.tags.1 An extension of configuration property j obt i cket . t ags
jobticket.tags.enable Set to Y or N (default) to enablej obt i cket . t ags.

When enabled, Job Ticket tags can optionally also be used for regular printers,
i.e. printersthat do not have Job Ticket Printer role. See Section 4.8.2.1, “Proxy
Printer Identity” [116].

jobticket.tags.required Setto'Y (default) or N, to make usage of aJob Ticket Tag compulsory or optional.
Table 3.7. Job Ticket Print Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

3.6. Letterheads

A tap on the Letterhead button in the main SafePages view shows the Letterhead dialog. See Section 3.3,
“ SafePages’ [25].

x Letterheads

=-none -

New... Refresh Back

Figure 3.57. User Web App: Letterheads

* Press the top button to get a pop-up list of letterheads. When a letterhead is selected from the list it can be
previewed and edited. The selected | etterhead acts as default in the Print and PDF dialog: see Figure 3.29, “User
Web App: PDF - Letterhead” [39] and Figure 3.31, “User Web App: Print - Select Printer” [41].

» Pressthe Refresh button to rebuild the list if you suspect public letterheads were added or removed.

» Pressthe New button to create a new letterhead from the current SafePages. All the SafePages are used for the
letterhead. Figure 3.58, “User Web App: Letterhead - New” [61] isan example of afresh created | etterhead.
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Note

Depending on User Privileges buttons and sections for creating and editing letterheads might not be
shown.

Note

If the SafePages contain DRM-restricted content the New button is not visible.

x Letterheads

untitled

Name Company Logo

Position

=R

Public

Apply Delete

Figure 3.58. User Web App: Letterhead - New

If theletterhead document consists of one page, thispageisapplied to every page of the document. Theletterhead
page is scaled and rotated as needed to fit the input page.

If the letterhead document has more than one page, each page of the letterhead is applied to the corresponding
page of the output document. If the output document has more pagesthan the | etterhead, then the final letterhead
page is repeated across these remaining pages of the output document.

L etterheads can be applied as foreground or background.

Userswho are administrator can mark letterheads as public by ticking the "Public" checkbox. Public letterheads
are available for all users, but can be edited and deleted by administrators only.

Thetitle of a private letterhead can be edited. The title of a public letterhead can be edited by an administrator
only.

Tap on a letterhead thumbnail to get a detailed pop-up image. See Figure 3.59, “User Web App: Letterhead
- Detail” [62].

Pressthe Apply button to commit changes or push the Delete button to remove the letterhead.

¥ | Note

For abackground letterhead to be effective, SafePages should be transparent. HTML pages printed from
browserslike Internet Explorer and Firefox might pose a problem here. The white background on HTML
pages might act as a solid background.
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E-Datravers e

Nan

Pos

Figure 3.59. User Web App: Letterhead - Detail

» Pressthe x button in the upper right corner, or tap outside the pop-up, to close the pop-up image.

3.7. Delete

A tap on the Delete button in the main SafePages view shows the Delete dialog. See Section 3.3,
“SafePages’ [25].

x Delete Pages

Selectarange

All

© Custom

Enter ranges like: 1-4,6,8-10

Delete Cancel

Figure 3.60. User Web App: Delete SafePages

» Select arange of SafePages to delete. Pressthe All button to select all pages. Or, push the Custom button
to enter a custom range of SafePages. the value can be a single page, a range of pages, or a collection of page
numbers and ranges separated by commeas.

» Tapthe Delete button to perform the delete action.

. ‘ Caution

After SafePages are deleted any Fast Print will fail and all SafePages will be cleared as a result. Please
use aHold Print instead.
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@ |Tip

You can delete all SafePages of a SavaPage print job in the Document Details dialog, as described in
Section 3.3.3.1, “Delete and Undo” [31].

3.8. Log

A tap on the Log button in the main SafePages view shows the Document Log. See Section 3.3,
“SafePages’ [25].

3.8.1. Documents

The Document Log shows all documents the user printed to SavaPage, and which were subsequently exported
or Proxy-Printed. For a detailed description of this screen see Section 4.12, “Documents’ [167] in the Admin
Web App chapter.

Some Document Type selections are hidden, depending on user role, privileges and resource (Queue, Printer)
availahility.

» Type PDF ishidden when user has no privileges to Send and Download SafePages.

* Type Ticket is hidden when user is not a Job Ticket Creator.

» Type Print is hidden when user is not a Print Job Creator, or has no access to a printer.

The following configuration property applies:

webapp.user.doclog.sel ect.type.defaul t-order A comma separated priority list of enum values ALL, | N, OUT,
PDF, PRI NT, Tl CKET, that correspond to Document Type selec-
tion options. When thislist isempty, ALL is assumed.

The default Type selection isthefirst value from the list that cor-
responds to a visible select option.

To comply to EU GDPR ("Right for a data subject to receive per-

sonal data concerning them"), | Nand OUT types are always avail-
able, so full history can be queried regardless of current status.

Table 3.8. Document Type Select: Configuration Property
See Section 4.11.14, “Config Editor” [165] on how to set these items.
The Letterhead selection is hidden when user has no Letterhead privileges. The Queue selection does not hold

disabled or inactive (reserved) queues (/mailprint, /webprint). The Printer selection holds accessible Printersonly
(Job Ticket "Printers' are not shown).
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Documents

Select and Sort

1 <-2 3 4 5 > 100

@ Ricoh Aficio MP C7500 PS 2218033 PM
User : rijk

lorem-ipsum

* Direct « 2 Pages, 10 Copies (10 Sheets), 18,8 kB « Job
# 12107 - Completed = 5:33 PM = ISO-A4 « Duplex -
Grayscale + Collate « 1-tray = € 1.6000 = € -1.6000 (10)

Back Transactions m GDPR

Figure 3.61. User Web App: Log - Documents

Ricoh Aficio MP C7500 PS B

User : rijk
lorem-ipsum

Jral —
#121 Transactions px-
Gray} 10 (10)

J & Personal 10 €-1.6000
. ]

rijk (10)
N

Back Transactions

Figure 3.62. User Web App: Log - Document Transactions

Press the transaction button in the document item to see invoicing details. Press the Transactions button in the
footer bar to view the Transaction List, and the GDPR button to view the GDPR Dialog.

] | Note

Depending on User Privileges the Transactions button might not be present.

3.8.1.1. Queue Journal

If the Queue Jour nal function is enabled a print-in document isjournaled, asindicated by asmall icon at the | eft of
the document title. See Section 4.11.13.10, “Document Store” [163] and Section 4.7.2, “Edit Queue” [109].

BI7/21.11:47 AM

@ Web Printer

User : rijk

E lorem-ipsum.txt

2 Pages 4.5 kB + ISO-A4

Client : 127.0.0.1

Figure 3.63. User Web App: Log - Queue Journal

Depending on User Privileges buttons are displayed to Download, Select (add to or replace the SafePages) and
Delete the journal .
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™ | Note

When viewed in the Admin Web App the journal can not be Selected.

3.8.2. Transactions

The Transaction Log shows the financial transactions on the user's account.

Transactions

Select and Sort

1<-2345>73

. 3/5/18 3:16 PM
Manual adjustment beheerder
€ 40.0000 + € 8.0655

. 3/5/18 3:15 PM
Manual transaction * D000002 beheerder
€ 31.9345 + € 5.0000 * Credit Card
VISA card
Receipt

. 2/25/18 5:33 PM
Printer Usage [system]

€ 26.9345 + € -1.6000 » 2 Pages * 10 Copies * 10
Sheets * ISO-A4 « Duplex * Grayscale
Ricoh Aficio MP C7500 PS (lorem-ipsum)

Back Documents m GDPR

Figure 3.64. User Web App: Log - Transactions

Each entry in the list has the following lines.

* A header with the transaction type.

* The resulting account balance with the transaction amount.

» Extrainformation is added depending on the transaction type.

» A Manua Transaction denotes the Receipt Number in the header and has a Receipt button to download the
receipt as PDF.

Some samples of other transactions:

: 1/25/21, 1:39 PM
Printer Usage [system]

@ € -0.60 *» €-0.20 » 2 Pages * 1 Copy * 2 Sheets * ISO-A4
Simplex * Color * Job #6 * Completed
HP-Reception (lorem-ipsum.txt)

Figure 3.65. User Web App: Log - SavaPage User Account Transaction

* If PaperCut Personal User Account is enabled, the amount is prefixed with a SavaPage icon.

. 8/13/21, 2:47 PM
@ Printer Usage it [system]

£€-13.99 « €£-0.10 *» 2 Pages * 1 Copy * 2 Sheets * ISO-A4 «
Simplex * Color + ¥ Completed + Job #350 * Completed

HP Printer (lorem-ipsum.txt.savapage.9433aeec-
cc2c-4773-8376-f46838caa306)

Figure 3.66. User Web App: Log - Proxy Print Paper Cut Transaction
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A Proxy Print to a PaperCut managed printer where PaperCut Printer Costs were leading.

» Note the SavaPage (print supplier) and PaperCut (third-party print manager) icons.

 For a sample screenshot of the document log, see Figure 4.135, “Admin Web App: Document - Proxy Print
PaperCut Costs’ [168].

- 10/9/18 12:09 PM
Printer Usage system]

= € 9.9500 + € -0.0500 « 1 Page * 1 Copy = 1 Sheet «
ISO-A4 » Duplex * Grayscale

HP-Reception (49 - Test Page)

* 1fa51673-1069-4d12-855¢-1af215610518

Figure 3.67. User Web App: Log - | PP Routing Transaction

A Printer Usage transaction dueto | PP Routing, with QR code“ 1fa51673-..." delivered by an |PP Routing Plug-in.

» Notethat in this case PaperCut Personal User Account isenabled, since the amount is prefixed with a SavaPage
icon.

4/25/14 1:40 PM
Redeem Voucher riik

€24.50 - €5.00
Redeemed voucher "B-1404-0021-0661-4775-7916".

Figure 3.68. User Web App: Log - Voucher Transaction

= &/5/15 4:03 PM
= creditcard [system]
EUR 72.20 * EUR 3.15 = ***6787 = ir_bmQ99auQ3]

SavaPage tegoed voor rijk.
* EUR 3.50 /- 0.35 * T. TEST

6/2/15 4:30 PM

i [system]
ideal

EUR 60.25 - EUR 4.55 « TESTNL99
NL17RABO0213698412 - tr_fBkJAKmqrR
SavaPage tegoed voor rijk.

* EUR 5.00-/-0.45 * T. TEST

5/26/15 12:26 PM
[system]

=
="

= mistercash

EUR 56.08 * EUR 7.61 * 6787 » tr_GrSpp748AK
SavaPage credit for rijk.
* EUR 8.00 -/- 0.39

Figure 3.69. User Web App: Log - Payment Gateway Transactions

6/19/15 12:18 PM
Transfer ik

EUR 5.00 * EUR -5.00
Transfer from user rijk to user "ellen” - cash betaling

6/19/15 12:18 PM
Transfer ik

EUR 4.90 » EUR 5.00
Transfer from user rijk to user "ellen” - cash betaling

Figure 3.70. User Web App: Log - User Transfer Transactions
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EUR 4.86 - EUR 0.83 - 96212...82710 - 8 0.00400000

6/15/15 4:57 PM

bitcoin Isystem]

Figure 3.71. User Web App: Log - Bitcoin Transaction

Bitcoin Payment entries show a hyperlink with a shortened transaction hash. The hyperlink opens the transac-
tion details in a new browser tab. The hyperlink URL is held in configuration property fi nanci al . bi t -
coi n. user - page. url - pattern. trx and can be changed with the Configuration Editor. The value must
contain the { 0} placeholder for the transaction hash. Samplevaluesareht t ps: / / bl ockchai n. i nf o/ t x-
i ndex/ {0} andhttps://bl ockexpl orer.comtx/{0} .

Push the Documents button in the footer bar to view the Document List, and the GDPR button to view the
GDPR Didog.

Select and Sort

Comment containing text

Type
. Initial  Adjustment  Deposit  External

Transfer Voucher Queue Printer

Period

From

To

Sort

m Type  Ascending sCCEEHILINET

Apply Default &)

Figure 3.72. User Web App: Log - Transactions

Transactions can be filtered and sorted as follows:
» Comment containing text: selects transactions with comments containing a text snippet.
» Type: selects—(all) or asingle one of the transaction types...

Initial: Balance allocated when account was created.

Adjustment: Manual adjustment by an administrator. See Section 4.4.4.8, “Financial” [94].

Deposit: Adjustment of balance at a Point-of-Sale.

External: Increment of balance by transferring funds from an external account. See Section 3.10.8, “ Transfer
Money” [74].

Transfer: Increment or decrement of balance by transferring credit to another user. See Section 3.10.7,
“Transfer Credit” [73].

Voucher: Increment of balance by redeeming a voucher.

Queue: A delegator transaction as part of a Delegated Print where the document and delegateinfoisretrieved
from an External Supplier and printed to aProxy Printer managed by aThird Party Print Management System
(TPPMS). The transaction appears as Queue Usage item in the list. Print status and cost are retrieved from
the TPPMS. The cost will be 0.00 when the status is “Pending (external)”, “Expired” or “Canceled”. When
statusis “ Completed” the cost will be known. Currently External Supplier TPPM S PaperCut is supported.
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e Printer: A transaction for proxy printing. When the Proxy Printer is solely managed by SavaPage the costs
are according to the specified Printer Costs. When the Proxy Printer is additionally managed by a Third
Party Print Management System, status and cost are retrieved from that system and displayed just like the
previously discussed Queue Usage item.

» Select acreation Period by entering a From and To date. Tap the x button after a date to clear it. See this
example Data Selection Dialog.

» Transactions can be sorted Ascending or Descending by creation Date or Type.

» Thelistisrefreshed, and the selection applied, after you push the Apply button.

» The Default button resetsthe selection itemsto their default values.

» The PDF and CSV buttons downloads the User List in their respective formats, using the selection item values.

» Theminusicon collapses the Select and Sort section.

3.9. Sort

A taponthe Sort buttoninthemain SafePagesview switchesto Sort mode. See Section 3.3, “ SafePages” [25].

In sort mode pages can be rearranged and del eted.

178 218 38 48

'
o
m
[
i
=]

i
U\
m

Figure 3.73. User Web App: Sort

 This screen shows the result after some editing.

» One cut page is shown with ared border.

» Notice the mini scissor icon at the bottom of the screen, showing the page number of the cut page.
» One selected page is shown with an orange border.

» The footer bar shows a scissor icon with a page number of the cut, and a pin icon with the page number of
the selected page.

These are the actions that can be performed on page images:

» A tap onasingle page will (un)select it.

A tap on an aggregated page will expand it. Aggregated pages are described at Figure 3.13, “User Web App:
SafePages - Aggregated” [27].

Here isa summary of the buttons and their function:

(-]

More actions : shows a pop-up with more actions (see below).

B rPOF

&, Print
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More actions pop-up : pop-up with more actions. Selected pages are transferred to the PDF and Print diaog.

Unselect all : unselects all selected pages. Selected pages that are in view are marked with a orange border. The
mini pinicon at the bottom of the screen shows all selected pages.

-\F
Cut : cutsthe selected pagesinto the clipboard. Cut pagesthat arein view are marked with ared border. The mini
scissor icon at the bottom of the screen shows the cut page rangesin the clipboard.

S

Undo : revertsall cut actions and empties the clipboard.

=5

L eft Paste : pastes the cut pages before the first selected page.

Right Paste : pastes the cut pages after the first selected page.

i
Delete : deletes the selected pages.

Inbox : returns to the Main view.

¥ | Note

By default a fixed button text is shown on mobile devices only: on desktops a hover text is shown. See
Section 3.3, “ SafePages’ [25] on how to change this behavior.

& | Caution

After SafePages are sorted any Fast Print will fail and all SafePages will be cleared as a result. Please
use aHold Print instead.

3.10. User Details

This dialog shows the Pagometers and Financial status of the user, and is shown after atap on the User button
in the footer of the main panel.

] | Note

Depending on User Privileges the Financial section might not be shown.

Password PIN Internet Printer Telegram

Authentication Back

e For an Internal User a Password button is shown, when a password has been set (i.e. not erased): see Sec-
tion 4.4.4.9, “Password” [95]. A tap on the button will show the Password Reset Dialog.
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» When users are allowed to change their PIN a PIN button is shown. A tap on the button will show aPIN Reset
Dialog. See Section 4.11.3, “User Authentication” [138].

» When an Internet Print pr ot ocol : // aut hori ty ispresent the Internet Printer button isshown. A tap on
the button will show the Internet Printer Device URI.

* When Telegram Messaging is enabled the Telegram button is shown. It leads you to the Telegram Configu-
ration dialog.

 If 2-step Verification isenabled the Authentication button isshown. It bringsyou to the Authentication Dial og.

3.10.1. Internet Printer

Users can copy/paste their private Internet Print Device URI for driver print from thisdialog. The SAVAPAGE. p-
pd file can be downloaded.

This dialog also shows the URL and credentials for macOS, Chrome OS and the SavaPage Android Print App.

The UUID can be replaced with a new one by pressing the UUID button.

x Internet Printer

URLs and drivers to securely print over public internet

CUPS
ipps://example.com/printers/internet/91193731/54764bf4-2271-432c-accB-Bf1fafdcdlas

Windows
https://example.com/printers/internet/91193731/54764b74-2271-432c-accB-8f1faBdcdlas

Use a compatible PostScript driver from the printer list.
macO0Ss

Address example.com: 443

Protocol Internet Printing Protocol - IPP

Queue printers/internet/91193731/54764bT4-2271-432c-accd-8T17ab4cdlas

Use Generic PostScript Printer

Chrome OS

Address ipps://example. com

Protocol Internet Printing Protocol (IPPS)

Queue printers/internet/91193731/54764bf4-2271-432c-accd-8T17abdcdlas

Manufacturer Generic

Model Generic PostScript Printer

# ANDROID

URL https://example.com

User rijk

UuID 54764bf4-2271-432c-accB-8f1fa4cdlas
Back uuID

Figure 3.74. User Web App: User Details - Internet Printer

3.10.2. Telegram Configuration

Thisdialog containsastep by step procedureto configure Telegram Messaging for aTelegram | D owned by auser.
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x Telegram Configuration

1. Open your Telegram client, search for @my_id_bot and
start a conversation. This bot replies with your Telegram ID.

2. Enter your Telegram ID below.

Apply

Kesp your Telegram ID private.

3. Open your Telegram client, search for @
and start a conversation. Send a random message, for
instance "Hello".

4. Send a test message.

Send

5. Check if the test message arrived in your Telegram
client.

6. Continue with your configuration.

2-Step Verification

Back

Figure 3.75. User Web App: User Details - Telegram Configuration

*] | Note

The @pixelized area obfuscates the Telegram Bot username that sends the message.

3.10.3. Authentication

In this dialog 2-Step Verification can be set and user can Replace their TOTP secret. When Enabled , and User
Telegram Configuration is applied, the Send codeto Telegram optionisvisible: if checked, no Authenticator app
is needed and verification codes are send to the user's Telegram ID.

x Authentication

2-Step Verification

Scan with your Authenticator app

Enabled

Send code to Telegram

Back Replace

Figure 3.76. User Web App: User Details- Authentication
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3.10.4. Pagometers

This section shows the personal Pagometers of the user, and are analogous to the ones in the Admin Dashboard as
shown in Figure 4.15, “Admin Web App: Dashboard - Pagometer” [86] and Figure 4.18, “Admin Web App:
Dashboard - Environmental Impact” [86].

Page Totals Since December 31, 2012

a M| ProxyPrinters

M Queues
W FOF

Figure 3.77. User Web App: User Details - pagometer

Environmental Impact

Paper 900SU
Trees 10.8%

CO,  459kg

Energy 0.011 kW-h

Figure 3.78. User Web App: User Details- Environmental | mpact

The Environmental Impact section can be hidden with configuration property in table below.

webapp.user.show-env-info Set to Y (default) or N, to show/hide the Environmental | mpact section.

Table 3.9. User Web App Environmental Impact Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

3.10.5. Financial

This section shows the financial status of the user account and ways to increment the account balance from an
external account.

?  Note

Depending on User Privileges the section for account transactions might not be shown.
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Financial

Balance EUR 4.55
Credit limit EUR 10.00
Voucher Transfer

Use an external account to increment your balance:

=l o
B & P=s5 8 =

Figure 3.79. User Web App: User Details- Financial

» Balance: the user's account balance.
» Credit limit: see Section 4.4.4.8, “Financial” [94].

« If PaperCut Personal User Account isenabled, the Balance labdl is prefixed with the PaperCut icon and Cr edit
limit is not shown.

» A push on the Voucher button opens the Redeem Voucher dialog. The visibility of this button is dependent
on an application setting.

» A push on the Transfer button opens the Transfer Credit dialog. The visibility of this button is dependent on
an application setting.

When a Generic and/or Bitcoin Payment Gateway Plug-in is enabled, an icon is shown for each active payment
method. Pushing (clicking) the payment method icon will pop-up the dialog to Transfer Money or to Transfer
Bitcoins.

*] | Note
The dedicated Payment Web App can be used if a Generic Payment Plug-in is enabled.

3.10.6. Redeem Voucher

x Redeem Voucher

All requests to redeem vouchers are logged.

Number

Redeem Back

Figure 3.80. User Web App: Redeem Voucher

 Enter the voucher Number in the dialog box and press Redeem . Make sure to enter the number exactly as
listed on the voucher including any dashes (-).

* If you entered the number correctly, the value as shown on the voucher will be transferred to your account and
anew entry will list in your transaction log.

3.10.7. Transfer Credit

This dialog is used to transfer funds to another user.
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x Transfer Credit

Available: EUR 4.55

Amount

EUR . 00

To user

Comment

Transfer Back

Figure 3.81. User Web App: Transfer Credit

» Enter the Amount in currency units and cents. The available amount is shown in green at the top.
» Enter the To user id and an optional Comment.

* When you press the Transfer button the amount will be transferred from your account to the account of the
target user. New entries will list in your transaction log and the log of the target user.

To configure this dialog see Section 4.11.10.5, “ Transfer Funds’ [152].

3.10.8. Transfer Money

Thisdialog isused to transfer money from an external account. Thefigure below showsadialog in preparation for
acredit card transaction. Other payment methods are available as defined by the active Generic Payment Gateway
Plug-in. See for example Section M.1.1.1.1, “Mollie Payment Plug-in” [357].

x Transfer Money

- Transfer money from creditcard.
| - Minimum amount EUR 0.32
— EUR 0.25 + 2.8% costs are charged to
your account.
EUR . 00
Start Back

Figure 3.82. User Web App: Transfer Money from Credit Card

 Enter the Amount in currency units and cents.
» Pressthe Start button to start the payment transaction.

3.10.9. Send Bitcoins

This dialog is used as a start to send Bitcoins to the account balance.
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To pay with Bitcoin please send to:

9FgdrgYW7TsddSUWrGlpJi2kenMoJBavVgF

This address is for one-time use. A second payment at this address
is not accepted.

Start Back

Note: the Bitcoin addressin the screenshot is intentionally made invalid.

Figure 3.83. User Web App: Send Bitcoins

Start sending Bitcoins by performing one of the following actions:

» Pressthe Start button to automatically open a send transaction in the default Bitcoin wallet on your system.

» Open asend transaction manually in aBitcoin wallet application on your computer or device (Android, iOS, ...)
and either scan the QR code or copy/paste the Bitcoin address (below the QR code).

... and enter the amount to send from your Bitcoin wallet.

] | Note

The BTC amount is converted to the system currency according to the exchange rate of the Bitcoin service
back-end of the Bitcoin Payment Plug-in.

3.11. Upload

3.11.1. Upload Dialog

This dialog implement the SavaPage Web Print function, and is shown after a tap on the Upload button in the
footer of the main panel.
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x Upload File

Supported Documents

PDF, Open Document Format, RTF, HTML, EML,
PostScript, TXT, XPS*, OOXML*, MS Office*

* Documents may not give correct results in all cases.

Supported Graphics
JPEG, PNG, GIF, SVG, TIFF, BMP, PWG, URF

Max File Size
10 MB

Font for plain text

Unifont

[Browse... | test-Ad.pdf

Upload Reset _liﬁ 2

Back B poF 5 Print

Figure 3.84. Web Print: Upload File

» Font for plain text: change the font when you upload a plain text file (TXT) that contains characters not
supported by the Default font, like CIK. Use Unifont when the source text has areal broad Unicode coverage.

» Choose Files to be uploaded. Beware that the actual file selection button differs from browser to browser.

» Pressthe Upload button to start the upload.

» The status of the upload will be displayed below the selected file name.

» The Reset button clears the status messages and selected file.

* The*garbage bin” button shows the number of (uploaded) documents currently present in the SafePages inbox.
When you pressthis button, all documentswill be deleted, and the button hidden (until theinbox isfilled again).

 After the upload, use the Back, Print or PDF buttons to navigate to the next step.

Supported Document and Graphics can be restricted with the following configuration properties:
web-print.graphics.enable Enable graphics files for Web Print: Y (default) | N
web-print.file-ext.exclude A comma.or space separated list of file extensions (without leading point), that are excluded
for Web Print. For example: rt f, ht m , ps, t xt . When TXT file typeis excluded, the
Font for plain text selection in Upload File dialog is removed.

Table 3.10. Configuration Propertiesfor Web Print Document Types

See Section 4.11.14, “Config Editor” [165] on how to set these items.

] | Note

For uploaded file types that do not have a page size defined (HTML, TXT) the default paper size is used.
For image files the graphic involved is a best fit on the default paper size.

3.12. Upload Drop Zone

The Upload Dial og and thumbnail area of the main view can act as\Web Print Drop Zone. Y ou can (multiple) select
filesin any desktop application and drag & drop them into the zone, after which they are immediately uploaded.
When files are dragged into the zone, it lights up with a green border.
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A Drag & Drop of an URL of aWeb Page or Document has the same effect. In that case Web Page or Document
is server-side downloaded and rendered as PDF. See Server-side Download properties.

Font for plain text

Unifont

|Browse... | No files selected.

Choose Files or Drop here.

il 2

Figure 3.85. Web Print: Drop Zone - Upload Dialog

©
o o ]

Figure 3.86. Web Print: Drop Zone- Main

The Drop Zone can be enabled at Section 4.11.6, “Web Print” [146].

™ | Note
For plain text files dropped in the Main Drop Zone, the selected font in the Upload Dialog is used.

o |Tip
Rendering a Web Page by aDrag & Drop of its URL gives best results when wkhtmltopdf isinstalled.

3.13. GDPR Dialog

This dialog is shown when the GDPR button is pressed from the SafePages top bar action menu, the Transaction
List or the Document List.
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SavaPage complies to the
General Data Protection
Regulation of the European
Union.

Download your personal data as CSV files in a ZIP container (Data
Portability). Send your request for Data Erasure (Right to be
Forgotten) to the System Administrator.

() Download () Erase... ) Back

Figure 3.87. User Web App - GDPR Dialog
See Section 18.2.1, “ Data Portability” [258] and Section 18.2.2, “ Data Erasure” [258].
The following configuration properties apply:

webapp.user.gdpr.enable Enable the User Web App GDPR Diaog: Y (default) or N.

webapp.user.gdpr.contact.email Optional email address for GDPR Data Erasure requests.
Table 3.11. Configuration Propertiesfor User Web App GDPR

See Section 4.11.14, “Config Editor” [165] on how to set these items.
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Chapter 4. Admin Web App

7

]

The Admin Web App can be reached at ht t ps: // savapage: 8632/ admi n. See Appendix E, URL Cheat
Sheet [316].

4.1. Login

Welcome to SavaPage

Please login as administrator.

User Name

Password

Login

Login with

ID Number NFC Card

About Language

Figure4.1. Admin Web App: Login

Thislogin screen is avariant of the User Login screen described at Section 3.1, “Login” [21], with the following
exception:

e The internal adm n user and Persons with admin rights are allowed to log in. See Section 4.4.4, “Edit
User” [91] how to assign admin rights to users.

 After asuccessful login Figure 4.2, “ Admin Web App: Menu” [80] is shown.

] | Note
Initially, just after installation, only theinternal adm n user can login. See Section 4.4.7, “ Administrator
Role” [96].

4.2. Menu

After asuccessful login this main Admin screenis shown. If thisisafirst time login, a message will show, telling
you that SavaPage needsto be set up and is not ready to use yet. The message will prompt you to go to the Options
section and to check the settings. A long as setup is not completed this message will keep appearing after login.
When setup is completed, a similar message will appear when the password of the internal admi n account still
has the default value.
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-

—_

SavaPage
Open Print Portal Services

Welcome. This is the place for administrators to
configure and consult the SavaPage environment.

Dashboard
Users
Groups
Accounts
Queues
Proxy Printers
Devices
Reports
Options
Documents
Log

About

Logout

= SavaPage Demo beheerder

Figure4.2. Admin Web App: Menu

A tap on athe Logout button brings you back to the Login screen. A tap on any other menu option brings a
detailed screen into view. Please see the sections below for a description of each menu option:
» Section 4.3, “Dashboard” [81].

* Section 4.4, “Users’ [88].

» Section 4.5, “Groups’ [97].

» Section 4.6, “Accounts’ [104].

» Section 4.7, “Queues’ [106].

e Section 4.8, “Proxy Printers’ [111].

» Section 4.9, “Devices’ [121].

e Section 4.10, “Reports’ [130].

* Section 4.11, “Options’ [131].

e Section 4.12, “Documents’ [167].

* Section4.13,“Log” [172].

+ Section 4.14, “About” [174].

These are the buttons in the footer and their function:

Navigate to the top of the page.
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Navigate to the top of the menu.

Navigate to the top of the detail panel.

Navigate to the bottom of the page.

Show pop-up menu with additional actions as shown in the figure below.

Documents

Log Vouchers

About Configuration Editor
Logout  User Manual

savapage.org
emo beheerder

Figure4.3. Admin Web App: Action Pop-up Menu

Please see the sections below for a description of menu options:

» Section 4.15, “Vouchers’ [180].
» Section 4.11.14, “Config Editor” [165].

*] | Note

Dueto Admin Privileges certain menu options might not be visible.
The User Manual and savapage.org menu items open in a new browser tab.

At the leftmost of the footer is a button with the Community member name. When pushed it opens the About
diaog. A label with the logged-on user id closes the ranks.

4.3. Dashboard

After atap on the Dashboard button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

] | Note

The Dashboard section is automatically refreshed every 60 seconds.

4.3.1. Status

The head section of the Dashboard displays indicators about Community Membership status and application run-
time:

81



Admin Web App

Dashboard

Community member SavaPage Demc

Membership
Participants
Valid till January 26, 2021

Days remaining 314

Mode Production

Status Ready to use

Uptime 28m

Figure4.4. Admin Web App: Dashboard - Membership

» Community member: The name of the community member organization (empty when no Member Card was
imported).
« Membership &:
¢ Cardholder : acommunity resident.
 Visitor : avisitor of the community.
» Exceeded : the number of usersin the database exceeds the number of Member Card participants.
e Expired : the Member Card reached end-date.
* Visitor Expired : the visitor period expired.
« Visitor Edition : a permanent visitor with 5 users or less in the database.
 Invalid version : the Member Card is incompatible with this SavaPage version.
« Invalid : the Member Card is incompatible with this community.
* Participants : the number of community participants.
 Validtill : expiration date of Member Card.
» Daysremaining : number of daystill Member Card expires.
» Mode : the system mode. Press the button to change the mode to Maintenance or Production.

Community member SavaPage Demo
Membership Cardholder
Participants Mode

Valid till
From Production
Days remaining
To Maintenance
Mode
Apply
Status

Uptime 31m

Figure 4.5. Admin Web App: Dashboard - System Mode

When system is in Maintenance M ode:

e Accessto al Web Appsisrestricted to users with Administrator role.

« Regular users are shown a message explaining the situation, at the Login dialog or in the authorized session.
» Status

» Ready to use : SavaPage can be used without impediments.

e Setup is needed : There are one or more options that need to be set up. Press the Currency and/or Mail
button to do so. See Section 4.11.10.1, “Currency Code” [150] and Section 4.11.4, “Mail” [142].

! Community Membership is checked in a Daily Job.
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Status Setup is needed

Currency Mail

Figure 4.6. Admin Web App: Dashboard - Setup is needed

Access to the User Web App is denied till setup is finished. In the Admin Web App, editing of user details
and adding internal users, user groups and shared accounts will not be available.

« Not available: Database accessis blocked because abatch job isin progress (database backup, user synchro-
nization, database cleanup). To prevent that user actions requiring database access will block, resulting in
long waits, access to the User Web App is temporarily denied. Users are informed after alogin attempt or,
when already logged in, are warned when actions requiring database access are not permitted.

e Member Card Missing : Signals a missing Community Member Card.

» Uptime : the time the application has been working and available.

Users 42 =32 X1 B16 3
Mareh 17, 2020 8:38:30 PM O

Figure4.7. Admin Web App: Dashboard - Users

» Users: the number of users in the database (excluding Deleted Users) appended with the result of the latest
User Home Clean.

Cleanup is done nightly, but can be ad-hoc started by pressing the refresh button at the right of the cleanup
timestamp.

In this example there are 42 users in the database. At the time of the cleanup 32 users have used the User
Web App and thereby have a User Home safepages [321] location on disk, and in all User Homes, 1 fileis
unidentified, 16 documents are stored because of using SavaPage as Printer, and 3 Hold Print jobs are pending.
The number of bytes of each total is displayed when moving the cursor over it, or by pressing the information
button at the right.

The number of cleaned filesis communicated with a separate icon as shown below:

Users 28 =12 @4 P4 7
March 18, 2020 11:34:26 AM O

Figure 4.8. Admin Web App: Dashboard - User Home Clean

* Inthis example atotal of 4 documents and/or jobs are cleaned. Press the information button at the right to
see details like “Cleaned: 2 Users. 1 Document: 36 KB. 3 Jobs: 121 KB”.

« When Cleanup Test Mode [226] is set, cleanable files are signaled without actually being deleted. In that
case the clean icon will show ared colored marker.

Client sessions 0 (0) = web (client)
Recent errors 0

Recent warnings 0

SSL valid till Jun 15, 2020

Figure4.9. Admin Web App: Dashboard - Sessions and M essages

 Client sessions : the number of active User Web App and User Client sessions.
» Recent errors: the number of errorsthat occurred in the Application Log during the last hour.
* Recent warnings : the number of warnings that occurred in the Application Log during the last hour.
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e S9 validtill : when the SSL Certificate of SavaPage expires within ayear, its expiration date is shown . When
expiration is due within 30 days it is shown in orange. Note: SSL expiration of any reverse proxy server used
by SavaPage clientsis not signaled.

OpenPGP "savapage.org (demo)" <info@savapage.org>

* OpenPGP information is shown when server keys are configured: see Section 13.3, “OpenPGP Set-
tings’ [217]. Press the information button at the right to see the KeylD and Fingerprint.

Figure 4.10. Admin Web App: Dashboard - OpenPGP

Tickets & 4:27 &2:34

* Tickets: Print and Copy Job totals just asin Job Tickets Web App, or zero ("0") if ticket queueis empty.

Figure4.11. Admin Web App: Dashboard - Tickets

4.3.1.1. Technical Info

Technical information about the server process can be added to, or removed from, the Dashboard by setting the
value of configuration key webapp. adni n. dashboar d. showt ech-i nf otoY or N. See Section 4.11.14,
“Config Editor” [165] on how to change this value. When added, the following extrainformation appears:

JVM memory 917.5 MB Max » 379.1 MB Total » 188.4 MB Free
HTTP sessions 1(1)=id (ip)

Open Files 374

Disk Space 50.2 GB Total = 17.5 GB Free

Threads 63

Connections 5 (3) * services (database)

Proxy Print Queue 0 (0) * monitor (database)

Figure4.12. Admin Web App: Dashboard - Technical Information

* JVM memory : “Max” isthe maximum memory the VM will attempt to use. “ Total” isthe total memory in the
JVM (varies over time). “Free” isthe free memory in the VM (increases after a garbage collect).

e HTTP sessions : the number of non-expired Web App Session id's and their client ip addresses. Due to DHCP,
the number of ip's may be greater than the number of id's.

» Open Files: The number of open file descriptors.
» Disk Space: Disk capacity and free space.
» Threads: An estimate of the number of active process threads.

e The number of “active (deadlocked)” threads (if any) are shown in red color. See Section 4.3.1.2, “ System
Monitor” [84].

| Threads 63 (2) - active (deadlocked) |

Figure 4.13. Admin Web App: Dashboard - Deadlocked Threads (intentionally caused as example)
» Connections : The number of active connections to internal services and the database.
* Proxy Print Queue : The number of pending Proxy Print jobsin memory cache and the database.

4.3.1.2. System Monitor

A System Monitor process checks SavaPage server health status every 120 seconds. This frequency is set in
configuration property syst em noni t or . hear t beat - sec. Thefollowing situation is checked:
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 Deadlocked threads : JVM threads that are deadl ocked waiting for “ object monitors’ 2 or “ownable synchroniz-
ers’ 3. The number of deadlocked threads is shown as Technical Info on the Dashboard. Detailed information
can befoundintheser ver. | og : see Section 13.2, “Logs’ [217].

Y ‘ | mportant

Deadlocked threads should not happen. When they occur, contact your SavaPage Community Repre-
sentative.

4.3.2. Services

Services

Proxy Print

Web Print

Internet Print

AAAE

RESTful Print

Figure4.14. Admin Web App: Dashboard - Services

This section lists the status of services.

» The Proxy Print indicator is read-only, and shows the CUPS connection status. When connectivity is broken,
the switch shows “ Off”, with the reason displayed at the right.

» Coreserviceslike Mail Print must be enabled to be on the list.

e Web Print, Internet Print and RESTful Print services are afixed part of the list.

* Plug-in services like Mollie and Blockchain.info Payment Gateways are part of the list if they are enabled in
their property file.

With Dashboard Editor Privileges, you can turn a service On or Off by flipping the status switch. With Reader
Privileges service switching is disabled.

When the SavaPage server restarts enabled core servicesareturned On by default. Theinitial state of enabled plug-
in services is governed by the onl i ne setting in their property file. The on/off state of Internet Print translates
to the enabled/disabled state of the reserved / i nt er net Queue.

4.3.3. News

The News section shows the currently installed versus the latest published SavaPage version. A push on the button
brings you to the Downloads and Release Notes Internet page.

] | Note

The latest published SavaPage version number is cached on the server and retrieved from the Internet
every 12 hours.

4.3.4. Pagometers

The Pagometers4 counting the pages printed-out with Proxy Printers, printed-in from SavaPage Queues, and
exported as PDF are displayed in a Pie-Chart. Pagometers are explained at Section 4.11.13.12, “Pagome-
ters’ [165].

2 An “object monitor” is a mechanism that ensures that only one thread can be executing a given section (or sections) of code at any given
time. In Java, there are two kinds of monitor regions: synchronized statements and synchronized methods.

3 In Java, an ownable synchronizer [https://devdocs.io/openjdk~8/javall ang/management/lockinfa] is a synchronizer that may be exclusively
owned by a thread and uses AbstractOwnableSynchronizer (or its subclass) to implement its synchronization property. ReentrantLock and
ReentrantReadWriteL ock are two examples of ownable synchronizers provided by the platform.

4 In analogy with the term Odometer, the term Pagometer is introduced as an instrument to count the number of processed pages.
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Admin Web App

Page Totals Since December 31, 2012

3688 A
v M| ProxyPrinters.
Il Queues

W PDF

Figure 4.15. Admin Web App: Dashboard - Pagometer

A Line-Graph shows the day pagometers for the three sources over the last 30 days.

20-Mar-2014 27-Mar-2014 3-Apr-2014 10-Apr-2014 17-Apr-2014 24-Apr-201

Figure4.16. Admin Web App: Dashboard - Pagometer Trend

A table shows the running Total of Received PDF documents by Driverless File Transfer Print that are Valid,
Repaired or Rejected, including totals for last Week and Month. See Section 14.9.1, “Processing Driverless PDF
Transfer” [237].

Since October 31, 2019
Received Period Valid Repaired Rejected

PDF Week 522 18
Month 1454 41
Total 10524 102

Figure4.17. Admin Web App: Dashboard - Pagometer Print-in PDF

4.3.5. Environmental Impact

The Environmental Impact for the Proxy Printer pagometer are displayed in a separate section. The metrics and
units used are discussed at Section 16.2, “Environmental Impact” [249].

Environmental Impact

Paper 1,495 SU
Trees 17.941%
CO, 7.62kg
Energy 0.019 kW-h

Figure 4.18. Admin Web App: Dashboard - Environmental | mpact

The Environmental Impact section can be hidden with configuration property in table below.

webapp.admin.dashboard.show-env-info Set to Y (default) or N, to show/hide the Environmental I mpact section.

Table4.1. Admin Web App Environmental Impact Configuration Properties
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See Section 4.11.14, “Config Editor” [165] on how to set these items.

4.3.6. Financial Summary

A Financial Summary of User Accounts and Bitcoin Wallet is displayed in a separate section.

Financial
Accounts Debit Credit
EUR 9.57
Min 2.82
Max 3.7
Avg 3.19
Count 3
Bitcoin Wallet Debit Date
EUR 12.23 2015-07-07T14:55:44
BTC 0.05042385
Addresses Total Payments Open
Refresh é 4 !

Figure4.19. Admin Web App: Dashboard - Financial Summary

The User Accountstotal and statisticslike Min, Max and Avg are shown as Debit or Credit amount over Count
number of accounts.

When aBitcoin Payment Gateway is enabled the Bitcoin Wallet balance (Debit) is shown in the system currency
and BTC. The Total number of Bitcoin Addressesin the wallet are split into addresses that received Payments,
and Open addresses waiting for payments. Note that other addresses, not created by our Bitcoin Payment Plug-
in, may be part of the wallet (in our example there is one such address).

The Bitcoin Wallet hyperlink opens the Web Wallet in a new browser tab.
The Accounts summary is updated as the dashboard is (auto) refreshed. However, the Bitcoin Wallet summary is

cached by SavaPage and lazy refreshed after a configurable time period (defaulting to 3600 szeconds).5 The date/
time of the last refresh is shown in the Date column. Press the Refresh button to force arefresh of the cache.

4.3.7. Real-time Activity

Real-time Activity

10:19:39 | Users successfully synchronized.

10:19:39 | Files: present [200.1 kB]

10:19:39 | Users: identical [4] added [0] updated [0] non-exist [0] internal [5]
10:19:39 | Synchronizing [4] users with [9] in database

10:19:39 | Starting user synchronization

Clear

Figure 4.20. Admin Web App: Dashboard - Real-time Activity

Relevant system events are real-time displayed in this section. A maximum of 20 event messagesremainin view,
with the most recent one at the top.

System events are persisted in the rotating log file:

5 Edit thewebapp. adni n. bi t coi n. wal | et . cache- expi ry- secs configuration property with the Configuration Editor to set the
number of seconds after which the cached Bitcoin Wallet summary is refreshed.
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/ opt / savapage/ server/ | ogs/ adm npubl i sher. | og

Thi

sfilehas atab separated value (TSV) format for easy import and manipulation into spreadsheet programs. See

/ opt / savapage/ server/|i b/l og4j.properties.tenplate for moreinformation.

4.

4. Users

4.4.1. User List

Aft

er atap on the Users button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

Users

Select and Sort

New

1 -
e administrator
@ rijk

Rijk Ravestein - rijkr@savapage.org

Dec 31, 2012 ~ Feb 26, 2018
€ 8.77 » 2,907 Jobs, 9,105 Pages, 1,1 GB

32,5kB

Figure4.21. Admin Web App: User - List

» All non-deleted users are listed aphabetically by default. A different selection and sorting can be entered: see
Figure 4.22, “ Admin Web App: User - Select and Sort” [89].

» Pressthe New button to create and edit a new Internal User.
» Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.
» Anentry isdisplayed for each user, with identifying data and some usage statistics. From top to bottom:

The user's role or status (at the top right corner).

An inline pagometer Pie-Chart followed by the user id. The blue color in the chart represents the number of
pages printed to SavaPage. The green color represents the number of pages exported to PDF. Thered color
depicts the pages printed to Proxy Printers.

The user id of an Internal User is shown with an orange color.

The full name and email address.

If applicable, the User Name Aliases the user is known by.

The period in which user activity was accumulated on the pagometer.

The account balance and the pagometer including the number of jobs and bytes printed to any SavaPage
Queue.

The size of the user's SafePages home.

More user details are discussed in Section 4.4.1.1, “User List Item” [90].

» Tapthe Edit button to change or delete the user. See Section 4.4.4, “Edit User” [91].
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™ | Note

Deleted Users cannot be edited.

» The Documents button bringsyou to the list of documents the user processed. See Figure 4.133, “Admin Web
App: Document - List” [167]

* The Transactions button brings you to the list of financial transactions on the user's account. For a detailed
description of thislist see Section 3.8.2, “ Transactions” [65] in the User Web App chapter.

e Therightmost GDPR button opens a pop-up where personal user data can be downloaded. See Section 4.4.2,
“Download Personal Data’ [90].

™ | Note

Due to Admin Privileges certain buttons might not be visible.

‘Tip

The pagometers of all users can bereset at Options — Advanced — Reset Pagometers

Select and Sort

Group All Users
Name

Email

Person Abstract

Type

Role Administrator ~ User

Status

Deleted - Deleted m
Sorting n Email QCEENETEE  Descending

Enabled Disabled

Apply Default &)

Figure4.22. Admin Web App: User - Select and Sort

» Userscan be selected by Group and by entering a part (fragment) of their (display) Name or Email. So entering
"son" as D will select both "jason" and "sonja’.

» Select the Type, Role and (Deleted) Status. The - button will select both option values.

* Thelist can be sorted Ascending or Descending on Name ID or Email.

e Tapthe Apply button to (re)display thelist.

» A tap onthe Default button resets the selection and sort fields to their default values.

e The PDF and CSV buttons downloads the User List in their respective formats, using the selection item values.
* The minusicon collapses the Select and Sort section.
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4.4.1.1. User List Iltem

Each Users List Item displays the resolved number of enabled and disabled User Roles, Group Roles, User Priv-
ileges and Admin Privileges objects with their respective icon. User Roles are displayed next to the User ID.
Objects that are resolved by User Group membership are shown below. A green color means that the objects are
enabled, ared color means they are disabled. A description of the objects is displayed as a tooltip when pointed
to with the mouse. An example item is shown below.

administrator

® rijk Se
Rijk Ravestein * rijkr@savapage.org

Group : datraverse 63 W12 W@z

Dec 31, 2012 ~ Sep 15, 2020
€-5.16 = 3,845 Jobs * 12,429 Pages * 1.9 GB

342 kB

Figure4.23. Admin Web App: User - List Item

Jan 15, 2021 ~ Aug 7, 2021
H€-3.06+% €-18.69+707 Jobs * 1,831 Pages * 159.8 MB

Figure 4.24. Admin Web App: User - Paper Cut Account Balance

If PaperCut Personal User Account is enabled, the account balance of both PaperCut and SavaPage is displayed
with their respective icons, as shown in the screenshot below:

4.4.2. Download Personal Data

This pop-up opens when the rightmost GDPR button is pressed in an entry from the User List.

-— i "

GDPR Data Portability

| Download personal data as CSV files in a
. ZIP container.

Download

Figure4.25. Admin Web App: User Data Portability

See Section 18.2.1, “Data Portability” [258].

4.4.3. Erased Users

Erased Users have their personal data cleared. Since their ID is empty, an “anonymous’ placeholder with date/
time of erasureis used for display.

erased

@ anonymous-20180305T183324

Mar 5, 2018 ~ Mar 5, 2018
€ 9.8000 =1 Job, 2 Pages, 4,5 kB

Figure 4.26. Admin Web App: Erased User
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See Section 18.2.2, “Data Erasure” [258].

4.4.4. Edit User

This chapter describes the editable sections of the User entity.

O

Caution

Some data you edit, like the Name, Primary email, Card Number and | D Number might be overwrit-
ten by values from the user source during synchronization. See Section 4.11.1.2, “LDAP" [132] and
Section 4.11.2, “User Creation” [135].

Note

Users can also be edited and deleted with the Server Command Tool. See Section C.1.20, “ setUserProp-
erties’ [298] and Section C.1.5, “deleteUser” [292].

4.4.4.1. Identity

rijk

Name Rijk Ravestein|

Administrator

Person

Disabled

Figure4.27. Admin Web App: Edit External User - | dentity

» Theuser's full Name can be edited. Remember this name can be overwritten for an external User as aresult of
user synchronisation. See Section 4.11.2, “User Creation” [135].

» Assign the Administrator role by ticking the checkbox.

» Usersareregarded as Person by default. Un-tick the Person checkbox if thisuser represents ageneric functional
account [244]. Thiswill make the user Abstract.

» Tick the Disabled checkbox to deny the user access to the SavaPage application.

P

Warning

When a User becomes Abstract its SafePages are removed.
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4.4.4.2. User Roles

L] Roles

Job Ticket Operator

Web Cashier

a Print job Delegate

Figure 4.28. Admin Web App: Edit User - Roles

User Roles are needed to access certain application objects, as shown in the table below.

E

Job Ticket Creator Job Ticket Printer

Job Ticket Operator Job Tickets Web App

Mail Ticket Operator Mail Tickets Web App

Web Cashier Point-of-Sale Web App

Print Job Creator A Proxy Printer that is not a Job Ticket Printer.

Print Job Delegate Delegated Print and Users and Groups with role “Print Job Delegator”
for Delegated Print.

Print Job Delegator This is a passive role. Delegators can be accessed by users with role
“Print Job Delegate”.

Print Site Operator Print Site Web App

Table4.2. User Roles

Each roleis set with a checkbox that has three states:

» Checked : Theroleisenabled.
» Unchecked : Theroleisdisabled.
» Unchecked and grayed out: Therole isindeterminate.

If a User Role is needed to access an application function, SavaPage will check if this role is enabled for the
authenticated user.

When theroleisindeterminate at the user level, Group Roles are checked of the groups the user belongsto. Added
Groups are checked first, then the Built-in Groups, with the* All Users’ group as last.

» Accessisgranted if thereis at least one group where the roleis enabled.
» Accessisdenied when the role isindeterminate or disabled in al groups.
 Print Job Creator role is special: an indeterminate state at “All User” top level isinterpreted as granted.

™ | Note

A summary of enabled/disabled rolesis displayed in the User List Item.
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© | Caution

The 3-tier group hierarchy (User Groups > Internal/External Users > All Users) is traversed bottom up,
to resolvetherole of individual Usersonly. Group hierarchy isnot used to resolve roles for User Groups:
roles defined at group level are fixed, and are not interpreted in the context of other groups, or individual
members.

4.4.4.3. Emalil

Primary email
rijkr@datraverse.nl
Other emails

info@savapage.org
rijkr@datraverse.com

Figure4.29. Admin Web App: Edit User - Email

e ThePrimary email and Other emails addresses are editable and must each be unique: they can be associated
to just one User. Multiple emails must be separated by any of the characters space, comma, semicolon, or by
carriage return or line feed.

» When saving, all email addresses are converted to lowercase.

4.4.4.4. Card, PIN, Yubikey

Card number
3dch4cb0
PIN (digits only)

YubiKey Public ID

CCCCCCXXYYZZ

Figure 4.30. Admin Web App: Edit User - Card, PIN, Yubikey

e TheCard Number must be unique: it can be associated to just one User. It must be entered in HEX/L SB format.
See Section B.1, “Card Number Format” [286]. Card Number isused for Web App Login.

e The PIN must be digits only. The minimum and maximum length of a PIN are contained in the configuration
keysuser. pi n-1 engt h-m n and user. pi n-1 engt h- max. A maximum value 0 (zero) indicates the
maximum is unspecified. See Section 4.11.14, “ Config Editor” [165] on how to change these values.

» The YubiKey Public 1D isused for YubiKey Authentication.

4.4.4.5. 1D number

ID number

02789289

Generate

Figure4.31. Admin Web App: Edit User - ID number
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ID number must be unique: it can be associated to just one User. It is automatically generated when a user
successfully logs in for the first time. The number can be re-generated by pushing the Generate button. The
number is used for Web App Login and as authentication token for Internet Print. The following configuration

properties apply:

user.id-number-length-min The minimum length of User ID number (manual entry). Default: 4.
user.id-number-generate.enable Set to Y (default) or N to enable/disable automatic generation of User ID number.
user.id-number-generate.length Length of generated User ID number. Minimal value: 6. Default: 8.

Table4.3. Configuration Propertiesfor User D number

See Section 4.11.14, “Config Editor” [165] on how to change these values.

4.4.4.6. UUID

uuiD

9ded7a93-75ff-442b-a575-32d7648ebbfe

Generate

Figure 4.32. Admin Web App: Edit User - UUID

The UUID® isused as authentication token for Internet Print and RESTful Web Services. It isautomatical ly created
when a user successfully logsin for the first time. A new UUID can be created by pushing the Generate button.

™ | Note
Users can replace their own UUID. See Section 3.10.1, “Internet Printer” [70].

4.4.4.7. OpenPGP

In this section the OpenPGP Public Key ID of the user can be entered. This key will be used to encrypt email
send to the user. The Search and Check buttons are shown when the OpenPGP key server URL is configured.
They open atab to the key server, where public keys can be searched and checked (verified). See Section 13.3,
“OpenPGP Settings’ [217].

OpenPGP

PGP Public Key ID = 8-byte hex without 0x prefix

3CD4DAE3635ECTDA

Search Check

Figure 4.33. Admin Web App: Edit User - OpenPGP

4.4.4.8. Financial

This section shows the personal User Account. Initialization of this account is based on Group Membership as
explained in the Edit Group section.

5 A universally unique identifier (UUID) is an identifier standard used in software construction. See https:/en.wikipedia.org/wiki/Universal-
ly_unique_identifier

94


https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/Universally_unique_identifier

Admin Web App

Financial

Balance
15.00
Credit limit

None pefault m

10.00

OK Cancel

Figure 4.34. Admin Web App: Edit User - Financial

» A new value for the user's account Balance resultsin afinancial transaction that corrects the previous account
balance. See Section 3.8.2, “Transactions’ [65]. Users are notified by a pop-up message in their active User
Web App when their balance is adapted.

* Set the Credit limit with one of these buttons:

* None: user has no credit limit, and is not restricted.
o Default : user has default credit limit. See Section 4.11.10.2, “ General Financial Options’ [151].
 Individual : when selected a custom credit limit can be entered.

4.4.4.9. Password

Password

Reset Erase

Figure 4.35. Admin Web App: Internal User - Password Actions

For an Internal User Passwor d actions are shown.

The Erase button is shown when a password is set. When pressed, it erases the password and makes itself dis-
appear again. Without an initial password, users cannot reset their password in the User Web App. This gives
administrators a means to disable login by user name/password, in favor of other authentication methods.

A tap onthe Reset button shows the Password Reset Dialog. Usethisdiaog toinitialy set or change a password.

Reset password

New password

Confirm password

Apply Cancel

Figure 4.36. Admin Web App: Internal User - Password Reset
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4.4.4.10. User Delete

Deleting a user is a destructive action which cannot
be undone.

Delete Cancel

Figure 4.37. Admin Web App: Edit User - Delete

* Pressthe Delete button to delete the user and return to the User List. The next section describes the effect of
this action.

e The Cancel button bring you back to the User List without changing anything.

4.45. Create Internal User

A tap onthe New ... button at the top of the User List givesthis dialog to create anew Internal User. Apart from

the regular User data, the attributes | D and Password can be entered.

e Theprefix of ID iscontained in the configuration key i nt er nal - user s. user name- prefi x.

e The minimum length of the Password is contained in the configuration key i nt er nal - user s. pass-
wor d- | engt h-mi n.

» See Section 4.11.14, “ Config Editor” [165] on how to change these configuration values.

e TheFinancial dataareinitialized with the New User Settings of the Built-in Internal Users Group. If these new
user settings are disabled the Balance is set to zero with an Individual Credit limit of zero.

Tip

Internal Users can also be added with the Server Command Tool. See Section C.1.2, “addinter-
nalUser” [291].

4.4.6. Deleted Users

Deleting a User makes sense if they are not part of the user source anymore and they were not deleted as part of a
bulk delete during amanual synchronization. Aslong asjob history or account transactions for a User are present
8 SavaPage applies alogical delete. Any logical deleted User will be physically deleted from the database when
no related job history and account transactions are present anymore. This situation will automatically occur when
you enabled automatic backup in combination with the delete of old document and transaction logs.

Y ‘ | mportant

If SavaPage synchronizes a new User from the user source, a new user instance will be created in the
database, despite the fact that alogical deleted User exists with the sameidentifying name, i.e. thelogical
delete status of the "identical" user will remain asit is.

4.4.7. Administrator Role

SavaPage sets up a dedicated account called adm n. Thisis the master administrator account, with access to all
application functions, whose password is assigned during configuration. In large organizations it is likely that
the administrator role needs to be granted to more than one person. One solution is to give all those persons the
master password; however a better approach is to assign the administrator role to the network user accounts of
these individual's. The advantages of this approach are:

» Administrators can access the Admin Web App with their own username and password.

» Sincemost administrative activity islogged in an audit trace, changes can easily betracked back to anindividual.

" When auser does not print on their own, but is printed for via Delegated Print, no job history is present for that user, but (pending) transactions
are.
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™ | Note

Access to certain parts of the Admin Web App can be set on User Group level with Admin Privileges.

Tip
Administrative users should login via https://savapage: 8632/ admi n rather than

htt ps://savapage: 8632/ or https://savapage: 8632/ user so that they are directed to
the correct interface.

4.5. Groups

Groups are collections of users. Y ou can Add and Remove groups as present in the external User Source or Internal
Group definition.

¥ | Note

SavaPage caches group members for performance reasons. Therefore, when group membership changes
at the source, it may not be immediately known in SavaPage. The membership cache is updated automat-
ically according to the “Import new users overnight” option in the User Creation section, but can be also
be refreshed manually at any time by a push on a button in the same section.

4.5.1. Built-in Groups

There are three built-in groups:

e All Users: all usersin the system.
e External Users: all users synchronized from the external User Source.
* Internal Users: all users created inside SavaPage. See Section 4.11.1.4, “Internal Users” [134].

4.5.2. Group List

After atap on the Groups button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

Groups

Select and Sort

Add & Remove [i]

‘B

All Users
External Users

Internal Users

Figure 4.38. Admin Web App: User Group - List
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Built-in groups are depicted in orange. Pressthe Add & Remove button to add additional groups.
Each item in the list shows the number of members and has buttons to jump to other dialogs. From left to right,
these buttons bring you to:

» The Edit Group dialog.
» TheUser List with the group preselected. Note: the button is not visible when number of group membersiszero.

» The Account List with the Group Type and Name preselected. Note: the button is not visible when the (lazy
created) Group Account is not present yet.

*] | Note

Dueto Admin Privileges certain buttons might not be visible.

Select and Sort

Name

Sorting Descending

Apply Default

Figure 4.39. Admin Web App: Group - Select and Sort

» Groups can be selected by entering a part (fragment) of their name.

Thelist can be sorted Ascending or Descending on group name.

Tap the Apply button to (re)display thelist.

» A tap onthe Default button resets the selection and sort fields to their default values.
» Usethe“minus’ button to collapse the Select and Sort section.

4.5.2.1. Group List Item

Each Group List Item displays the number of enabled and disabled Group Roles, User Privileges and Admin
Privileges objects with their respective icon. A green color means that the objects are enabled, ared color means
they aredisabled. A description of the objectsisdisplayed asatooltip when pointed to with the mouse. An example
item is shown below.

savapage.org 42 &1 52 81 ‘@1 @2

Figure 4.40. Admin Web App: Group - List Item

*] | Note

Roles and Privileges that are resolved by User Group membership are shown in the User List Item of
amember.
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4.5.3. Add & Remove Groups

Select groups to add :

gnats B
input
irc
Klas.1A1
kmem
lightdm
list
Ip
Ipadmin

Select groups to remove :
datraverse o

Klas.1B1
Klas.2A1

OK Cancel

Figure4.41. Admin Web App: User Groups- Add & Remove

Select the groups to add and to remove and press the OK button to commit the selection.

] | Note

The group list isamix from the ones present in the external User Source and the ones defined as Internal
Group. When adding a user group from Microsoft Active Directory, members from nested groups are
included.

4.5.4. Edit Group

The Group Edit Dialog has several sections. Pressthe OK button at the bottom to commit all changes.
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4.5.4.1. Group Roles

datraverse

Name datraverse

LI Roles

Job Ticket Creator

Print Job Delegator

Figure4.42. Admin Web App: User Group - Edit - Roles

In the Roles section you can set the user roles for group members. See Section 4.4.4.2, “User Roles’ [92] for
an explanation of the roles and how role based user access works.

] | Note

A summary of enabled/disabled rolesis displayed in the Group List Item. Roles that are resolved by User
Group membership are shown in the User List Item of a member.
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4.5.4.2. User Privileges

User Privileges

SafePages

Reader

© Editor
Download
Send
Sign
User Detalls
Personal Print
Queue Journal
Reader
© Editor
Download
Select
Delete
Print Journal
Print Archive
Select
Financlal
Reader
© Editor
Letterhead

Reader

© Editor

Figure 4.43. Admin Web App: User Group - Edit - User Privileges

In the User Privileges section you can set group member access to User Web App domain objects. Privileges
are set by means three-state buttons. An unselected grayed out button means “indeterminate”, plain unselected
means “non-privileged” and selected means “privileged”. When a privilege on a domain object is selected arole
like Reader and Editor might be selected, as well as extra actions like Download, Send and Sign . The type
of Roles and Actions offered depend on the type of domain object. Thisis how choices work out:

* If SafePages is non-privileged, the [B] PDF and [®| Sort buttons are not displayed in the Main Page. When
privileged:

* Reader rolewill display the PDF buttonif Download or Send action isenabled. Reader rolewill not display
the Sort button.

« Editor rolewill display both PDF and Sort buttons.

 If Download and Send actions are both disabled the PDF button will not show.

< Enabled Download and Send actions display the respective buttons in the PDF dialog. The enabled Sign
action displays the same option in the PDF Security section.

 If User Details isnon-privileged thefooter button for the User Detailsdialog is replaced with asimpleindicator
holding theid of the authenticated user.

* If Persona Print is non-privileged, use of Personal Account for printing is not allowed. User can use Shared
Accounts though, when permitted by Access Control. When printing with Personal and Shared Account is not
permitted, role Print Job Creator is assumed, even when thisrole is explicitly selected.

 If Queue Journa is privileged a Print-in Job isjournalled. Beware, that this function can be disabled for indi-
vidual queues: see Section 4.7.2, “Edit Queue” [109]. When privileged:
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» Reader rolewill show the Download and Select privileges.
 Editor rolewill additionally show the Delete privilege.
» Enabled Download, Select and Delete privilegeswill display the respective buttonsin the Document Log.
* If Print Journal isprivileged aPrint Job will be silently journalled. When Print Archive is privileged, the Print
Job Archive option isactive: when Select isprivileged, the user isallowed to (de) select the archive, when not,
the Print Job will be silently archived. Beware, that these functions can be disabled for individual printers: see
Section 4.8.2, “Edit Proxy Printer” [115].
« If Financia isnon-privileged, the account balance will not show in the footer, the Transactions button will not
show in the Log page, and Financia datawill not show in the User Detalls dialog. When selected, the Reader

and Editor rolewill display all. However, only the Editor roleisallowed account transactionsin the User Details
dialog. Editor roleis also required to login to the Payment Web App.

* If Letterhead is non-privileged, the [®] Letterhead button is not displayed. When privileged the Reader and
Editor role allows user to choose a L etterhead in the PDF and Print dialog. The Editor role allows users to add
|etterheads themselves. See Section 3.6, “Letterheads’ [60].

» The open spots | eft by buttons that are not displayed are taken by: the Upload button (moved from the footer),
a Browse button pointing to the Browser, and an Info button (pointing to the About dialog), in that order. See
Section 3.3.2, “Footer” [28].

Thisis how aprivilegeis evaluated on runtime:

» To be compatible with existing installations the “indeterminate” state for top level group “All Users’ isinter-
preted as fully “privileged”. Of course, privileges can also be set at "lower" group levels. When determining
privileges for a domain object, SavaPage |ooks at the lowest group first, and bubbles up to higher groupsttill a
“non-indeterminate” privilege for the domain object is found.

» A denia of access due to a privilege takes precedence over any other configuration property.

™ | Note

A summary of enabled/disabled privilegesisdisplayed inthe Group List Item. Privilegesthat are resolved
by User Group membership are shown in the User List Item of a member.

4.5.4.3. Admin Privileges

In the Administrator Privileges section you can set group member access to Admin Web App domain objects.
The objects correspond to the choicesin the main menu. Any user with Administrator Roleis assigned privileges
by group membership.
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< Administrator Privileges

Figure 4.44. Admin Web App: User Group - Edit - Admin Privileges

Privileges are set and evaluated by means three-state buttons, just as User Privileges. For most domain objects
a Reader and Editor role can be selected. Access to domain objects will be shown or hidden according to the
privileges.

*] | Note

A summary of enabled/disabled privilegesisdisplayed inthe Group List Item. Privilegesthat areresolved
by User Group membership are shown in the User List Item of a member.

4.5.4.4. New User Settings

New User Settings
Use this group to define new user settings

Initial Balance
25.00

Initial Credit limit

None m Individual

Figure 4.45. Admin Web App: User Group - Edit - New User Settings

When New User Settings are enabled they are automatically applied upon User Creation for members of this
group. Note that these settings do not affect existing user members. See the Financial section of the Edit User
dialog for a description of the Balance and Credit Limit fields.

When a user belongs to multiple groups, the New User Settings of these groupsis applied as follows:

e Theuser isassigned an initial Balance that is the sum of the Initial Balances of all matching groups (with the
exception of the Built-in Groups).
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« If any of the matching groups has Initial Credit Limit “None” the user is assigned this status.

» Since the New User Settings are applied in alphabetical group name order, the Initial Credit Limit “Default”
and “Individua” are assigned from the last group.

When a user does not belong to any group with New User Settings enabled, user is assigned the settings of the
“External Users’ or “Internal Users’ Built-in Group (depending on the type of User Source).

™ | Note

New User Settings are not shown for Built-in Group “All Users’ because they are never used.

4.6. Accounts

This section is about Shared Accounts as explained in Chapter 12, SavaPage Financial [214]. The accounts are
utilized in Delegated Print and PaperCut print scenarios.

4.6.1. Account List

After atap on the Accounts in the main menu this panel is shown. See Section 4.2, “Menu” [79].

Accounts

Select and Sort

Add

'l

& Klas.1A2

Jan 25, 2021 ~ Feb 3, 2021
€-0.40

Figure 4.46. Admin Web App: Account - List

v Staff

Apr 11, 2016
EUR 0.00

v Staff ' ICT Department

Apr 11, 2016
EUR 0.00

Figure 4.47. Admin Web App: Account - List - Sub Accounts

* All accountsarelisted a phabetically by default. A different selection and sorting can beentered: see Figure 4.49,
“Admin Web App: Account - List - Select and Sort” [105].
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The + icon signifies a plain Shared Account and * a Group Account.
Pressthe New button to create and Edit a new Account.
Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

An entry is displayed for each Account, with the account type icon and name, the transaction period and the
balance amount.

& Klas.1A2

Jan 25, 2021 ~ Feb 3, 2021
=€-0.40

Figure 4.48. Admin Web App: Account - SavaPage Account Balance

If PaperCut Personal User Account is enabled, the amount is prefixed with the SavaPage icon, as shown in the
screenshot above.

Parent\ _ child accounts are depicted with a subscripted smaller font child name.
Tap the Edit button to change or delete the account. See Section 4.6.2, “Edit Account” [105].

The Transactions button brings you to the list of transactions. This list has an identical setup as the one for
User Account transactions: see Section 3.8.2, “ Transactions’ [65].

] | Note

Due to Admin Privileges certain buttons might not be visible.

Select and Sort

Name

Type . Group  Shared
Deleted - Deleted m

Sorting PECEULIGE  Descending

Apply Default

Figure 4.49. Admin Web App: Account - List - Select and Sort

Accounts can be selected by entering the containing text (fragment) of their Name.
Select the Type and Deleted Status. The - button will select both option values.
Thelist can be sorted Ascending or Descending on Name.

Tap the Apply button to (re)display the list. A tap on the Default button resets the selection and sort to their
default values. The minus button collapses the section.

4.6.2. Edit Account

Group Accountsare ad-hoc created in the Del egated Print scenario, and have namesidentical to their User Group.
Editing of Groups Accountsislimited to Balance, Notes and the Delete option. Shared Accounts can be freely
created, and can fully be edited as explained below.
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x Shared Account

Name

ICT Department

Parent Account

Staff

Access control

Groups

administrators
managers

Balance
0.00

Notes

Delete when transaction and job history
is cleaned

OK Cancel

Figure 4.50. Admin Web App: Account - Edit

The Name must be case insensitive unique for parents and for children within a parent. For instance, the fol-
lowing Par ent \ Chi | d name combinations can coexist: A\ C, B\ C, C\ C. Shared and Group Accounts have
different name spaces, so account name “A” can exist as Shared and Group Account. A . " (point) character
can not be part of an account name.

Group Accounts cannot act as Parent Account. Therefore the Parent Account must be a Shared Account.

An Account that acts as Parent Account for other accounts can have no Parent Account itself.

In the Access control section names of User Groups can be entered, whose members can use this account
to charge (printing) costs on. See Section 3.5.5, “Print Job Settings’ [46] and Section 3.5.8, “Delegated Print
Edit” [51].

A new Balance value results in a financial transaction that corrects the previous account balance. See Sec-
tion 3.8.2, “Transactions’ [65].

Tick the Delete checkbox to delete the Account. Thiswill bealogical delete aslong astransactions are present.
Any logical deleted Account will be physically deleted from the database when no related transactions are
present anymore. This situation will automatically occur when you enabled automatic backup in combination
with the delete of old account transactions. See Section 4.11.12, “Backups’ [155].

» A delete of a parent account cascades to all of its child accounts. An un-delete does not.

Pressthe OK button to commit the changes and return to the Account List.

The Cancel button brings you back to the Account List without changing anything.

4.7. Queues

Queues are print-in channels for acquiring SafePages.
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4.7.1. Queue List

After atap on the Queues button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

Queues

Select and Sort

New
1 n
i

| N,

IPP Printer (reserved)
ipps://192.168.1.35:8632/printers/
192.168.1.0/24

Dec 31, 2012 ~ Nov 14, 2015
1,922 jobs, 4,939 pages, 1.4 GB

trusted

lairprint untrusted
AirPrint (reserved)

Apr4, 2013 ~ Aug 15, 2015
54 jobs, 243 pages, 155.6 MB

Figure4.51. Admin Web App: Queue- List

 All non-deleted queues are listed alphabetically by default. A different selection and sorting can be entered: see
Figure 4.52, “Admin Web App: Queue - Select and Sort” [108].

* Pressthe New button to create and edit a new queue.

» Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

» Anentry isdisplayed for each queue, with identifying data and some usage statistics. From top to bottom:
¢ The queue'strust or status (at the top right corner).

The URL Path of the queue. The path is relative to the /printers [317] URL base.

Aninline Line-Graph showing the day pagometers of the printed pages over the last 30 days.

The full IPPS URL variant of the queue.

» SavaPage takes the first 1Pv4 address of the first network interface on the server platform as URL host.
Y ou can overrule this behavior by setting a fixed |Pv4 address or DNS name in configuration item sy s-
tem server. dns- nane.

Optionally, the allowed client |Pv4 and/or 1Pv6 addresses as a CIDR Set.
» The period in which activity was accumulated on the pagometer.
¢ The pagometer of the queue including the number of jobs and bytes printed.
» Tap the Edit button to change or delete the queue. See Section 4.7.2, “Edit Queue” [109]

» The Log button bringsyou to the list of documents printed to the queue. See Figure 4.133, “ Admin Web App:
Document - List” [167]

] | Note

Dueto Admin Privileges certain buttons might not be visible.
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° ‘ Tip

The pagometers of all queues can be reset at Options — Advanced — Reset Pagometers

When applicable, the following icon is shown:

= Queue Journal enabled.
* See Section 4.7.1.1, “Queue Journa” [108].

Table 4.4. Queuelcon

4.7.1.1. Queue Journal

The Queue Journal isthedoc. st or e. j our nal
be enabled.

4.7.1.2. Select and Sort

. i n.print branch of the Document Store. It must explicitly

Queues

Select and Sort

Name

Trust . Trusted  Untrusted

Status . Enabled  Disabled

Deleted - Deleted m
Sorting Descending

Apply Default

Figure 4.52. Admin Web App: Queue - Select and Sort

* Queues can be selected by entering the containing text (fragment) of their URL Path Name.

Tap the Apply button to (re)display thelist.

Select the queue's Trust and (Deleted) Status. The - button will select both option values.
Thelist can be sorted Ascending or Descending on URL Path Name.

A tap onthe Default button resets the selection and sort fields to their default values.
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4.7.2. Edit Queue

IPP Printer

URL Path public

IP addresses allowed

172.16.0.0/24

Trusted

Disabled

Journal

Disabled

Delete when job history is cleaned

oK Cancel

Figure4.53. Admin Web App: Queue - Edit

The URL Path is editable for non-reserved queues. Renaming the URL path name will permanently overwrite

the old name in all related job history records with the new name.

 In response to an | PP Get-Printer-Attributes request the “printer-name” is returned as “ SavaPage-urlpath”.
So, in this example the | PP printer-name will be “ SavaPage-public”.

Enter 1Pv4 and/or |Pv6 address ranges as a CIDR Set at | P addr esses allowed to restrict access to the queue

based on requesting IP address. If the field is empty all requesting IP addresses from private networks are

allowed to print to the queue®, See Section 13.5.2, “HTTP XFF Header Settings’ [221].

Tick the Trusted checkbox to make this a Trusted Queue. When this option is not selected the queue will be

a Public Queue.

Tick the Disabled checkbox to disable access to the queue for al users.

When the Queue Jour nal function isenabled it can be Disabled for this queue. See Section 4.11.13.10, “Doc-

ument Store” [163].

Tick the Delete checkbox to delete the Queue. This will be alogical delete as long as related job history is

present. Any logical deleted Queue will be physically deleted from the database when no related job history is

present anymore. This situation will automatically occur when you enabled automatic backup in combination

with the delete of old document logs. See Section 4.11.12, “Backups’ [155].

Pressthe OK button to commit the changes and return to the Queue List.

The Cancel button brings you back to the Queue List without changing anything.

(4] ‘ | mportant

Somereserved queues like Web Print and Mail Print can not be edited. Other reserved queueslike AirPrint
and Internet Print are untrusted by nature, hence the field Trusted cannot be edited.

*] | Note

IPP printing from public IP addresses is denied by default. You can override this behavior by setting
specific public | P address ranges at | P addr esses allowed.

8| ANA [https://www.iana.org/] reserved the following CIDR ranges for private networks: 10.0.0.0/8, 172.16.0.0/12 and 192.168.0.0/16.
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4.7.3. IPP Routing

The PDF of incoming PostScript documents on a non reserved and driver-print Queue can be routed to a Single
Printer Target that is defined as Custom Proxy Print of the Terminal that matches the client 1P address.

When thei pp. routi ng. enabl e configuration property is enabled (see table below), the following section
appearsin the Edit Queue diaog:

IPP Routing Options

None

{"media-source™:"tray-1"}

Figure4.54. Admin Web App: Queue - | PP Routing Options

Select the Terminal option to enable IPP Routing for this Queue, and optionally enter an IPP key/value map
in JSON format to override printer defaults. In this example |PP attribute nedi a- sour ce is assigned value
tray-1.

€@ | Important

Use IPP attributes for routing and optionally use PPD to |PP Mappingsin the printer PPD Extension File
for the target printer.

I PP Routing Queues are marked with asmall printer icon in the Queue List.

trusted

& Jtrayl

IPP Printer

Figure 4.55. Admin Web App: Queue- List - | PP Routing Queue

For a sample screenshot of the financial transaction see Figure 3.67, “User Web App: Log - |PP Routing Trans-
action” [66].

ipp.routing.enable Enable IPP Routing: Y or N (default)

Table 4.5. Configuration Propertiesfor | PP Routing

See Section 4.11.14, “ Config Editor” [165] on how to set these items.

© | Important

I PP Routing Plug-in instances are called on an IPP Routing event, just before the PDF is send to the Proxy
Printer. These plug-ins edit the PDF, for example by adding a header, footer and QR code® image.

4.7.3.1. IPP Routing Example

1. Alicelogsinto acomputer at the Reception.

» The computer has fixed IP address 192.168.1.50
2. Alice prints the “ Sales Report” document to SavaPage Queue/ trayl
3. The PostScript content is received by SavaPage and converted to PDF.
4. SavaPage noticesthat ...

e /trayl isconfigured for IPP routing.

9 https://en.wikipedia.org/wiki/QR_code
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e Therequester's IP address 192.168.1.50 is linked to Terminal “ Reception”.
» Terminal “Reception” defines a Custom Proxy Print to the Single Printer Target “HP-Reception”.

5. SavaPage decidesto print the PDF to Proxy Printer “HP-Reception”.

6. SavaPage noticesthat an | PP Routing Plug-in instanceis present. Therefore, it callsthe plug-in with the print
job parameters (User id "Alice", Client IP address 192.168.1.50, CUPS printer name “HP-Reception”, Print
Job Name “ Sales Report”, date/time of the print) together with the PDF to be printed.

7. The IPP Routing Plug-in calls a RESTful service of a third-party QR code provider, passes the print job
parameters, obtains the QR code in return, and draws an image of the QR-code on the PDF to be printed.

8. SavaPage prints the PDF as edited by the IPP Routing Plug-in to Proxy Printer “HP-Reception” using the
IPP Routing Optionsof / t ray- 1.

9. Alicecollectsthe printed “ Sales Report” document from the “HP-Reception” printer next to her desk.

4.7.4. Reserved Queues

Dedicated queues are reserved and pre-installed for:
» Thedefault IPP“/ " queue.

e The Raw IP Printer (Port 9100) queue “/ r aw’

» AirPrint

* Mail Print

» Web Print

* Internet Print

* RESTful Print

4.8. Proxy Printers

4.8.1. Proxy Printer List

After atap onthe Proxy Printers button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

SavaPage automatically detects CUPS printer queues, and usestheir unique nameto replicate corresponding Proxy
Printersin its database.

When a printer queue is deleted in CUPS it is real-time detected by SavaPage, and as a result the corresponding
Proxy Printer is marked as not present. Proxy Printers which are not present are hidden in the User Web App,
so they cannot be used for printing.

When a printer queue is renamed in CUPS, two events occur in SavaPage. First, the new name is detected as a
new Proxy Printer, and second, the Proxy Printer with the old name is detected as a deleted CUPS queue. Proxy
Printers which are not present anymore can either be deleted or renamed.

SavaPage selectslocal CUPS printer queues by default. Thisisasensible policy sincelocal CUPS queues are able
to connect to locally attached printers (USB, LPT) or network enabled printers. However, in some odd cases you
might want to proxy print to aremote CUPS queue, i.e. aqueue shared by another machine. In that case you can set
the value of the cups. i pp. r enot e- enabl ed config item to Y. See Section 4.11.14, “Config Editor” [165]
on how to change this value.

Proxy Printers

Select and Sort

C CUPS Synchronize 7 Status

M

Figure 4.56. Admin Web App: Proxy Printer - List Header
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The CUPS button is shown when the browser points to “localhost”, “127.0.0.1", a“.local” address, or to the
intranet | P address of the SavaPage server, and host port matches the configured SavaPage port. Click the button
to open the CUPS Administration web page in a new browser tab.

Click the Synchronize button to synchronize all CUPS printer options to SavaPage. Since SavaPage does not
detect changed CUPS printer defaults, PPD driver and PPD Extension File content (yet), you need to perform
this action after you change any of these parameters.

The Status button is shown when Printer SNMP is enabled. Push the button to refresh toner and printer state
information for all printers.

¥ Xerox AltaLink C8055 disabled

& XEROX-ALTALINK-C8055 * socket://192.168.160.116 + Xerox AltaLink
C8070 MOD_HTO 1.9, 3.123.0 1
_sam|January 18, 2019 12:55:00 AM O « Toner low, Input tray empty
Member of Group : PRINTROOM

Apr 3, 2018 ~ Jun 21, 2018
141 jobs, 700 pages, 368 sheets, 19,3 MB

¥ Xerox D110 active

& XEROX-D110 » socket:/f192.168.160.110 * Xerox D110 Copier/Printer
(SavaPage/HTO 3.12) 1

m|January 18, 2019 12:55:00 AM © « Input tray empty, Paper low

Member of Group : PRINTROOM

Jun 5, 2018 ~ Nov 16, 2018
129 jobs, 839 pages, 516 sheets, 30,9 MB

Figure4.57. Admin Web App: Proxy Printer - List Iltems

All non-deleted Proxy Printers are listed alphabetically by default. A different selection and sorting can be
entered: see Figure 4.58, “ Admin Web App: Proxy Printer - Select and Sort” [115].

Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

An entry is displayed for each Proxy Printer, with several identifying and usage data. Two sample items are
show above (not al data apply). Possible items are, from top to bottom:

e The Proxy Printer status (at the top right corner).

* Thedisplay name (alias) of the printer as shown to the user.

¢ Aninline pagometer Pie-Chart followed by the CUPS printer name, URI and PPD driver name.

» Thered color in the chart represents the number of pages printed. The orange color represents the number
of printed sheets.

« A double-click on the CUPS printer name downloads a text file with detailed printer properties, and is
used by SavaPage devel opers and administrators to debug PPD to | PP mapping issues.

» The PPD Extension File configured in the Proxy Printer Edit Dialog is shown in green: adouble-click on
its name will download the PPDE file. See Appendix K, PPD Extensions [334] and Appendix L, PP
Extensions [348].

* A double-click on the PPD driver name downloads the CUPS PPD file.

¢ When Printer SNM P isenabled, the toner and statusinformation. Click on theicon at the most right to refresh
thisinformation.

¢ The Printer Groups this Proxy Printer is member of.

¢ Aninline Line-Graph showing the day pagometers of the printed pages over the last 30 days.

» Anoptional red colored “ Configuration needed” tag, to remind you to configure at least one (1) of the printer's

Media Sources.

e The period in which activity was accumulated on the pagometer.

e The pagometer of the Proxy Printer including the number of jobs, sheets and bytes printed.

Tap the Edit button to edit the entry. Proxy Printers which are present in CUPS can be edited: see Figure 4.59,
“Admin Web App: Proxy Printer - Edit - Identity” [116]. Proxy Printers which are not present in CUPS can
also be deleted or renamed: see Figure 4.66, “Admin Web App: Proxy Printer - Rename” [121]
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» The Log button brings you to the list of documents printed to the Proxy Printer. See Figure 4.133, “Admin
Web App: Document - List” [167]

» The Home button is shown under the same condition asthe CUPS button. Click to open the CUPS Adminis-
tration web page for the printer in anew browser tab.

Note

Due to Admin Privileges certain buttons might not be visible.

| mportant

The CUPS Administration web page must be accessible as explained in Section 2.3, “ Step 3 - Configure
CUPS and Samba’ [11]. When CUPS authentication is required you can log in with user namer oot or
with a user name that belongs to the admin group.

Tip

The pagometers of all Proxy Printers can be reset at Options — Advanced — Reset Pagometers

Each Proxy Printer in thelist is marked with a primary icon:

v

A non-secure Proxy Printer that anyone can print to.

e See Section 4.11.8, “Proxy Print” [147].

A non-secure Proxy Printer that no one can print to.

e See Section 4.11.8, “Proxy Print” [147].

A secured Proxy Printer whose jobs needs to be authorized with a NFC Card swipe on a
Network Card Reader.

* See Section 4.9.2, “Proxy Print Authentication” [124].
» A referral to the Reader and the enabled release functions are shown in the list item.
A Proxy Printer that can only be used from certain Terminals.

* See Section 4.9.3.1, “Custom Proxy Print” [128].

A Proxy Printer that can only be used from certain Terminals and whose jobs needs to be
authorized with aNFC Card swipe on a Network Card Reader on other Terminals.

A Job Ticket Printer.
e See Section 4.8.2.1, “Proxy Printer Identity” [116].

Table4.6. Primary Printer |cons

When applicable, the following secondary icons are shown:

A PaperCut Managed Printer.
¢ See Appendix N, PaperCut Integration [363].

Print Archive enabled.
e See Section 4.8.1.2, “Print Archive” [114].

Print Journal enabled.
* See Section 4.8.1.3, “Print Journal” [114].

Table4.7. Secondary Printer Icons
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4.8.1.1. Printer SNMP

SavaPage can use the SNM P protocol to query information about networked printers, like type/model, serial num-
ber, toner and operation status. SNMP is disabled by default. Use the configuration items bel ow to enable and set
operationa properties. When SNMP is enabled, printer data are read automatically at the daily maintenance cycle
at 55 minutes past midnight. See Section O.4, “Daily Maintenance” [371].

printer.snmp.enable Enable SNMP: Y or N (default)

printer.snmp.read.trigger-mins Number of minutes since last printer print after which a next print triggers a new SNMP
read of printer data (default 240).

printer.snmp.read.retries Number of retries after SNMP read failure (default 2).
printer.snmp.read.timeout-msec SNMP read timeout in milliseconds (default 1500).
printer.snmp.marker.percent.warn reserved for future use
printer.snmp.marker.percent.alert reserved for future use

Table4.8. Configuration Propertiesfor Printer SNMP

See Section 4.11.14, “ Config Editor” [165] on how to set these items.

@ |Tip
‘ Use Server Command printerSnmp to SNMP query any printer available in the network.

4.8.1.2. Print Archive

ThePrint Archiveisthedoc. st or e. ar chi ve. out . pri nt branch of the Document Store. It must explicitly
be enabled.

4.8.1.3. Print Journal

The Print Journal isthedoc. st ore. j our nal . out . pri nt branch of the Document Store. It must explicitly
be enabled.

4.8.1.4. DNS-SD Printers

Printers that advertise themselves via DNS-SD© (also known as Bonjour / Zeroconf) are not automatically part of
CUPS. Y ou can easily check: printer devices that show up with the Ipinfo -v command do not show up as printer
with the Ipstat -v command.

Add your DNS-SD printers in CUPS by selecting them there from the list of “Discovered Network Printers’.
Make sure to select a Model that uses CUPS filtering and is compatible with your printer. Do not select an IPP
Everywhere variant as Model, as this will give you a"Loca Raw Printer" throughput without filtering and print
job options, which is unusable for SavaPage.

@ |Tip

Placing your DNS-SD printers in a VLAN, which only the SavaPage server can access, prevents these
printers from advertising themselves on user devices. If you subsequently add these DNS-SD printers
in CUPS, users are forced to use them as Proxy Printer in the controlled environment of the SavaPage
User Web App.

10 https://en.wikipedia.org/wiki/Zero-configuration_networking
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4.8.1.5. CUPS Printer Class

A CUPS Classisagroup of printers. When printing to it, CUPS will redirect thejob to one of the printer members.
Which printer would depend on user rights or which printer currently is available.

A CUPS Class appears as aregular Proxy Printer in the list: the number of member printersis enclosed in paren-
thesis, just after its CUPS name.

Y ‘ | mportant

SavaPage requires that CUPS Class members all have the same PPD.

4.8.1.6. Select and Sort

Proxy Printers

Select and Sort

Name Xe
Group
Enabled Disabled

Status

Mode Printer  Ticket

EEmE-

Public Internal

Scope

Deleted Deleted

Sorting Ascending [sIEN LI

Apply Default

Figure 4.58. Admin Web App: Proxy Printer - Select and Sort

 Proxy Printers can be selected by entering a fragment of their CUPS or display Name. So, entering "Xe" will
select both "Xerox AltalLink" and "Xerox D110".

» Select a Status, Mode, Scope or Deleted option. In each case the - button will select both option values.
e Thelist can be sorted Ascending or Descending on display name.

» Tapthe Apply button to (re)display thelist.

» A tap onthe Default button resets the selection and sort fields to their default values.

» The minus button collapses the section.

4.8.2. Edit Proxy Printer
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4.8.2.1. Proxy Printer Identity

RICOH-AFICIO-MPC-7500PS

Display as

Ricoh Aficio MP C7500 PS
Location
2nd Floor

Proxy Printer Groups

Disabled

Internal use

Archive

Disabled

Journal

Disabled

PPD Extension File

Job Ticket Printer

Job Ticket Labels

Apply Cancel

Figure 4.59. Admin Web App: Proxy Printer - Edit - I dentity

» Thetitle bar shows the CUPS Printer Name.

» The Display name and L ocation are editable.

» Multiple Proxy Printer Groups can be entered separated by space, comma, colon or semicolon.
 Tick the Disabled checkbox to disable access to the Proxy Printer for all use.

 Tick the Internal use checkbox to mark the printer for internal use only. Thiswill disable access to the Proxy
Printer from the User Web App, but the printer can still be used for internal print work flow scenarios.

» When the Print Archive and/or Journal function is enabled it can be Disabled for this printer. See Sec-
tion 4.11.13.10, “Document Store” [163].

» The optional PPD Extension File can be selected from a list with . ppde text files with extensions to the
assigned PPD in CUPS. Thisisthe way to map vendor specific PPD optionsto IPP attributes. See Appendix K,
PPD Extensions [334].

» Bytickingthe Job Ticket Printer checkbox the printer will act as Job Ticket Printer and its display namewill be
shown to users with role Job Ticket Creator for printer selection. An entry field is shown where you must enter
the Proxy Printer Group containing the printersthe Job Ticket print job can beredirected to. See Section 4.8.3,
“Printer Groups’ [120] and Chapter 5, Job Tickets Web App [184].

Job Ticket Printer

Proxy Printer Group with compatible redirect printers.

Figure 4.60. Admin Web App: Proxy Printer - Edit -Job Ticket Printer
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This option can not be selected for PaperCut managed printers (awarning message is displayed).

* When the Job Ticket Printer option is not selected, you can still activate Job Ticket Labels, at least when
they are enabled as configuration property: see Section 3.5.9.1, “ Configuration Properties’ [59] (when tags are
disabled, the option is not shown). When this option is activated a user can select a Job Ticket Labels for this
regular proxy printer: see Section 3.5.5, “Print Job Settings’ [46]. The selected labels are shown as CUPS job
ID prefix.

» Pressthe Apply button to commit the changes and return to the Proxy Printer List.
» The Cancel button brings you back to the Proxy Printer List without changing anything.

Y ‘ | mportant

When the content of the PPD Extension File is changed, you must Synchronize the Proxy Printersto take
those changes into effect.

See Section 3.5.9, “Job Ticket Print” [56] for an explanation of Job Tickets and how users can create them. Also
see Chapter 5, Job Tickets Web App [184] and Section A.3.1, “Delegated Print - (Non) Secure & Job Ticket
Scenarios’ [282].

4.8.2.2. Printer Costs

Printer costs are specified per media side and can be set for One-sided and Two-sided prints and differentiated
for B/W (Black and White) and Color printing.

When SavaPage calculates the cost of a Proxy Print job, the two-sided (duplex) page cost is only applied to pages
that are part of a sheet that is printed on both sides. So, for a document with an odd number of pages, the two-
sided cost is not applied to the last page. For example, when a 7 page document is printed as two-sided, the two-
sided cost is applied to the first 6 pages, and the one-sided cost to the last.

Costs are displayed, and can be entered, with a precision (number of decimals) as defined in Section 4.11.10.2,
“General Financial Options’ [151].

Printer costs areirrelevant and ignored in the following cases:

* When thisisa Job Ticket Printer and Job Ticket Media Costs are defined in the PPD Extension File.
» When aprinter is selected from the Job Ticket Print dialog (Job Ticket cost is|eading).

» When PaperCut cost isleading. Thisisthe casefor a PaperCut Managed Printer, and when all conditions below
are met:

e Thisis a Non-Secure Printer (Secure Printing must be enforced by PaperCut). See Section 4.11.8, “Proxy
Print” [147].

» PaperCut Integration is enabled.

« One of these two conditionsistrue:

1. PaperCut Delegated Print Integration [154] is enabled, and a Print Job is not charged to a Personal
Account, but to a Shared Account or viathe Delegated Print - PaperCut Scenario.

2. PaperCut Delegated Print Integration [154] is disabled and Personal Print to PaperCut is enabled,
For a Document Log example, see Figure 3.46, “User Web App: Delegated Print - Group copies’ [52].

4.8.2.3. Media Sources

In case Printer Costs are relevant, you can assign Media Size and Costs to Media Sources.

@ ‘Warning

If no Media Source is configured, ared colored “ Configuration needed” tag will show up for this printer
in the Proxy Printer List and the printer will not be available for printing.
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Media Source

' Cost per media side in EUR

Use B/W as default

Perform B/W conversion locally

Source * One-sided Two-sided
*auto BiwW * Color BW Color
preferred
top 0.0600 0.1200 0.0500 0.1000
Ad - yellow A4

middle 0.0500 0.1000 0.0400 0.0800

A4 - white A4

bottom 0.1000 0.2000 0.0800 0.1600

A3 - white A3

Figure 4.61. Admin Web App: Proxy Printer - Edit - Media Source

The header text “ Cost per mediaside....” is prefixed with the same printer marker icon(s) as shown in the Printer
List.

CUPS printer defaults areindicated in the header with an asterisk (* ). In some odd cases the CUPS printer color
mode default “grayscale” is not correctly transferred as | PP attribute. Y ou can easily correct this behavior by
setting the Use B/W as default option at the top of the M edia Sour ce section. Instead, you can aso use a PPD
to PP mapping to set the default for the IPP pri nt - col or - node attribute: this correction is more basic,
and isimmediately reflected in de default * indicator.

When the Perform B/W conversion locally option is set, grayscale print jobs are converted to B/W before
sending them to acolor capable proxy printer. This setting is needed when you observe that print jobswith color
content are printed in color, despite the Grayscale Color Mode setting in the Printer Settings dialog. Indeed,
some PPDs expect grayscale conversion is done client-side.

» Thisoptionisnot available for a Job Ticket Printer .

The * aut o text below the Source header indicates that the printer supports automatic tray selection based on
media options.

Each entry in the list has a checkbox with the | PP attribute keyword of the Media Source.

Tick the checkbox to enable the media source, and enter a user-friendly name as will show up in the Media
Source picklist of the Printer Settings dialog.

Select the Media Size that is present in the Media Source.
Specify the costs. Notice that only those cost cells are enabled that are applicable for the printer.

Y ou can mark a media source as preferred by pressing the “ Star” button at the left. A preferred source is taken
as default in situations where multiple media sources contain the same requested media size. For instance, in
Job Ticket Redirect Printer settings.

@ | Warning

Depending on the PPD file used for the CUPS printer, some media sources might not be applicable. You
are advised to do some tests to make sure that media sizes are indeed applicable to the media sources
as you intended.
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Job Sheets

tray-2, tray-3 2

Figure 4.62. Admin Web App: Proxy Printer - Edit - Job Sheet Media Sour ces

» When the printer is member of at least one Job Ticket Printer Group, and can therefore act as redirect printer,
a media-source select menu for Job Sheets is shown. Multiple media-sources with assigned media-size can

be selected.

« Whenthisprinter is selected as redirect printer, thefirst Jobs Sheets media-source that matches the requested
job-sheet media size will be selected as default. See Section 5.2.6, “Job Ticket Print” [189].

» The select menu is shown even if org.savapage-job-sheetsis not configured in any job ticket PPDE file.

Apply

manual Manual

Cancel

Figure 4.63. Admin Web App: Proxy Printer - Edit - Manual Media Source

» Costsfor the manual mediasource can not be entered here, but must be specified as described in the next section.

4.8.2.4. Manual Media Sizes

In case Printer Costs are relevant, you can specify the Proxy Printer media costs for the manual media source.
You can either usea Simple or Advanced definition.

Manual Media Size

Cost per media side

B rovence

0.0500

Apply

Cancel

Figure 4.64. Admin Web App: Proxy Printer - Edit - Manual Media Size (Simple)

The Simple definition allows for asingle cost per mediaside. Thisis appropriate for a non-duplex monochrome
Proxy Printer that can handle a single media size (Letter or A4) only.
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Manual Media Size

Cost per media side

One-sided Two-sided

BW Color BW Color

0.0500 0.1000 0.0300 0.0700

us
Letter

Ad
A3 0.1000 0.2000 0.0600 0.1400
A5
cs

us
Legal

Show selected

Apply Cancel

Figure 4.65. Admin Web App: Proxy Printer - Edit - Manual Media Size (Advanced)

Advanced mode is best suited for a duplex color Proxy Printer that can handle multiple media sizes.
» Thelist of supported media sizes is dependent on the Proxy Printer type.

» Usethe check-box at amedia size to enable its custom cost specification.

» Costsfor unspecified (disabled) mediasizesfall back to the Default specification.

4.8.3. Printer Groups

Printer Groups allow administrators to combine Proxy Printer instances so they can be addressed as group by a
singletag. A Proxy Printer can have one or more groups tags. See Section 4.8.2, “ Edit Proxy Printer” [115].

Printer Groups are used to customize access to Proxy Printers. See:
» Section 4.9.2, “Proxy Print Authentication” [124]

» Section 4.9.3.1, “Custom Proxy Print” [128]

Section 4.11.8, “Proxy Print” [147]

» Section 4.8.2.1, “Proxy Printer Identity” [116].

* Section 5.2.1.1, “Job Ticket Group” [185].

] | Note

Printer Group tags are added to the database on first use. Tagswithout Proxy Printer membersareremoved
from the database at the start of the application and thereafter in a Daily Job.

4.8.4. Rename Proxy Printer

When a Proxy Printer is removed from the host system it is marked in the list as not present. When editing new
options appear, asis shown in the screenshot below.
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Rename

Ensure that the new name is identical to the CUPS printer
name (case sensitive).

New name

Replace (delete) existing printer with identical
name

Rename Cancel

Figure 4.66. Admin Web App: Proxy Printer - Rename

» See Figure 4.59, “Admin Web App: Proxy Printer - Edit - Identity” [116] for a description of the basic edit
options.

» Tick the Delete when job history is cleaned button to logically delete the Proxy Printer. It will be physically
deleted from the database when no related job history is present anymore. This situation will automatically
occur when you enabled automatic backup in combination with the del ete of old document logs. Deleting makes
sense if the queue is permanently removed from CUPS, and you don't want the Proxy Printer list in the Admin
Web App to be cluttered with out-of-date "not present” Proxy Printers.

» Pressthe OK button to commit the changes and return to the Proxy Printer List.

» You can change the associated CUPS printer by entering a New name. Renaming makes sense asa mirroring
action of renaming a CUPS queue. After renaming a printer in CUPS, the Proxy Printer associated with the
old CUPS name will be identified by SavaPage as "not present”, and a new Proxy Printer for the new CUPS
queue will be created. At this point you can re-associate (rename) the old CUPS name of the Proxy Printer to
the new one. This will work as long as no job history is already accumulated on the Proxy Printer associated
with this new CUPS name. To overrule this constraint you can tick the Replace (delete) existing printer with
identical name checkbox, so an existing Proxy Printer associated with the same (new) CUPS name will be
deleted and replaced.

» Pressthe Rename button to commit the renaming action and return to the Proxy Printer List.
» Both Cancel buttons bring you back to the Proxy Printer List without changing anything.

(3] ‘ Caution

If SavaPage detects a CUPS queue whose nameisidentical to alogical deleted Proxy Printer, the logical
delete mark will be removed and the Proxy Printer will be re-activated.

4.9. Devices

A Deviceis ahardware component with a dedicated function.

SavaPage defines devices of type Terminal and Network Card Reader. They are identified by 1P address and, in
case of the reader, a port number. The combination of 1P-address and Type must be unique.

] | Note

Although most of the time an IP address will harbor one device type, this constraint does allow that
Terminal and Network Card Reader are combined on asingle physical device.

» A Network Card Reader acts as User Authenticator, either at Login or Proxy Print time.

* A Termina device runs customized SavaPage Web App Sessions overriding global User Authentication and
Proxy Print defaults.

After atap on the Devices button in the main menu this panel is shown. See Section 4.2, “Menu” [79].
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Devices

Select and Sort

New Terminal New Card Reader
a
") CARD-READER-PAMPUS active

— PAMPUS

192.168.1.35:7772 = Next to PAMPUS terminal
Disconnected: Jan 13, 2015 5:39:27 PM

") CARD-READER-RPI active

192.168.1.200:7772 » Raspberry Pl @ Xerox
Connected: Jan 13, 2015 5:39:27 PM

Proxy Print » Fast » Hold = Single Printer + XEROX-
WORKCENTRE-5890

active

¥/ PAMPUS
+— CARD-READER-PAMPUS

192.168.1.35 » Meeting room

PUNTER disabled

192.168.1.36 » Steven's deskiop
Proxy Print * Printer Group * BROTHER (HL-2030-
SERIES, HL-1430-SERIES)

Figure 4.67. Admin Web App: Device- List

All Devices are listed alphabetically by default. A different selection and sorting can be entered: see Figure 4.68,
“Admin Web App: Device - Select and Sort” [123]. Press the New Terminal... or New Card Reader... button
to create anew Device.

Devices are marked with an icon and hold the following items:

) A Network Card Reader used for NFC Card Login at a Terminal.

» The name of the Reader.

» A referra to the Terminal.

* ThelP address, port, and location of the Reader.

» A time-stamp of the last connection attempt with the status connected (green) or disconnected (orange).

1) A Network Card Reader used for NFC Card Proxy Print Authentication.

e Thename, |P address, port, and location of the Reader.

» A time-stamp of the last connection attempt with the status connected (green) or disconnected (orange).
» The Proxy Printer or Proxy Printer Group for which this reader acts as authenticator.

The Print Mode of the proxy printer(s): Fast, Hold, Direct.
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A Terminal with custom settings.
» Thename, IP address and location of the Terminal.
» The Proxy Print or Proxy Printer Group for which this Terminal is entitled to print to.
¥ A Terminal with custom settings and a Network Card Reader used for NFC Card Login.

» The name of the Terminal.

» A referra to the Reader.

» ThelP address and location of the Terminal.

» The Proxy Printer or Proxy Printer Group for which this Terminal is entitled to print to.

*] | Note

Dueto Admin Privileges certain buttons might not be visible.

Devices

Select and Sort

Name

Status . Enabled  Disabled
Type . Reader  Terminal

Sorting LU LI Descending

Apply Default

Figure 4.68. Admin Web App: Device - Select and Sort

» Devices can be selected by entering the containing text (fragment) of their Name. So, entering "CARD-" will
select both "CARD-READER-PAMPUS" and "CARD-READER-RPI".

» Select the Status. The - button will select both Enabled and Disabled devices.

» Select the Type. The - button will select both Reader and Terminal devices.

» Thelist can be sorted Ascending or Descending on device name.

» Tapthe Apply button to (re)display thelist.

» A tap onthe Default button resets the selection and sort fields to their default values.

4.9.1. Network Card Reader

A Network Card Reader device runs the SavaPage Network Card Reader Service.
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4.9.1.1. Custom User Login

x Network Card Reader

Name CARD-READER-PAMPUS
Host/IP 192.168.1.35
Port 7772

Location Next to PAMPUS terminal

Notes

A local network Card Reader Service running on
terminal PAMPUS.

Disabled

) Terminal: PAMPUS

NFC Card Number

m DEC LSB MsSB

OK Delete Cancel

Figure 4.69. Admin Web App: Devices - Network Card Reader - Custom User Login

» A reader is associated to a Terminal in the Terminal dialog. See Section 4.9.4, “Custom User Login” [129].
The associated Terminal is shown here with icon and name.

 Tick Disabled to disable the Device definition.
» Theformat of the NFC Card Number must be specified. See Section B.1, “Card Number Format” [286].

] | Note

A Network Card Reader can be used as NFC Card Login authenticator by just one Terminal.

4.9.2. Proxy Print Authentication

A Network Card Reader can act as print job authenticator for a single Proxy Printer or a Proxy Printer Group.

When the reader device is placed next to the printer device this setup implements Fol | ow- me Pri nti ng*™.

Y https://en.wikipedia.org/wiki/Follow_Me_(printing)
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X Network Card Reader

Name CARD-READER-RPI

Host/IP 192.168.1.200

Port 7772

Location  Raspberry Pl @ Xerox

Notes

P/N: ACR122U-A2 S/N: XX123-998877

Disabled

Proxy Print Authentication

Print Mode

Fast
Hold
Direct
© Fast + Hold

Fast + Direct

Target
Single Printer

Q, XEROX-WORKCENTRE-5890

Printer Group

Q XEROX

NFC Card Number

m DEC LSE MSB

OK Delete Cancel

Figure4.70. Admin Web App: Devices- Network Card Reader - Proxy Print Authentication

Checking the Proxy Print Authentication option shows all the detail options. The Print M ode determines the
authentication scenario. Basically there are three modi: Fast, Hold and Direct. Fast Mode can be combined with
Hold and Direct Mode. See Section 4.9.2.4, “Combining Print Modes” [127].

» Depending on the Print Mode, the name of aSingle Printer and/or Printer Group Tar get must be selected. Which
targets are needed is explained in the Print M ode subsections below.

e Theformat of the NFC Card Number must be specified. See Section B.1, “Card Number Format” [286].
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(] ‘ | mportant

When using Proxy Print Authentication concurrently with the User Web App and User Client you are

strongly advised to use an external database like PostgreSQL . See Chapter 21, Using an External Data-
base [270].

4.9.2.1. Fast Print Mode

Fast Print Mode appliesto a Single Printer and supports the following scenario:

1. User prints one or more jobs to SavaPage. See Chapter 14, SavaPage as Printer [228].

2. User walksto the printer.

3. User swipes NFC token along the reader.

4. Asaresult he getsone (1) printed copy of all SafePages jobs according to the default printer settings.

Expired SafePages documents are skipped and cleared. The expiry period is set in Section 4.11.8, “Proxy
Print” [147]. A user can extend fast job expiry in the User Web App. See Section 3.5.1, “ Printer Selection” [41].

Expired documents whose deletion is not triggered by Fast Print release are eventually deleted during User Home

Clean.

» A Fast Print clears all SafePages after printing.

* This scenario does not need any action in the User Web App. Therefore, it is the shortest way to proxy print
with SavaPage.

o

Caution

Fast Print Mode is meant for straightforward proxy printing without intervening editing. So, when users
open the Web App and perform a Delete or Sort on their SafePages they are supposed to use Hold Print
instead. When a Fast Print istried on edited content, nothing is printed and all SafePages will be cleared
asaresult.

| mportant

When Fast Mode is combined with Hold or Direct Mode, and a Printer Group is specified, one of the
printers from the group must be specified as Single Printer.

Tip

For Fast Mode printers with asingle tray holding A4 media, PPD Extensions can be used to configure an
extravirtual tray for Letter media. See Section K.6.1, “Fast Print A4 and Letter to Single Tray” [346].

4.9.2.2. Hold Print Mode

Hold Print Mode appliesto a Single Printer or Printer Group and supports the following scenario:

1. User prints one or more jobs to SavaPage. See Chapter 14, SavaPage as Printer [228].

2. User opensthe User Web App en proxy printsto either the Single Printer or one of the printers from the Printer
Group.

o U A W

. Asaresult the proxy print job is held.

User walks to the chosen printer.

User swipes NFC token along the reader.

. Asaresult al hold jobs for the printer are printed.
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Expired hold jobs are skipped and cleared. The expiry period is set in Section 4.11.8, “Proxy Print” [147]. A
user can delete hold jobs or extend expiry in the User Web App. See Section 3.3.2.3, “Hold Print Jobs” [29].

Expired hold jobs whose deletion is not triggered by print release or an active user session are eventually deleted
during User Home Clean.

4.9.2.3. Direct Print Mode

Direct Print Mode appliesto a Single Printer or Printer Group and supports the following scenario:

1.
2.
3.

~N o oA

8.
9.

User prints one or more jobs to SavaPage. See Chapter 14, SavaPage as Printer [228].
User opens the User Web App in their mobile device.

User selects either the Single Printer or one of the printers from the Printer Group. See Section 3.5.1, “Printer
Selection” [41].

. User selects printer and job settings.

User walks to the chosen printer.
User presses the Print button in the Web App.

. Asaresult adialog pops up prompting the user to swipe an NFC Card for authentication. See Section 3.5.6,

“Direct Print Release” [50]. User has a 10 second time limit to swipe their card. The time limit is set in Sec-
tion 4.11.8, “Proxy Print” [147].

User swipes NFC token along the reader.
Asaresult thejob is printed.

4.9.2.4. Combining Print Modes

Combining Fast and Hold Print Mode either in one proxy printer, or over different printers, needs special attention.
Namely, if a user creates a Hold Print Job and does not delete the origin SafePages, the same SafePages will
remain the target of a Fast Print, leading to duplicate prints. Asthis may be intended in rare cases, in the majority
of casesthiswill not beintended by the user. To protect the user from unintended duplicate printing the following
rules are applied:

If Hold jobsexist for any printer, aFast Print isonly donewhen Proxy Printing isconfigured to “ Alwaysremove
SafePages after printing”. This way, because all SafePages are cleared after creating a Hold Job, we know for
sure that present SafePages are not part of any Hold Print Job. See Section 4.11.8, “Proxy Print” [147].

As a conseguence, when Proxy Printing is not configured to “Always remove SafePages after printing”, all
SafePages will be ad-hoc cleared after a Hold Print release. This will prevent that, after all Hold jobs are
released at Hold-only printers, and no Hold jobs exist for any printer, remaining SafePages will be Fast Printed
anyway.

The Fast + Hold Print M ode supports the following scenario:

1

2.
3.
4.
5.

User creates a Hold Proxy Print Job.

 All SafePages are removed after printing.

User prints one or more jobs to SavaPage.

User walks up to the Fast + Hold target printer of the Hold Print Job.

User swipes NFC token along the reader.

Asaresult:

a. All Hold jobs for the printer are printed.

b. One (1) copy of all SafePagesjobsis printed with the default printer settings.

When a user created Hold Print jobs for different printers, each supporting Fast + Hold Print Mode, obviously the
Fast Print occurs at the first printer visited.

4.9.3. Terminal

A Terminal runs customized SavaPage Web App Sessions on a specific device.
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Name PUNTER

Host/IP 192.168.1.36

Location  Steven's desktop

Notes

Idle Seconds before auto logout

0

Disabled

Figure4.71. Admin Web App: Devices- Terminal - Custom Proxy Print

» Theldle Seconds befor e auto logout istargeted at public Terminals and is meant to protect users who forget
to logout when done. Enter a number of seconds. the Web App will automatically logout after this period of
inactivity. Enter O (zero) when no auto logout is desirable.

4.9.3.1. Custom Proxy Print

A Terminal can restrict printing to asingle Proxy Printer or Proxy Printer Group. Thisisusually donefor printers
that need to be secured according to global Proxy Print defaults for Non-Secure Proxy Print. When the Terminal
deviceis placed next to a (group of) printer(s), this setup implementsPul | Pri nti ng*?.

Custom Proxy Print

Target
Single Printer

Q

Printer Group

Q

Figure4.72. Admin Web App: Devices- Terminal - Custom Proxy Print

Check the Custom Proxy Print option and search/select the name of a Single Printer or Printer Group Tar get.

™ | Note

A Proxy Printer assigned to aterminal, directly or by Printer Group membership, it can not be accessed
on other terminals.

12 nttps://en.wikipedia.org/wiki/Follow_Me_(printing)
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€@ | Important

Assigning printersto aterminal does not automatically imply that these printers are availableto all users.
Eventually, Printer Access Control, User Roles, User Group Rolesand User Group Privileges, determines
whether or not a user sees a printer.

@ |Tip

A Proxy Printer Group can have membersthat all point to the same printer device. By restricting accessto
each member with Printer Access Control you can show asingle printer with atailored set-up to specific
User Groups.

4.9.4. Custom User Login

Check the Custom User L ogin option to override global User Authentication defaults just for this Terminal.

Custom User Login

Username
Email
2 ID Number
Local NFC Card
Network NFC Card

YubiKey

ID Number

Mask input

Require PIN

") Network NFC Card Reader

CARD-READER-PAMPUS

NFC Card

Require PIN

Self Association

Figure 4.73. Admin Web App: Devices- Terminal - Custom User Login
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Default Login
Username
Email

ID Number

© Network NFC Card

YubiKey

Figure4.74. Admin Web App: Devices- Terminal - Custom User Login - Default
* The options in these section are identical to the ones in Section 4.11.3, “User Authentication” [138] with the

addition of the Network NFC Card option.
» Enter the name of the Network Card Reader below the Network NFC Card Reader label.

4.10. Reports

] | Note

This section contains selections for extra PDF reports and CSV exports, apart from the ones presented
in other sections, like Users. Currently a single report is defined. Please tell us your requirements so we
can add more.

Reports

Users

Print Invoicing

Proxy Print totals of individual users.

Totals

Per Printer, User
Options Jobs  Coples
Pages m Printed

Period

From

To

Groups

Space-separated Groups as Print Job Delegator.

Figure 4.75. Admin Web App: Print Invoicing Report
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Print Invoicing shows the proxy print cost Totals of individual users within a time Period, optionally from
selected User Groups that acted as Delegator in a Delegated Print scenario. Lines are ordered Per User (id) or
Printer, User (Printer display name, User id), and specify the cost total of completed print jobs within the period
and extra data like Delegator Group and total number of Pages ( Sent or Printed), Jobs or Copies per job type,
like duplex/simplex, color/grayscale, page format A4, A3, etc.

4.11. Options

A tap on the Options button in the main menu shows a panel options organized in sections. A tap on one of the
sections expands (or collapsed) the underlying details. Please see the sections below for a detailed description:

Section 4.11.1, “User Source” [131].
Section 4.11.2, “User Creation” [135].
Section 4.11.3, “User Authentication” [138]
Section 4.11.4, “Mail” [142].

Section 4.11.5, “Mail Print” [144].
Section 4.11.6, “Web Print” [146].
Section 4.11.7, “Internet Print” [146].
Section 4.11.8, “Proxy Print” [147].
Section 4.11.9, “Eco Print” [149].
Section 4.11.10, “Financial” [150].
Section 4.11.11, “Integration” [152].
Section 4.11.12, “Backups’ [155].
Section 4.11.13, “ Advanced” [156].

Note

Due to Admin Privileges the Option panel might be disabled and certain buttons not visible.

4.11.1. User Source

This section is about the configuration of external and internal sources for user data and authentication.

User Source

- m LDAP Custom

Apply

Figure 4.76. Admin Web App: Options - User Source

Tap the - button if you do not want to import users from an external source. Remember to enable the Internal
Users feature if you want to acquire any user into the system.

Tap the Unix button if you want to import Unix user accounts defined on the SavaPage host.

Tap the LDAP button to import users from an existing LDAP domain. This includes OpenLDAP, Freel PA,
Apple Open Directory, Novell eDirectory, Microsoft Active Directory and Google Cloud Directory. When this
option is selected the LDAP connection data are shown.

Tap the Custom button if you want to interface with external user sources using custom programs (plug-ins).

Pressthe Apply button to commit the changes.

4.11.1.1. Unix

This option imports user accounts that are setup and defined on the local system as standard Unix accounts or
mapped into the system from a central directory service such as LDAP viansswi t ch. conf and PAM. Most
large established Unix networks will support this option.
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4.11.1.2. LDAP

LDAP (Lightweight Directory Access Protocol) directories usually store information about user and groupsin an
organization. One of the most common uses of LDAP is to provide single sign-on on a network that comprises
multiple platforms and applications. When a network consists of Windows computers only, then an Active Di-
rectory domain can be used. But when there is amix of Windows, Apple and GNU/Linux machines then LDAP
can provided the single source of user, group and authentication information. (It is worth noting that both Active
Directory and Novell eDirectory implement the LDAP protocol).

SavaPage can use an LDAP directory for user authentication and as a source of user and group information. LDAP
can either be enabled at installation time, or by changing the user source at this point. When enabling LDAP,
a number of configuration properties must be specified to allow the application to connect to the LDAP server.
Please ask your LDAP administrator what values to use for the various options.

OpenLDAP

Host Zuiderzee
Port 636

Use SSL

Trust Self-Signed Certificate

Base DN
DC=datraverse,DC=nl

Admin DN
CN=admin,DC=datraverse,DC=nl

Admin password

Figure4.77. Admin Web App: Options- User Source- LDAP

The Server Type determines which LDAP fields are used to get user and group information. Select one of the
following server types that SavaPage supports out-of-the-box:
e OpenLDAP.
* FreelPA.
» Novell eDirectory.
» Apple Open Directory.
» Microsoft Active Directory.
» Google Cloud Directory.
» Thisoption is available when a Google LDAP Client Certificate is present.

When needed it is easy to support other server types by adjusting the fields SavaPage uses for LDAP searches.
Thisisdiscussed in Appendix J, Advanced LDAP Configuration [329].

Enter the |P parameters (for Google Cloud Directory parameters are read-only).

* Enter the hostname or IP address of the LDAP server at the Host prompt.
 Enter the IP port of the LDAP server at the Port prompt. The value defaultsto 389.
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e Tickthe UseSSL checkbox to use encrypted SSL connection to connect to the LDAP server. The LDAP server
requires SSL support to be enabled and should accept connections on the standard LDAPS port 636.

e Check if youwant to Trust Self-Signed Certificate of the LDAP server.
And the regular settings:

» Enter the Base DN of the LDAP server at the Base DN prompt. This is the equivalent of the “suffix” config
setting of the OpenLDAP server. For example, if the domain hosted by the LDAP server is*domain.com” then
the Base DN might be: DC=donmai n, DC=com

The format of the Base DN can differ significantly depending on the configuration. Some older Novell eDirec-
tory installations may require a blank Base DN to operate. Some examples:

DC=nyor gani zat i on, DC=com
DC=nyconpany, DC=co, DC=uk
OU=0r gUni t, DC=domai n, DC=com
DC=l ocal

e The Admin DN isthe DN of the user who has permission to connect to and query the LDAP server. Thisis
typically an administrative user, although it can be a user that only has read-only accessto the LDAP server. An
example of the DN of the Administrator user on aWindows AD domain "domain.com", would be CN=Adni n-
i strator, CN=User s, DC=donai n, DC=com The exact format of the DN depends on the LDAP server.
Some examples:

e Microsoft Active Directory (in organizational unit)

CN=admi ni strat or, OU=0Or gUni t, DC=domai n, DC=com
» Apple Open Directory

ui d=di radmi n, CN=user s, DC=domai n, DC=com

* OpenLDAP, FreelPA

ui d=r oot , DC=domai n, DC=com
ui d=I dapadm n, DC=domai n, DC=com

« Microsoft Active Directory

CN=AdmM ni strat or, CN=User s, DC=donmai n, DC=com
* Novell eDirectory

CN=r oot , DC=donai n, DC=com
CN=l dapadmi n, OU=user s, DC=donai n, DC=com

* The Admin password is the password for the administrator specified in the Admin DN above.

‘Tip

Some LDAP servers are configured to allow “anonymous’ LDAP query access. In these situations, the
Admin DN and Admin password can be left blank.

LDAP fields for alternative authentication
ID Number

employeeNumber
Card Number
pager

Card Format

E DEC LSB MSB

Figure4.78. Admin Web App: Options- User Source- LDAP
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Atthe LDAP fieldsfor alternative authentication section LDAP field names can be entered for the two alterna-
tive user authentication methods | D Number and Card Number, as described in Section 4.11.3, “User Authen-
tication” [138]. Field names are optional and can be left empty. The Card Format is relevant when the Card
Number is specified. See Section B.1, “Card Number Format” [286].

(1) ‘ | mportant
The ID and Card Number must each uniquely identify a user, so make sure that no two users have the

same number. This means that the numbers defined in LDAP should be unique. If SavaPage encounters
anon-unique ID or Card Number that user will not be updated.

¥ | Note

ID Number and Card Number LDAP fields are currently not supported for Google Cloud Directory.

4.11.1.3. Custom

Some organizations use software systems other that Unix and LDAP as the primary source of user data and au-
thentication. In these situations, SavaPage can use custom user Synchronization and Authentication Command
Line Interface (CLI) programs (plug-ins). Program paths are relativeto / opt / savapage/ server/ ext .

Synchronization
custom-sync.sh
Authentication

custom-auth.sh

Figure 4.79. Admin Web App: Options - User Source - Custom

See Section M.5, “User Source Plug-ins’ [361] :

e Section M.5.1, “User Synchronization Plug-in" [362]
» Section M.5.2, “User Authentication Plug-in” [362]

4.11.1.4. Internal Users

With the internal users feature you can directly manage users inside SavaPage. Enabling this feature removes the
obligation to define an external User Source to create and manage Users. Of course you can enable this feature
as an addition to an external source.

Internal users

(7 Internal users can change their
password

Apply

Figure 4.80. Admin Web App: Options- Internal Users

When Internal Users is selected an extra option appears where you can allow internal users to change their
password. See Section 3.10, “User Details’ [69].
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‘Tip

Use the Server Command Tool to batch import internal users. See Section C.1.2, “addinter-
nalUser” [291]

4.11.1.5. Internal Groups

SavaPage has the ability to define internal user groups. Just like internal users these groups are internal to the
SavaPage system. Internal groups are created in addition to groups aready provided by the external user source
and are useful in the following situations:

* You have configured the system to import users from a source that does not support groups.
 You do not have permission to create new groups in the user source.

» You'd like to create small groups just for use within SavaPage and it's not appropriate to great a new group
in the user source.

Internal Groups are defined in a plain text file and composed of members who are either synchronized from the
external user source or who were created asinterna user. A fully annotated template text file is present here:

/ opt / savapage/ server/ data/ conf/internal -groups.txt.tnpl
... copy thisfileto ...

/ opt / savapage/ server/ dat a/ conf/internal - groups. t xt

... and start defining your groups.

Internal Groups are fully emancipated to their external fellows and can be moved in and out of scope. See Sec-
tion 4.5.3, “Add & Remove Groups’ [99].

(X ‘Warning

Internal Groups should have aname distinctive to any groups defined in your external user source. If case
of aname clash, the internal group takes precedence.

4.11.2. User Creation

This section is about the creation and synchronization of external users. Internal Users are created in the User
Web App or with the Server Command Tool. See Section 4.4.5, “ Create Internal User” [96] and Section C.1.2,
“addInternalUser” [291].

User Creation

Import users from group
datraverse

Change group

Synchronization

Update user details

Import new users overnight

Apply

Figure 4.81. Admin Web App: Options- User Creation - Import
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The Import usersfrom group section holds an option to import a subset of users from the source by selecting a
group. Thisoptionisrelevant if you want to restrict access to SavaPage for a subset of external users.

» A tap onthe Change group button shows alist of available groups as seen in Figure 4.82, “Admin Web App:
Options - User Creation - From Group” [136].

» Sdlect agroup from the list and press the Apply button to commit the change, or pressthe Cancel button to
roll it back.

» Usethe [All Users] button to cancel the group restriction.

Import users from group

datraverse

Apply Cancel

[All users]

Figure 4.82. Admin Web App: Options - User Creation - From Group

¢ | Caution

In Active Directory, user group membership comes in two flavors. It can either explicitly be assigned,
or be implied by the user's Primary Group ID, i.e. the RID of the primary group the user is member of.
Because primary group membership isimplicit, the Active Directory APl will return an empty nenber
attribute for this group. When users are explicitly assigned as member to groups the API will return group
members as expected.

For example, because Active Directory sets the Primary Group ID of all users to the built-in “Domain
Users’ group, the Active Directory API will not report any members for the “Domain Users’ group.

This issue is discussed in the following Microsoft Knowledge Base article: https://support.mi-
crosoft.com/kb/275523

¥ | Note

Active Directory supports an advanced feature called “Nested Groups’. Thisalows agroup to have other
groups as member. Since a sub-group can again have sub-group members, nesting can be severa levels
deep. When importing users from a group, SavaPage traverses the nested group tree to collect al con-
taining users.

Delete users that do not exist in
the selected source

Test Synchronize now

Messages

Clear

Figure 4.83. Admin Web App: Options- User Creation - Synchronize

The Synchronization section holds options for the external user synchronization process.

» Tick the Update user details checkbox if you want to overwrite user details in the database with details from
the source.
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([} ) ‘ Caution

An external User will overwrite aninternal User with the same user id: as aresult the User will become
external.

» Select Import new users overnight to automatically synchronize daily at 10 minutes past midnight. See Sec-
tion O.3, “Daily Jobs’ [370].
* Pressthe Apply button to commit the changes.

Pressthe Synchronize now button to manually start a synchronization.

 Tick the Delete usersthat do not exist in the selected source checkbox to (logically) delete usersin the database
that were removed from the source. Note that this checkbox is deselected again after each synchronization.

» Feedback messages from the synchronization process are real-time displayed in the M essages section. Press
the Clear button to remove them.

* Usethe Test button to check the effect of the synchronization without updating the database. Messages are
shown with a"test" prefix.

™ | Note

Disabled Active Directory users will not be imported by default. If you want to change this behavior you
can set the value of configurationkey | dap. di sabl ed- users. al | owto Y (or enter an empty value
to fall back to the default). See Section 4.11.14, “Config Editor” [165] on how to change this value.

Tip

To delete all external users, select - as User Source and use Synchronize now with the Delete users
option.

& | Caution

The SafePages of external users not present in the source are deleted.

On demand user creation
At first login

At first print

Apply

Figure 4.84. Admin Web App: Options - User Creation - On Demand

On demand user creation specifies which events, apart from regular user synchronization, will ad-hoc create
new external usersin the database.

* If the user associated with these events is not in the database, SavaPage will check if the user is part of the
User Source and thereby a sure Synchronized User candidate. If so, it will ad-hoc synchronize the user into
the database.

e Select At first login to ad-hoc create a user when they successfully Login to SavaPage for the first time.

¢ Thisalsoincludesan OAuthloginif the OAuth provider usesthe same (LDAP) user sourcethat is configured
in SavaPage as external User Source. This situation can be configured in the OAuth Plug-in propertiesfile.

e Select At first print to ad-hoc create a user when they print to a SavaPage queue for the first time.
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* Pressthe Apply button to commit the selection.

4.11.3. User Authentication

This sections describes the global defaults for User Authentication.

User Authentication

Persistence

Browser Local Storage

PIN

Users can change their PIN

Trust

Trust User Client

NFC Card

Require PIN

Self Association

Figure 4.85. Admin Web App: Options - User Authentication

The Persistence section holds a options to persist authentication in Browser Local Storage. When enabled, a
successful login to the SavaPage Web App will store an authentication token in the “Local Storage” 13 of the
browser. When the user closes the browser after a successful login and opens it again, login will be automatic,
without the need to authenticate again. Separate authentication tokens are held for the User and Admin Web App
context. See Section 17.1.3, “ Authentication Tokens” [251].

¥ | Note

The presence of an authentication token is essential for the iOS Web Clip to function, and is pure conve-
nience in other environments.

When Browser Local Storage is disabled, authentication persistence is implemented with Web Sessions.

The PIN section holds the defaults for PIN usage.

» When User can changetheir PIN isenabled users are granted the option to change their PIN. See Section 3.10,
“User Details’ [69].

When Trust User Client is enabled User Web App authentication is automatic when:

» Anauthenticated User Client session is present at the same | P address.

» The User Web App is opened with an URL parameter identifying the user from the User Client session. See
Appendix E, URL Cheat Sheet [316].

TheNFC Card section holdsthe defaultsfor card swipeloginsusing al ocal Card Reader or Network Card Reader.

13 ocal Storage is aW3C standard and stores data in the browser with no expiration date. The datawill not be deleted when the browser is
closed, and will be available the next day, week, or year.
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» With Require PIN enabled the user must also provide their associated PIN. This provides additional security
for swipe card logins.

» Whenthe Self Association option isselected, usersare allowed to swipe cards previously not used or registered.
When swiping such an unregistered card, SavaPage will ask the user if to associate the new card to their account.
When the user agrees SavaPage will switch to User Name authentication. After successful authentication the
new card will be registered, thereby replacing any previously associated card. Thisfeature isavailable for User
Web App Login only. See Section 3.1.4, “Card Self Association Dialog” [23].

Login Methods

Username
Email

ID Number
Local NFC Card

YubiKey

Figure 4.86. Admin Web App: Options - User Authentication - Login Methods

In the Login Methods section several login methods can be activated. When a method is activated a detailed
section is shown. Detailed sections are explained in:

e Section 4.11.3.1, “Username Login” [139]

» Section 4.11.3.2, “Email Login” [140]

e Section 4.11.3.3, “ID Number Login” [140]

» Section 4.11.3.4, “Local NFC Card Login” [140]

e Section4.11.3.5, “YubiKey Login” [141]

» Section 4.11.3.6, “Default Login” [141]

Y ‘ | mportant

The globally active Login Methods can be overridden for Access over Internet, and by defining Custom
User Login settings for a specific Terminal.

*] | Note

ID Numbersand NFC Card Numbers can be synchronized with an external sourcelike LDAP, or imported
from file.

4.11.3.1. Username Login

The User name login method allows a Person to use their regular username and password to login.

Username

Show in Dialog

Figure 4.87. Admin Web App: Options- User Authentication - Username L ogin

If the Show in Dialog option is selected, the Username login method is part of the Login dialog. When this option
is disabled this login can only be achieved by use of the | ogi n URL parameter. See Appendix E, URL Cheat
Sheet [316].
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4.11.3.2. Email Login

The Email login method allows a Person to use their email address and password to login.

Email

Show in Dialog

Figure 4.88. Admin Web App: Options - User Authentication - Email Login

If the Show in Dialog option is selected, the Email login method is part of the Login dialog. When this option
is disabled this login can only be achieved by use of the | ogi n URL parameter. See Appendix E, URL Cheat
Sheet [316].

4.11.3.3. ID Number Login

The ID Number login method allows a Person to use their identity number. Identity numbers are convenient
when usernames are too long or cumbersome to enter. For example, rather than entering a username like
“steven.brown-002", it is more convenient to enter the employee or student ID Number “3624".

ID Number

Show in Dialog
Mask input

Require PIN

Figure 4.89. Admin Web App: Options - User Authentication - ID Number Login

If the Show in Dialog option is selected, the ID Number login method is part of the Login dialog. When this
option is disabled this login can only be achieved by use of the | ogi n URL parameter. See Appendix E, URL
Cheat Sheet [316].

When Mask input is set the ID Number will be masked when entered (like a password).

With Require PIN set the user must also provide their associated PIN. This provides additional security for ID
Number logins.

4.11.3.4. Local NFC Card Login

TheLocal NFC Card login method allows a Person to login by swiping an NFC Card acrossal.ocal Card Reader.

Local NFC Card
Show in Dialog

Format

Figure 4.90. Admin Web App: Options - User Authentication - Local NFC Card Login

If the Show in Dialog option is selected, the Local NFC Card login method is part of the Login dialog. When
this option is disabled this login can only be achieved by use of the | ogi n URL parameter. See Appendix E,
URL Cheat Sheet [316].

The Format of the card number must be specified. See Section B.1, “Card Number Format” [286].
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& | Warning
This setting applies to any Local Card Reader hooked up to any device. If a card reader is used that

produces a different format a Terminal definition with a Custom User Login needs to be created for the
device the reader is hooked up to.

4.11.3.5. YubiKey Login

The Y ubiK ey login method allows a Person to login with a Y ubiK ey** Token.

YubiKey

Show in Dialog

Figure4.91. Admin Web App: Options- User Authentication - YubiKey Login

If the Show in Dialog option is selected, the Y ubiKey login method is part of the Login dialog. When this option
is disabled this login can only be achieved by use of the | ogi n URL parameter. See Appendix E, URL Cheat
Sheet [316].

Get the YubiKey API credentials from yubi co.com®®, and enter them as configuration property.

auth-mode.yubikey.api.client-id The YubiKey API client ID.

auth-mode.yubikey.api.secret-key The YubiKey API secret key.

Table4.9. YubiKey Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

4.11.3.6. Default Login

Default Login

Username
© D Number
Local NFC Card

YubiKey

Figure 4.92. Admin Web App: Options- User Authentication - Default Login

Select the Login method that is displayed as default in the Login dialog.

4.11.3.7. 2-Step Verification

2-step verification isamethod of confirming auser's claimed identity by utilizing an extrafactor after asuccessful
login as discg;wd in the previous sections. SavaPage uses Time-based One-time Password (TOTP) as described
in RFC 6238™.

14 nttps:/fwww.yubico.com/
15 https://upgrade.yubico.com/getapikey/
16 nttps:/itool s.ietf.org/html/rfc6238
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Google Authenticator!’ is awidely used app to generate TOTP code, is widely used app to generate TOTP code,
but Free and Open Source Software implementations like andOTP® are also available.

2-Step Verification

Enabled

Figure4.93. Admin Web App: Options - User Authentication - 2-Step Verification

When 2-step verification isenabled, users can open the Authentication Dial og to activate their TOTP secret. Then
they can utilize their Authenticator app to generate TOTP codes by scanning the QR-code. Or instead, if Telegram
TOTP is enabled (see table below), they can choose to have SavaPage send a TOTP code to their Telegram ID.
See Section 3.10.2, “ Telegram Configuration” [70].

user.totp.issuer Issuerinot paut h: //tot p/ [i ssuer] URI. Whenvoid (default) the Com-
munity Member name is used.

user.ext.telegram.totp.enable Setto Y (default) or N, to enable/disable sending TOTP codeto user Telegram ID.
Table 4.10. 2-Step Verification I ssuer Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

] | Note

2-step verification is not applied when login to the Web App is implicit because of a redirect from a
trusted OAuth provider, or trusted and authenticated User Client, or because of aOne-Time Authentication
Token.

4.11.4. Mall

This section holds the settings for outgoing mail.

Mail
SMTP
Host smip.xs4all.nl
Port 465
s
User Name
Password
Apply

Figure 4.94. Admin Web App: Options- Mail - SMTP

7 nttps://en.wikipedia.org/wiki/Google_Authenticator
18 https://f-droid.org/en/packages/org.shadowice.flocke.andotp/
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Enter the SM TP connection parameters:

» Thehost name or IP address of the Host.

» ThelPport a Port. The standard SMTP ports are: 25 (insecure), 465 (SSL/TLS) and 587 (STARTTLS). The
value defaultsto 465 (SSL/TLS).

« Select the connection security: - for an insecure connection, and STARTTL S or SSL/TL S for a secure
connection. TLSv1, TLSv1.1 and TLSv1.2 are supported.

» Enter the User Name and Password if authentication is required.

Messages
Sender address

admin@datraverse.nl
Sender name
Datraverse B.V.
Reply to address
no-reply@datraverse.nl
Reply to name

DO NOT REPLY

Apply

Figure 4.95. Admin Web App: Options- Mail - M essages

The M essages section holds the sender and reply parameters used for email messages send by the system:
» Sender address: enter avalid email address representing the sender of the message.

» Sender name : the name default to SavaPage.

* Reply address: enter avalid email address the recipient can reply to.

* Reply to name: the nameto reply to.

Pressthe Apply button to commit the changes.

Send a test message. Press the Test button
after you applied the changes.

To

Test

Figure 4.96. Admin Web App: Options- Mail - Test

Check if all mail parameters are valid by sending atest email.

» Enter avalid email address to send a message To and press Test. Check the mailbox of the recipient to see
if the message arrived.

Timeout and timing parameters can be configured as shown in the table below.

mail.smtp.connectiontimeout Timeout inmillisecondsuntil an SMTP connection isestablished. De-
fault: 5000.
mail.smtp.timeout Timeout in milliseconds to send mail messages after the SMTP con-

nection is established, i.e. maximum time of inactivity between two
data packets. Default: 5000.

19 STARTTLSisaway to take an existing insecure connection, and upgrade it to a secure connection using SSL/TLS.
20 531 and TL'S both provide away to encrypt the communication between a client and a server computer. TLS is the successor to SSL and
theterms SSL and TL S are used interchangeably.

143



Admin Web App

mail.smtp.debug Enable (Y) or disable (N) extra logging for troubleshooting SMTP
problems. Default: N.

mail.outbox.poll.heartbeat-msec Heartbeat (milliseconds) to poll the store-and-forward mail outbox
for new messages. Default: 10000.

mail.outbox.send.interval-msec Interval (milliseconds) between sending each mail message. A rea-

sonable interval is needed to prevent mail being qualified as spam by
the SMTP host. Default: 1000.

Table4.11. Mail Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

4.11.5. Mail Print

Mail Print isan implementation of Driverless File Transfer Print which allows usersto print documents by mailing
themto SavaPage. The email addressfrom the sender isused to find the corresponding Person. See Section 15.1.14,
“Mail Print Authentication” [243].

? | Note

Mail Print maps to the reserved Queue/ mai | pri nt .

Mail Print

Allow users to mail documents

IMAP

Host imap.example.com

Port 993

STARTTLS SSLTLS

User Name
savapage
Password

Inbox
Inbox
Trash

Trash

Figure 4.97. Admin Web App: Options- Mail Print (IMAP)

Check the Allow user to mail documents to enable the Mail Print function. Then enter the IM AP connection
parameters:

» The host name or | P address of the Host.

e TheIP port at Port. The standard IMAP ports are: 143 (insecure), 993 (SSL/TLS) and 143 (STARTTLS).
The value defaultsto 993 (SSL/TLS).

144



Admin Web App

* Select the connection security: - for an insecure connection, and STARTTLS or SSL/TL S for a secure con-
nection.

» Enter the User Name and Password for the required authentication.

© |Important

The IMAP host must support the IDLE Command, which is awidely implemented standard extension to
the core IMAP protocol. See RFC2177%%,

Print jobs are read from the | nbox and moved to the Trash folder after processing. Enter the name of both folders:

* Inbox : the name of the Inbox folder.
* Trash : the name of the Trash folder.

¢ When Trash is a sub-folder, enter a point separated folder path. For instance, when Tr ash is a sub-folder
of I nbox, enter: | nbox. Trash

Maximum attachment size (MB)
5
Maximum attachments

1

Apply Test

Off

Figure 4.98. Admin Web App: Options- Mail Print (Attachments)

Limit the print job size per email message by setting the Maximum attachment size (MB) and Maximum at-
tachments. Use integers as value. Leave empty to allow unlimited size.

» Pressthe Apply button to commit the changes.

* Pressthe Test button to test the connection. A feedback message will be displayed with the result.

e Usethe flip-switch to turn the Mail Print service On and Off . Note that after disabling the serviceit is auto-
matically turned Off .

¥ | Note

» Because Mail Print isan open channel, SavaPage does not reply to unknown users.
For uploaded filetypesthat do not have apage size defined (HTML, TXT) the default paper sizeisused.
The Report Font is used for plain text files (TXT).

e See Section 14.9.1, “Processing Driverless PDF Transfer” [237] on how mailed PDF documents
are processed.

« When no file attachments are present the message body is printed.

print-imap.content.eml.detain Temporarily detain any printed message body as . el file in the VM
Temporary Files folder. OFF = never detain (default), ON = always detain,
AUTO= detain when conversion to pdf viaht m producesst der r mes-

sages.

Table4.12. Mail Print Configuration Properties

2L https:/itools.ietf.org/html/rfc2177
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See Section 4.11.14, “Config Editor” [165] on how to set these properties.

4.11.6. Web Print

Web Print is an implementation of Driverless File Transfer Print which allows users to print documents to Sava-
Page by simply uploading them from their User Web App. See Section 3.11, “Upload” [75].

¥ | Note

=l

Web Print maps to the reserved Queue / webpri nt .

Web Print

Allow users to upload documents

Maximum document size (MB)
10

IP addresses allowed

Enable Drag & Drop

Apply

Figure 4.99. Admin Web App: Options- Web Print

Check the Allow user to upload documents to enablethe Web Print function. Then enter therestriction parameters:
» Limit the print job size by setting the Maximum document size (M B). Use an integer as value. Leave empty
to allow unlimited size.

* Enter IPv4 and/or 1Pv6 address ranges as a CIDR Set at | P addr esses allowed to restrict upload based on the
requesting I P address. If thefield isempty all requesting | P addresses are allowed to upload. See Section 13.5.2,
“HTTP XFF Header Settings’ [221].

» Enable Drag & Drop creates a Drop Zone in the User Web App main view. See Section 3.12, “Upload Drop
Zone” [76].

*] | Note

See Section 14.9.1, “Processing Driverless PDF Transfer” [237] on how uploaded PDF documents are
processed.

4.11.7. Internet Print

Secure Driver Printing to SavaPage over public Internet is activated when port 443 of a public IP address is
forwarded to port 8632 of the private intranet | P address of the SavaPage server. To authenticate the requesting
user a special Printer URI format is used:

i pps://[host]/printers/internet/[nunmber]/[uuid]

... where[ host ] isthe public DNS name or IP address, and [ nunber] and[ uui d] arethe D Number and
UUID of the user. See Section 4.4.4.5, “ID number” [93], Section 4.4.4.6, “UUID” [94] and Appendix E,
URL Cheat Sheet [316].
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Internet Print

IPP protocol:/fauthority of the Internet Printer
Device URI:

ipps:/lexample.com

Apply

Figure 4.100. Admin Web App: Options- Internet Print

Enter thepr ot ocol : // aut hori t y of theInternet Printer Device URI as shown to usersand pressthe Apply
button to commit. When the value isleft blank userswon't be able to see their private Internet Printer Device URI.
See Section 3.10.1, “Internet Printer” [70].

© |Important

Internet Print maps to the reserved Queue/ i nt er net . To accept prints from specific |P addresses see
Section 4.7.2, “Edit Queue” [109].

& | Caution

Beware that by enabling Internet Print the SavaPage Web Apps are also accessible over public Internet,
so take extra care to protect access to these Apps. See Section 17.2, “Access over Internet” [252].

4.11.8. Proxy Print

Proxy Print

General

Maximum number of copies per job
10
Maximum number of pages per job

20

Delete pages after printing

Select the scope
© Al documents
Selected documents

Selected pages

Show to user

Allow Non-Secure Proxy Print

Restrict to Printer Group (leave empty to allow all
printers)

Figure4.101. Admin Web App: Options - Proxy Print General

The Maximum number of copiesper job restrictsthe number of copiesauser can select in the Print Job Settings.
Enter a positive number.
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The Maximum number of pages per job restricts the number of pages for proxy print jobs. A proxy print job
that exceeds this maximum will be denied. Leave empty to allow unrestricted printing.

To enforce that input documents or pages are deleted after a proxy print, enable Delete pages after printing, and
select one of the options below. Also see Section 3.5.5, “Print Job Settings” [46].

» All documents: al input documents are deleted.

» Selected documents: documents for which pages were printed are del eted.

» Selected pages: al pages selected for printing are deleted.

» Check the Show to user option to inform the user about the delete scope in the Print Dialog.

Check the Allow Non-Secur e Proxy Print option if you want to allow usersto print to any enabled Proxy Printer
from any device. Y ou can optionally restrict non-secure printer access by entering a Proxy Printer Group.

Non-Secure means that users are able to initiate print jobs from locations (desktop, mobile device) remote from
the actual printer. Thisimplies that jobs will sit uncollected at the printer, at least for a while. In the mean time,
prints containing sensitive information may be read by unauthorized eyes. Or jobs may be forgotten at all, adding
up to paper and toner waste.

Any printer that falls beside the non-secure printer pool must be secured by Terminal or Network Card Reader
Devices that have a fixed position at the target printer . See Section 4.9.2, “Proxy Print Authentication” [124]
and Section 4.9.3.1, “Custom Proxy Print” [128].

& | Caution

Configuration item pr oxy- pri nt. r epai r. enabl e is deprecated and will be removed in a next
release. It defaults to N, but if set to Y arepair action is triggered just before a proxy print. The "font
embedding” and overall cleaning of this pdftocairo repair will most likely secure a correct rendering in
those cases where the pdf2ps filter executed by CUPS/Ghostscript will not. Use PDF cleaning during
Driverless PDF Transfer Processing instead.

Tip

Read all about Appendix A, Proxy Print Scenarios [281].

4.11.8.1. Proxy Print Modes

Fast Print Mode
Skip SafePages whose time of creation or renewal
is older than

10 minutes

Hold Print Mode
Skip held jobs whose time of creation or renewal is
older than

60 minutes

Direct Print Mode
Time limit to swipe NFC card.

20 seconds

Figure 4.102. Admin Web App: Options- Proxy Print Modes

The expiration period for each Print Mode can be entered. See:
» Section 4.9.2.1, “Fast Print Mode” [126],
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e Section 4.9.2.2, “Hold Print Mode” [126]
» Section 4.9.2.3, “Direct Print Mode” [127]

4.11.8.2. Proxy Print Delegation

Delegated Print

Enable

Figure 4.103. Admin Web App: Options - Proxy Print Delegation

In this section you can Enable Delegated Print: see Section 3.5.4, “ Delegated Print” [46] and Section A.3, “Del-
egated Print Scenarios’ [282].

4.11.9. Eco Print

Eco Print is a filter that converts PDF pages to images for eco-friendly proxy printing. The result, including ink
and toner savings, is comparable to Ecofont?. There is a difference though. While Ecofont uses True Type Font
technology at the start of the print chain (document editing), SavaPage Eco Print uses bitmap technology at the
end of the chain. Eco Print intelligently punches holes in all non-white areas of the PDF version of a document,
just before proxy printing, downloading or emailing it.

Since Eco Print processes bitmap patterns it is font agnostic and therefore can handle al font types. And, as an
extra, it punches graphics along the way. Contrary to Ecofont, which is a non-free Windows only solution, Eco
Print isa Libre solution that works for al client platforms since filtering is performed server side.

& | Warning
The downside of ad-hoc filtering is performance. Eco Print takes about 3 seconds per page (i5 processor,

300 DPY), but is done unobtrusive in the background and need only be done once per PDF document,
since the result is cached. Anyhow, Eco Print is not suitable for very large documents.

4.11.9.1. Eco Print Examples

A few Eco Print examples are depicted below.

Plain Print:

| Lorem ipsum dolor sit amet,l

| % B AR BT

Eco Print:

| Lorem ipsum dolor sit amet,l

| 7% WiEse Wi @Y, |

Eco Print magnified:

L.orem ipsum dolor sit amet,

s ek BRE

22 https:/iwww.ecofont.com/

[
bRk

149


https://www.ecofont.com/
https://www.ecofont.com/

Admin Web App

Eco Print Graphics:

-

S|

4.11.9.2. Eco Print Settings

Eco Print

Allow users to Eco Print

Proxy Printing Discount Percentage
15

Maximum document size (pages) for
automatic filtering

1
Resolution DPI

300

Apply

Figure 4.104. Admin Web App: Options- Eco Print

Check the Allow usersto Eco Print to enable the Eco Print function. Then specify:
« A Proxy Printing Discount Percentage (integer) to be applied to proxy printing costs as specified for any
Proxy Printer. See Section 4.8.2, “Edit Proxy Printer” [115].

» The Maximum document size (pages) for automatic filtering. In this example the value of “1" means that
any document printed to SavaPage with 1 page is automatically filtered in the background. A value of “3” will
automatically filter incoming documents of 3 pages or less. A value of “0" disables this automatism.

e The Resolution DPI of the Eco Print page image.

4.11.10. Financial

This section holds the options for SavaPage Financial.

4.11.10.1. Currency Code

Currency code

Use the server command line interface to
change the currency.

Figure 4.105. Admin Web App: Options - Financial - Currency
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The 1S0 42172 currency code of the financial subsystem can be entered here during installation. When the ap-
plication status is “ready-to-use” the code can only be changed by using a Server Command. See Section C.1.4,
“changeBaseCurrency” [292].

4.11.10.2. General Financial Options

General

Default credit limit
0.00
Printer cost decimals
4
Decimals used elsewhere

2

Apply

Figure 4.106. Admin Web App: Options- Financial - General

General options are;

» Default credit limit: this is the default value referenced in Section 4.4.4.8, “Financia” [94]. The value
must be zero or greater.

* Printer cost decimals: the number of decimals (max 6) used to specify and display printer costs. See Sec-
tion 4.8.2.3, “Media Sources’ [117] and Section 4.8.2.4, “Manual Media Sizes’ [119].

» Decimalsused elsewher e: the number of decimals (max 6) used to specify financial amounts other than printer
costs (e.g. for displaying user account balance).

?  Note

SavaPage stores financial amounts with a precision of 6 decimals.

4.11.10.3. Point-of-Sale

Point-of-Sale

A comma separated list of payment methods
(leave empty if not required)

CASH,CARD

Receipt header text

Acme Company

Apply

Figure 4.107. Admin Web App: Options- Financial - POS

These are the options for the Point-of-Sale;
e Payment methods:. see Section 7.3, “Deposit” [199].
» Receipt header text: thistypically contains alegal text placed in the Receipt header.

2 https://www.iso.org/i so/home/standards/currency _codes.htm
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4.11.10.4. Vouchers

Vouchers

Header

Pre-Paid Print Card
Footer

Issued by Acme Company

Font

Unifont

Allow users to redeem vouchers

Apply

Figure 4.108. Admin Web App: Options - Financial - Vouchers

These are the options for the VVoucher System:

» Header: the header text of the voucher card.

» Footer: the footer text of the voucher card.

 Font: the font used for the PDF Document with vouchers. See Section 19.2, “Internal Fonts” [259].
* You need to explicitly Allow usersto redeem vouchers.

4.11.10.5. Transfer Funds

Transfer funds

. Allow users to transfer funds to
other users

Allow users to add comments to
manual transfers

Apply

Figure 4.109. Admin Web App: Options- Financial - Transfer funds

These settings apply to Transfer Credit dialog in the User Web App. Check the optionsto Allow usersto transfer
fundsto other usersand to Allow usersto add commentsto manual transfers.

The minimum and maximum amount to transfer are held in the configuration properties fi nan-
cial.user.transfers.anount-m nandfinancial . user.transfers. amount - max. They can
be changed with the Configuration Editor.

4.11.11. Integration

From a user organization point of view, integration means combining separate software components (subsystems)
into one functional system. Currently SavaPage is able to connect to PaperCut to create an integrated Print Man-
agement solution.
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4.11.11.1. PaperCut Integration

PaperCut is a popular print and copy management software product developed by PaperCut Software®®. Some
functions not present in PaperCut can be implemented with SavaPage as pre-processor and integrator. See Appen-
dix N, PaperCut Integration [363].

When PaperCut Integration is enabled, connectivity parameters for the Paper Cut Server (XML-RPC API) and
Paper Cut Database (JDBC) can be entered. Press the Apply button to commit the changes. Press the Test
button to test the PaperCut connectivity: a message confirming the connection status is displayed.

PaperCut Integration

Enable
PaperCut Server

PaperCut Database

Apply Test

Figure4.110. Admin Web App: Options - Paper Cut Integration

PaperCut Server

Host
localhost
Port
9191
Token

Figure4.111. Admin Web App: Options - Paper Cut Server

The Token must match the value of the aut h. webser vi ces. aut h-t oken item in the PaperCut Config
Editor.

PaperCut Database

Driver
org.postgresql.Driver
URL
jdbc:postgresql:/flocalhost/papercut
User
papercut

Password

Figure4.112. Admin Web App: Options - Paper Cut Database

2 https:/fwww.papercut.com/
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Integrate Delegated Print

Apply

Delegator Invoicing

A CSV export from PaperCut of printing
costs for delegators within a time period.

Period

From

To

Group

A space separated list of Accounts (leave
empty to select all)

&) Download

Figure 4.113. Admin Web App: Options - Paper Cut Delegated Print Integration

When Proxy Print Delegation is enabled, the Integrate Delegated Print option is shown. If thisoption is selected,
the Delegator | nvoicing subsection is exposed where printing cost totals for delegators from selected Accounts,
within a certain time period, can be exported. The result is a CSV file with aline for each delegator. Lines are
ordered by user id and specify the cost total within the period and extradatalike account and number of transactions
per job type, like duplex/simplex,color/grayscale, page format A4, A3, etc. See PaperCut User Prints.

*] | Note

For each Delegator line in the CSV file, a"class" is specified, which is one of the user groups used as
selection context for the Delegator total (actually it is the alphanumeric MAX of all contexts involved
in the total). Therefore, "class" is only an indication and does not stand for unique group membership. If
you want to know what has been charged within a certain selection context, you can specify one or more
accounts (classes) as selection.

References:

» Section N.1, “Delegated Print to PaperCut” [363]
» Section A.3.3, “Delegated Print - PaperCut Scenario” [284]
e Section A.3.2, “Delegated Print - Job Ticket - PaperCut - Scenario” [283]

Integrate Personal Print

Apply

Figure 4.114. Admin Web App: Options - Paper Cut Personal Print Integration
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When Proxy Print Delegation is disabled, Integrate Personal Print comes into play. With this setting enabled,
Personal Print jobs are monitored in PaperCut.

References:

e Section N.2, “Personal Print to PaperCut” [367]
» Section A.2.3, “Personal Print - PaperCut Scenario” [281]

4.11.12. Backups

The Backups section shows the backup location and time of the last backup.

Backups

Backup location
lopt/savapage/server/data/backups

Backup last run
July 8, 2015 3:14:18 PM CEST

Backup now

Figure 4.115. Admin Web App: Options - Backups

» Pressthe Backup now button to launch the backup process in the background. The progress and result of the
process is hot echoed real-time in this section, but can be monitored in the Real-time Activity section of the
Dashboard. Also see Section C.4.6, “db-export and db-export-to” [309].
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Automatic Backups

Automatic backups create a weekly snapshot
of the system's database.

Enable automatic weekly backups

Keep backups for

30 days

After the automatic backup delete old data

Delete Document Logs older than
365 days

::::;I:te Account Transactions older

365 days
Delete Application Logs older than

365 days

Apply Database

Figure 4.116. Admin Web App: Options- Automatic Backups

The Automatic Backups section holds options for creating weekly snapshots of the database.

Tick the Enable automatic weekly backups checkbox to enable the process. See Weekly Jobs.
The number of days abackup should be kept, must be entered at K eep backupsfor.

A purge of old log data, executed after the backup, can be activated by selecting the Delete older than check-
boxed for Application Logs, Document Logs and Transaction Logs. Please enter the number of days the logs
should be held.

Pressthe Apply button to commit the changes.

Press the Database button to show a pop-up with the number of documents (received, printed, downloaded)
and transactions in the database.

4.11.13. Advanced

4.11.13.1. User Client Authentication

The User Client uses the system account name of the user to identify itself to the SavaPage server. In a strict
Single Sign-On (SSO) environment, where auser isalready logged in and authenticated as domain user, the system
account name can be trusted by default. In environments where non-domain systems are allowed, local accounts
are not authenticated by domain services, and therefore can not be trusted.
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User Client authentication

Trust system user

Trust User Web App

Admin passkey (leave empty to disable)

Apply

Figure4.117. Admin Web App: Options- Advanced - User Client
User Client uses the system account name as user identification (unless overridden by a command line option).

* When Trust system user isenabled the User Client will trust the system account name.

» When Trust system user is disabled the User Client will pop-up alogin dialog to authenticate the user, unless
the following trust sources are available;

e When Trust User Web App is enabled and the user is already authenticated in a User Web App on the same
IP address, User Client will trust the Web App user as user identification.

* When an administrator usesthe secret Admin passkey in the start-up script it will enforcetrust of the offered
user identification. See Chapter 11, User Client [211].

» Pressthe Apply button to commit the change.

4.11.13.2. User Name Aliases Cache

User Name Aliases are stored in a file whose content is read and cached when the SavaPage service is started.
You can Refresh the cache after you edited the file content.

User Name Aliases

Refresh

Refer to the User Manual for information on how to
configure this function.

Figure4.118. Admin Web App: Options- Advanced - User Name Aliases

4.11.13.3. Admin Password

The Reset internal admin password section is the place to change the master password for the built-in admin
account.

Reset internal admin password

New password

Confirm password

Apply

Figure 4.119. Admin Web App: Options- Advanced - Reset Admin Password
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 Enter the new password twice at New passwor d and Confirm password.

* The password must contain the same minimum number of characters as defined for Internal Users. See Sec-
tion 4.4.5, “Create Internal User” [96].

* Pressthe Apply button to commit the change.

(3] ‘ Caution

Keep the new password at a secure place, sinceit is the master key to your system.

4.11.13.4. IMX Agent

SavaPage runs in a Java Virtual Machine, which has built-in instrumentation that enables client applications to
monitor and manage it with the help of Java Management Extensions (JMX). SavaPage configures the built-in
JMX agent for remote monitoring, so it can be securely accessed by remote client management applications, such
as JavaVisualVM or JConsole.

This section shows the IMX remote process connection string, and enables you to reset the admi n connection
password.

JMX Agent

Monitor the Java VM with a tool that
complies to the JMX specification, like Java
VisualVM. Connect to Remote Process:
192.168.1.35:8639

Reset "admin" password
New password

Confirm password

Apply

Figure 4.120. Admin Web App: Options - Advanced - IMX Agent

JavaVisualVM isthestandard JavaJM X client that wasfirst bundled with the Java Development Kit (JDK) version
6, update 7. It can be found in JDK_HOVE/ bi n, where JDK_HOVE is the directory where the JDK isinstalled.

If JDK_HOVE/ bi nisinyour system path, you can start JavaVisua VM by simply typing j visualvm inacommand
(shell) prompt. Otherwise, you have to type the full path to the executable file.

Since SavaPage enforces SSL for remote JIMX communication, jvisualvm needs to be started with two special
parameters referring to the Java truststore, holding the trusted SSL certificate, and the truststore password.

The shared client directory / opt / savapage/ cl i ent/j nx contains the IMX server certificate j nxr e-

not e. crt,aready tousej nxr enot e. t s truststore, and a sample GNU/Linux and Mac shell script j mxr e-
not e. sh and Windows command filej nkxr enot e. cnd to start jvisualvm with the right parameters.

] | Note

The password of the provided j nxr enot e. t s truststore is: savapage. Of course you are free to
import j mxr enot e. crt into your own truststore and use it with your own password.
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Add JMX Connection

Connection: [192.168.1.35:8639 ]
Usage: <hostname>:<port> OR service:jmx:<protocol>:<sap>

Display name: ISavaPage ]

Use security credentials

Username: [admin ]

Password: I***** ]

[] save security credentials

| cancel|

Figure4.121. Add JM X Connection with Java VisualVM

Add a new JIMX Connection and enter the IP address and port nhumber of the Connection and as shown in the
JMX Agent section, in our case thiswould be 192. 168. 1. 35: 8639.

Enter the Username adm n and the Password as set in the IMX Agent section above. Pressthe OK button to
save the connection and start it from the Java Visua VM Applications pane.

Older JDK versions have JConsole as standard IMX client. If you want to use JConsole copy and edit the scripts
in/ opt/ savapage/ cl i ent/j mx sojconsoleisused instead of the default jvisualvm.

JConsole: New Connection

New Connection

() Local Process:

Mame FID
sun.tools. jconsole. JConsole 3408

(3) Remote Process:

[192.168.1.35:8639 |
Usage: =hostnames: =part= OR service:jmx: =protocal=: =sap=

Connect Cancel

Figure 4.122. Connecting to Remote Process with JConsole

When starting JConsoleit promptsyou to enter the parametersfor the New Connection. Sel ect the Remote Pr ocess
option and enter the IP address and port number as shown in the IMX Agent section, in our case this would be
192.168. 1. 35: 8639.

Enter the Username adni n and the Password as set in the IMX Agent section above. Pressthe Connect button
to open the connection.

Moreinformation about the IMX configuration can befoundin Section 17.5, “ Secured JIM X Connection” [253].

4.11.13.5. Locale

Enter the System Locale string at the L ocale section.
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Locale

Leave empty to accept the system default
"en-US".

Apply

Figure 4.123. Admin Web App: Options- Advanced - Locale

« Theformat of the locale conformsto | ETF BCP 472

» Some examplesare: en, en- GB, en- US, nl , nl - NL, nl - BE.

» You can leave the locale empty to accept the system defaullt.

» Thelocaleisappliedto al system messages which are logged in the system log or send by email.
Pressthe Apply button to commit the change.

¥ | Note
This system localeis not used for the language and country default used in the Web App. The Web App

default is picked up from the local e settings of the Web browser, optionally overruled by thel anguage
and count ry URL parameters. See Appendix E, URL Cheat Sheet [316].

4.11.13.6. Default Paper Size

The Default Paper Size is used as the paper size for the printed document of a Printable File Type which itself
does not have a document structure with a clearly defined page size. These types typicaly include HTML, TXT
and images offered via Web Print and Mail Print. Choose Letter or A4, or accept the system default .

Default Paper Size

Select "default” fo accept the system default
"Letter".

default Letter n

Apply

Figure 4.124. Admin Web App: Options - Default Paper Size

See Section 2.4.1, “ Set Default Paper Size” [15] on how to set the system default.

4.11.13.7. Report Font

The Report Font isused as default font for all PDF reports.

Report Font
Select the default font for PDF reports.

Default

Apply

Figure4.125. Admin Web App: Options - Default Paper Size

2 https:/itools.ietf.org/html/ocpa7
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See Section 19.2, “Internal Fonts’ [259].

4.11.13.8. Converters

Converters are used to convert files offered for printing via Web Print or Mail Print to PDF. Thisis the place to
enable the converters. For installation see:

e Section G.1.1, “XPSto PDF Installation Instructions’ [323]
» Section G.2, “Advanced File Types’ [323]

Converters

LibreOffice 5.1.6.2 10m0(Build:2) (installed)

Enable LibreOffice converter

Enable multiple services

xpstopdf (installed)

Enable XPS to PDF converter

Apply

Figure 4.126. Admin Web App: Options- Converters

When Enable multiple services is checked, the LibreOffice converter acts as multi-threaded load-balancing
service for easy upscaling of conversion throughput. The configuration properties that determine the behavior
of this service are summarized in the table below. The defaults will work fine in most situations. By adding
extrasof fi ce. connecti on. port s you can enhance conversion throughput, as long as hardware resources

permit.

& | Warning

Tuning LibreOffice configuration values is an advanced task. Please consult your SavaPage Community
Representative about which values givethe best performancein your situation. Then usethe Configuration

Editor to change the defaults.

soffice.home The LibreOffice home location. When empty, aprobeto likely candidatesis performed
to retrieve the location. Default: empty.

soffice.profiletemplate-dir When empty, atemporary profile directory is created for each UNO connection process
with its own defaults settings. Otherwise, this configuration property must provide a
profile directory containing customized settings. Thistemplate directory will be copied
to the temporary profile. Default: empty.

soffice.connection.ports A comma/space separated list of TCP/IP portsto loca host LibreOffice (UNO) connec-
tion instances to be launched by SavaPage. Default: 2002,2003

soffice.connection.restart-task-count The number of executed tasksafter which aUNO connectionisrestarted. When O (zero)
the connection is never restarted. Default: 200

soffice.task.queue-timeout-msec Wait time (milliseconds) for aUNO connection to become available for task execution.
Default: 20000

soffice.task.exec-timeout-msec Wait time (milliseconds) for a conversion task to complete. Default: 20000

soffice.respond.retry-msec Retry interval (milliseconds) for host process to respond. Default: 250
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soffice.respond.timeout-msec Wait time (milliseconds) for host process to respond (after retries). Default: 30000
soffice.start.retry-msec Retry interval (milliseconds) for host process to start. Default: 1000
soffice.start.timeout-msec Wait time (milliseconds) for host process to start (after retries). Default: 120000

Table 4.13. LibreOffice Configuration Properties

4.11.13.9. SafePages

Thissection contains advanced optionsregarding encrypted PDF and the expiration of SafePagesinput documents.

SafePages

This option allows Encrypted PDF documents
to be printed to SafePages for Proxy Printing.
Exporting these SafePages as PDF is not
allowed.

Allow Encrypted PDF for Proxy
Printing

These options determine the life cycle of input
documents.

Delete documents at WebApp
logout

Document expiration time (enter zero to
disable)

0 minutes
Expiration time signal (enter zero to disable)

0 minutes

Apply

Figure 4.127. Admin Web App: Options- Advanced - Proxy Printing

* Whenthe Allow Encrypted PDF for Proxy Printing option isenabled, Encrypted PDF documents with Print-
ing as allowed action, are accepted as SafePages. However, SavaPage will protect the encryption of the original
document, i.e. its pages are not allowed to be exported (downloaded or send) as PDF, directly, or as part of a
composite document. When this option is disabled, all Encrypted PDF files are rejected. Encrypted PDF can
be offered by:

« SavaPage as Printer: see explanation in Section 14.10.2, “Printing Encrypted PDF" [239].

* Web Print or Mail Print: host package QPDF must be installed so PDF can be decrypted. If not installed,
Encrypted PDF is rejected despite allowing it with the option above.

« Configuration property print-in.pdf.encrypted.allow with value Y (default) or N is responsible for allowing
Encrypted PDF for Proxy Printing.
» When Delete documents at Web App logout is checked al print-in documents are deleted when the users
logs out.

» Document expiration time manages the input document life cycle. Any document older than the number of
entered minutes is considered expired and will be automatically deleted. For instance, a value of 1440 will
delete the SafePages document 24 hours after it was printed. The expiration time is shown in the Document
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Detailsdialog. The user isnotified by pop-up after an expired document is auto-deleted. User actionisrequired
to close the pop-up. Thisway we are sure the user noticed the delete and expectation is set right.

* When auser logsout and logsin again after sometime, expired documentswill be auto-del eted to begin with,
but the user will not be notified of this event.

« Expired documents whose deletion is not triggered by an active User Session or Fast Print release are even-
tually deleted during User Home Clean.

» Usethe Expiration timesignal valueto signal the user when expiration is due. For instance, avalue of 15 will
mark the document thumbnails with a clock icon in a colored (orange) footer, 15 minutes before expiration.
Thiswill adert the user, so he can do some last minute actions on old documents.

* Pressthe Apply button to commit the changes.

4.11.13.10. Document Store

Document Store

The Document Store is an advanced function
for storing and retrieving incoming and outgoing
documents. Refer to the User Manual for
information on how to configure this function.

Figure 4.128. Admin Web App: Options- Advanced - Document Store

Document Store isageneric solution to store and retrieve different kind of documents. Namely, documents Printed
to SavaPage, Downloaded as PDF or printed to Proxy Printers. Each kind of document is persisted in a separate
storage branch, based on its source or destination.

» Documents are either stored for an extended or limited period of time. These two period types correspond with
two types of stores: Archive for long-term, and Journal for short-term storage.

* When in ause case, Archive and Journal are both applicable for the same branch, the Archive branch takes
precedence to store the document.

» Document Store is persisted on the host file system, as described in Appendix F, File Locations [319]:
path / opt / savapage/ server/ dat a/ doc- ar chi ve and/ opt / savapage/ server/ dat a/ doc-
journal.

« Documents are stored with their metadata in a unique identifying file path of year, month, day, hour and
document UUID. Expired documents are deleted at adaily schedule. Deletion is atechnical operation where
file path branches are pruned according to their timestamp fingerprint % | you want to keep a branch beyond
the time limit, make sure to back-up the corresponding file path in time.

» Stored documents can be retrieved (downloaded) from the Document Log in all Web Apps.

e Currently Print Archive and Print Journal branches are supported for Proxy Print Jobs. When needed other
branches can be implemented.

e Consult Section 4.8.2.1, “Proxy Printer Identity” [116] on how to disable Print Archive and Print Journal
for individual printers.

e See Section 4.5.4.2, “User Privileges’ [101] on how to enable storage access for User Groups.

e Section 3.5.5.1, “Print Archive” [49] shows how the Archive option is presented in the Print Job Settings
dialog.

Use the following configuration properties:

doc.store.enable Setto Y or N (default), to enable/disable the Document Store.

doc.store.free-space-limit-mb The minimum MB of free space needed. When free space falls below thisvalue,
the store will be disabled till more spaceis available. Default: 5000.

%\t athird party deletes a file from the Document Store it has no impact on pruning expired branches. However, as long as the directory
holding the deleted file is present, SavaPage will tell that the document is stored. If, in that case, the document is accessed, retrieval will fail
and an appropriate user message is displayed.
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Configuration property

Archive branch
doc.store.archive.enable
doc.store.archive.out.enable

doc.store.archive.out.print.enable

doc.store.archive.out.print.days-to-keep

doc.store.archive.out.pdf.enable
doc.store.archive.out.pdf.days-to-keep
doc.store.archive.in.enable
doc.store.archive.in.print.enable
doc.store.archive.in.print.days-to-keep
Journal branch

doc.storejournal .enable
doc.store,journal .out.enable

doc.store,journal.out.print.enable

doc.store;journal .out.print.days-to-keep

doc.store,journal .out.pdf.enable
doc.store.journal .out.pdf.days-to-keep
doc.store;journal.in.enable

doc.store;journal.in.print.enable

doc.storejournal.in.print.days-to-keep

Table4.14. Document Store Configuration Properties

Set to Y or N (default), to enable/disable the doc- ar chi ve/ branch.
Setto Y or N (default), to enable/disable the doc- ar chi ve/ out / branch.

Set to Y or N (default), to enable/disable the doc- ar chi ve/ out/ print/
branch.

Number of days a Print Out Archive document is kept in store. Default: 30.
Cleaning isaDaily Job.

reserved for future use
reserved for future use
reserved for future use
reserved for future use

reserved for future use

Set to Y or N (default), to enable/disable thedoc- j our nal / branch.
Setto Y or N (default), to enable/disablethe doc- j our nal / out / branch.

Set to Y or N (default), to enable/disable the doc- j our nal / out/ print/
branch.

Number of daysaPrint Out Journal document iskept in store. Default: 2. Clean-
ing isaDaily Job.

reserved for future use
reserved for future use
Set to Y or N (default), to enable/disable thedoc- j our nal /i n/ branch.

Set to Y or N (default), to enable/disable the doc-j ournal /i n/ print/
branch.

Number of daysaPrint In Journal document iskept in store. Default: 2. Cleaning
isaDaily Joh.

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

4.11.13.11. Telegram Messaging

This option allows SavaPage to send Tel egram27 messages. For instance, 2-Step Verification Codes. In order to
send messages, first follow the steps below to register a Telegram Bot?,

g k~ w DR

toyou, e.g.

Open your Telegram client, search for @Bot Fat her and start a conversation.

Send/ newbot to start the bot setup process.

Send the name of the bot, e.g. “My Org SavaPage bot”.

Send the username of the bot, e.g. “com_example_savapage bot”.

BotFather confirms that a new bot has successfully been set-up and provides the HTTP APl access token

123456789: AAbbCCddEES f GGhhl 1 j j KKI | MVhnOOppQQ

27 https:/iwww.telegram.org
2 https://core.telegram.org/bots
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Telegram Messaging
Enabled

Refer to the User Manual for information on how to
configure this function.

Apply

Figure4.129. Admin Web App: Options - Advanced - Telegram M essaging

Activate Telegram Messaging by checking the Enabled button and by entering the Bot username and accesstoken
as configuration properties (see table below).

Now users can open Telegram Configuration and follow the instructions to initiate a conversation with the
Telegram Bot and register their Telegram ID.

ext.telegram.bot.username Telegram Bot username.

ext.telegram.bot.token Telegram HTTP API access token provided by BotFather.
Table 4.15. Telegram Messaging Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

4.11.13.12. Pagometers

In analogy with the term Odometer, the term Pagometer is coined as an instrument to count the number of
processed pages of SavaPage input and output documents. Pagometers are used to display usage statistics and
Printing Impact from a global viewpoint asin the Dashboard, or in specialized views for User and Users, Queues
and Proxy Printers. The counters can be reset in the Reset Pagometer s section.

Reset Pagometers

This action resets the counters of produced
pages to zero. Please select one or more
pagometers to reset.

Dashboard
Queues
Proxy Printers

Users

Apply

Figure 4.130. Admin Web App: Options- Advanced - Pagometers

* Tick the checkboxes of the pagometers to reset.
» Pressthe Apply button to execute the action.

4.11.14. Config Editor

Most of the SavaPage configuration properties can be edited in dedicated sections of the Admin Web App. How-
ever, many extra properties are present without an editing interface. Luckily a generic Configuration Editor is

165



Admin Web App

available for editing individual configuration properties, so the defaults of "hidden" properties can be changed
when needed.

& | Warning

If you use the Config Editor incorrectly, you may cause serious problems which can only be fixed by re-
installation of the application. Use the Config Editor at your own risk.

Tap the Configuration Editor (advanced) button to start the editor. See Figure 4.131, “Admin Web App: Con-
figuration Editor - List” [166] for a detailed description.

Configuration Editer

If you use the Configuration Editor incorrectly, you may
cause serious problems which can only be fixed by re-
installation of the application. Use the Configuration Editor
at your own risk

Select and Sort

Key
locale
Sorting
Descending
Apply Default

'l

system.default-locale
nl-NL

beheerder

Figure 4.131. Admin Web App: Configuration Editor - List

 All configuration properties are listed aphabetically by default with their key and value. Secret values are
encrypted and shown as* * * * ** * * jn the list, see Section 17.6, “Encrypted Secrets’ [254].

» Push the Select and Sort button to expand (collapse) the section.
» Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

» Sdlect items by entering a fragment) of their key. So, entering "ldap" will select "auth.ldap.port” and
"ldap.schema.group-member-field”.

» Thelist can be sorted Ascending or Descending on name.
» Tapthe Apply button to (re)display thelist.
» A tap onthe Default button resets the selection and sort field to their default values.

» Tap the Edit button to edit the item. See Figure 4.132, “Admin Web App: Configuration Property - Ed-
it" [167].

] | Note

Dueto Admin Privileges the Edit button might not be visible.
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x Configuration Property

system.default-locale

ni-NL

OK Cancel

Figure 4.132. Admin Web App: Configuration Property - Edit

» Thevaue of theitem is shown in the entry field and can be edited. Secret values are shown decrypted.
e Pressthe OK button to commit the change and return to thelist.
» The Cancel button brings you back to List without changing anything.

4.12. Documents

This section is shown after:

« A tap onthe Documents buttoninthe Main Menu : al processed documents are shown.

» Ataponthe Log buttoninthe User List: al documents processed by the selected user are shown. The user's
name is shown in the header and the Select and Sort is within the scope of this user.

» Ataponthe Log buttoninthe Queues List: the Select and Sort isinitialized with, and applied for the selected
Queue.

» Ataponthe Log button in the Proxy Printers List: the Select and Sort isinitialized with, and applied for the
selected Proxy Printer.

4.12.1. Document List

Document Log

Select and Sort

1 <-2 3 4 5 > 106

425114 11:07 AM

& Ricoh Aficio MP C7500 PS
User: rijk

lorem-ipsum

10 pages (5 sheets), 195.9 kB * Job #4092 - Completed *
ISO-A4 » Duplex * € 0.50

Figure 4.133. Admin Web App: Document - List
The list can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

Some samples of other entries...

. HF-Reception 10/9/19 12:09 PM
User : rijk

49 - Test Page

* Auto = 1fa51673-1069-4d12-955¢c-1af2156f0518 « 1 Page
(1 Sheet), 133,2 kB + Job # 50 « Completed * 12:09 PM «
ISO-A4 « Duplex * Grayscale * € 0.0500 » & Personal (1)

Figure 4.134. Admin Web App: Document - | PP Routing
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» A Proxy Print asaresult of |PP Routing. Theentry ismarked as“ Auto” (automatic) with QR code“ 1fa51673..."
delivered by an |PP Routing Plug-in.

» The button at the bottom opens a pop-up with financia details.

@ HP Printer 8/13/21, 2:59 PM
User : rijk

B lorem-ipsum.txt.savapage.84dal301-1cc8-4c0f-
912b-96e95b07648a

* Direct = 2 Pages (2 Sheets) * 25.5 kB * Job # 351 »
Completed * 2:59 PM » |SO-A4 *» Simplex * Color «
Automatic « € 0.09 + & Personal (1)

@ SavaPage » P Completed

Figure 4.135. Admin Web App: Document - Proxy Print Paper Cut Costs

A Proxy Print to a PaperCut managed printer where PaperCut Printer Costs were leading.
» Theleft button at the bottom opens a pop-up with financial details, the right button downloads the Print Journal.
* Note the SavaPage (print supplier) and PaperCut (third-party print manager) icons just above the buttons.

» For a sample screenshot of the financial transaction, see Figure 3.66, “User Web App: Log - Proxy Print Pa-
perCut Transaction” [65].

. P'pl'il'ltBFS.r' 4/2/14 7:58 PM
User: rijk

4003 - test-pages-1-30

30 pages, 27.7 kB * NA-LETTER

- . - 1/1/14 9:29 PM
@ Iprintersfairprint

User: rijk
29 - Datraverse | Software Services
2 pages, 181.6 kB » ISO-A4

@ MailPrinter /10114 3:03 PM
User: rijk

print_1850_DRM.ps

2 pages, 544.3 kB * ISO-A4 « DRM

@ WebPrinter TS TAD PN
User: rijk

soffice-word-2007-xml.docx

1 page, 3.5 kB * NA-LETTER

. PDE 4/25M14 11:19 AM

User: rijk

lorem-ipsum-document * Rijk Ravestein * My Lorem
Ipsum = lorem ipsum

10 pages, 201.2kB +LH+DRM U

Destination: 192.168.1.35

Figure 4.136. Admin Web App: Documents - Print-in - PDF out

Each document is displayed with data depending on itsinput source (SavaPage Print Queue) or output target (PDF
export, Proxy Printer print). From top to bottom:

» Thecreation date at the top right corner.
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Source or destination, shown in a color depending on its type.

¢ A SavaPage Queue, like"/printers/", is displayed in blue (when RAW printed to the default Queue the word
“Printer” is displayed, Driverless File Transfer Print shows “WebPrinter” or “MailPrinter”).

* A PDFisshowningreen.

* A Proxy Printer, like “Ricoh Aficio MP C7500", is displayed in red prefixed with an inline pagometer Pie-
Chart. Thered color in the chart represents the number of pages in the job. The orange color represents the
number of printed sheets.

User: the user id as creator of the document.
The document name, with optionally (PDF export) the PDF author name, subject and keywords.

* In case of aProxy Print Job, icons 5 or E indicate the presence of a Print Archive or Print Journal. Pressing
the“Eye” button at the bottom of the document entry will download the printed PDF. See Section 4.11.13.10,
“Document Store” [163].

* Incaseof aPrint-in Job the B icon indicates the presence of a Queue Journal. Depending on User Privileges,
action buttons are displayed at the bottom of the document entry. Pressing the “Eye” button will download
and pressing the"Cross" button will deletethejournaled PDF. Also see Section 3.8.1.1, “Queue Journal” [64].

The number of pages and size (bytes). With optionally...

¢ The CUPS Job number (Proxy Printer only).

¢ The CUPS printing status. Pending, Held, Processing, Sopped, Canceled, Aborted, Completed (Proxy Printer
only).

e The paper size, like "1SO-A4" (Queue and Proxy Printer only).

e "LH" indicator in case aletterhead was applied (Proxy Printer and PDF only).

e "Duplex" indicator (Proxy Printer only).

« "DRM" indicator when exported PDF was encrypted (PDF only), or printed document was an encrypted
PDF. (Queue only).

» "Denied" indicator when printed document was an encrypted PDF and such printing is not permitted (Queue
only). See Section 14.10.2, “Printing Encrypted PDF” [239].

e Owner ("O") and User ("U") password indicators (PDF only).
Destination (PDF only). The client IP address (PDF Download) or the recipient email address (Send PDF)

Tap the Select and Sort button to expand the section, and select a document Type::

Option - selects all document types: more...

Option In selects documents printed to a SavaPage Queue: more...

Option Out selects documents printed to a Proxy Printer or exported to PDF: more...
Option PDF selects documents exported to PDF: more...

Option Print selects documents printed to a Proxy Printer: more...

Depending on the selected Type, selection and sort options are shown or hidden. However, there are common
selections for all document types as discussed at the screenshot below.
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Document Log

Select and Sort
Type . In out PDF Print Ticket

Document

Period

From

To

Apply Default

Figure4.137. Admin Web App: Documents - Select and Sort - All

» Select aDocument by entering a part (fragment) of its name.

e Select acreation Period by entering a From and To date. Tap the x button after a date to clear it. See this
example Data Selection Dialog.

» Documents can sorted Ascending or Descending by creation Date or Name.

Queue -all -

Sort m Name Queue  Ascending [CLTLUILE]

Figure 4.138. Admin Web App: Documents- Select and Sort - In

As an extrato the common options, the In Type offers:

» A sdlection on Queue.
e A Sort on Queue.

Destination

Letterhead . Yes  No
Sort Name  Ascending (RG]

Figure 4.139. Admin Web App: Documents - Select and Sort - Out

As an extrato the common options, the Out Type offers:

» A selection on Destination.
» A selection on Letterhead.
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Author
Subject
Keywords

Encryption. Yes No

User
password

Owner
password

Sort m Name  Ascending [slEESGNT

Figure 4.140. Admin Web App: Documents - Select and Sort - PDF

As an extrato the Out options, the PDF Type offers:

» A selection on Author.

» A selection on Subject.

» A selection on Keywords.

* A selection on Encryption.

» A selection on User password.
A selection on Owner password.

Printer ‘_’

Active

Job State
Unfinished

Layout . s
Completed

Sort BEICSN Name  Printer  Ascending
Descending

Figure4.141. Admin Web App: Documents - Select and Sort - Print

As an extrato the Out options, the Print Type offers:

e A sdectionon Printer.

» A selection on Job State.
» A sdlection on Layout.

» A Sort on Printer.
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Ticket

Job State -all-

Sort Date Name Printer Ascending
Descending

Figure 4.142. Admin Web App: Documents- Select and Sort - Ticket

The Ticket Type showsasdlightly changed version of the Print Type options:

» A selection on Ticket is added (at the expense of the Printer selection). You can enter any part of a Ticket
Number.

» Selection on Layout is dropped.

4.12.2. Proxy Print Reversal

For a Proxy Print that is Canceled or Aborted a reverse button (at the right) is available in the document item
to adapt counters and refund accounts charged. The button is avaliable for administrators with Editor permission
for Accounts. In case of a Job Ticket print the button is disabled as long as the Job Ticket is Open (its Close
button is not pressed yet).

@ HP-Reception 1/26/21, 12:51 PM
User : rijk

lorem-ipsum.txt

+ Direct = 2 Pages (2 Sheets) « 25.5kB * Job # 11 -
Canceled + 12:51 PM +« ISO-A4 + Simplex « Color =
Automatic « € 0.20 + & Personal (1)

After the refund it looks like this:

® HP-Reception 1/26/21, 12:51 PM
User : rijk

lorem-ipsum.txt

« Direct » 2 Pages (2 Sheets) * 25.5 kB * Job # 11 « Canceled *
Reversed * 12:51 PM « ISO-A4 = Simplex * Color « Automatic *
& Personal € -0.20 (1) » & Personal € 0.20 (-1) » Refunded

See Section A.1, “Proxy Print Costs’ [281].

4.13. Log

After atap onthe Log button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

The Log shows Info, Warning or Error messages for application events.

@ \Tip

The size of the Log can be limited by purging old log data after an automatic database backup. See
Figure 4.116, “Admin Web App: Options - Automatic Backups’ [156].
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Application Log

Select and Sort

Message

Level . Info  Warning  Error

Period

From

To

Sorting m Level  Ascending [REEITNEINT]

Apply Default

Figure 4.143. Admin Web App: Log - List

» All events are listed by default, ordered by descending date.
» Thelist can be traversed by tapping one of the buttons at the pager at the top or bottom of the page.

» A different selection and sorting can be entered: see Figure 4.144, “Admin Web App: Log - Select and
Sort” [173].

Application Log

Select and Sort

1<-2 3 4 5 >

4/23/14 9:43 AM
Info

Database backup successfully written to savapage-
export-2014-04-23T09-43-50.zip

4/23/14 9:32 AM
Info

Cleaned up 1 input document.

4/23/14 9:32 AM
Info

Cleaned up 1 output document.

Figure 4.144. Admin Web App: Log - Select and Sort

» Events can be selected by entering a fragment of the M essage.
» Select the message Level. The - button will select al levels.

» Sdlect the time Period by pushing the From and To labels or entry fields. See date picker dialog is shown at
Figure 4.145, “Admin Web App: Log - Select Date” [174]. Tap the x button after the date to clear it.

e Thelist can be sorted Ascending or Descending on Date or Level .
» Tapthe Apply button to (re)display thelist.
» A tap onthe Default button resets the selection and sort fields to their default values.
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Application Log

Select and Sort

@ Wednesday, April 23, 2014

Apr 2014

Figure 4.145. Admin Web App: Log - Select Date

» Userthe + and - buttonsto select the Month, Day and Y ear.
» Push the Accept button to apply the date.
» Pushthe Cancel button to ignore the date and return to the original setting.

4.14. About

After atap on the About button in the main menu this panel is shown. See Section 4.2, “Menu” [79].

About

Version

License

Community

Support

Java

JavaScript

Host System

Host Packages

Figure 4.146. Admin Web App: About

A tap on one of the options expands (or collapsed) the underlying section. The sections are described in the
paragraphs below.
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4.14.1. Version

The VersionInfo identifiesthe application and database version. Please include thisinformation when you contact
support.

Version

Version details about the current application. Please
include this information when you contact support.

Version
1.4.0-rc (Build 20210810)

Built on
August 10, 2021 at 11:33:01 AM CEST

Database
Apache Derby 10.14.2.0 - (1828579)

Database schema
1.10

Figure 4.147. Admin Web App: About - Version

4.14.2. License

This section displays the license information with related links in green.

License

SavaPage is 0S| Cerlified Open Source Software ,
licensed under the GNU Affero ral Public
License (AGPL) as published by the Free Software
Foundation , either version 3 of the License, or (at
your option) any later version.

SavaPage complies to the General Data Protection Regulation of
the European Union .

Copyright
© 2011-2021 by Datraverse B.V.

Figure 4.148. Admin Web App: About - License

4.14.3. Community

The Community section givesall theinformation about your Community Membership®®. See Figure 4.4, “ Admin
Web App: Dashboard - Membership” [82] for a summary of Membership Status values. See Chapter 23,
SavaPage Community [279] for an explanation about SavaPage Membership in general.

2% Community Membership is checked in a Daily Job.
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Community
Member
SavaPage Demo

Status

Cardholder

Issuer
Datraverse B.V.

Issue date
February 11, 2018

Valid till

February 11, 2019 : 356 days remaining

Version
1.0.0

Participants

500

Users
36

Import Member Card

Figure 4.149. Admin Web App: About - Community

Pressthe Import Member Card button to start the Import Dialog.

x Import Member Card

+ Member Card successfully installed.
+ Uploading Member Card ...

Member Card File

Choose File | savapage-Trial-Company.membercard

Import Clear Back

Figure 4.150. Admin Web App: About - Import Member Card

* Select the Member Card file to be uploaded. The actual file selection trigger differs from browser to browser.
The screenshot above is from the Chromium browser.

e Pressthe Import button to start the import.

» The progress of the import is displayed at the top of the dialog box.
e The Back button brings you back to the Community section.

» Justin case, the Clear button clears the messages and selected file.

™ | Note

Due to Admin Privileges the Import Member Card button might not be visible.
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4.14.4. Support

The Support section showslinksto Community Support and the Help Desk for Registered Members. A download
link for the SAVAPAGE.ppd fileis added in the Printer Driver section.

Support

Community
https://community.savapage.org
https:/fwiki.savapage.org

Members

https://support.savapage.org

Printer Driver

CUPs

Windows
Use a compatible PostScript driver from the printer list

Figure 4.151. Admin Web App: About - Support

4.14.5. Java

This section displays Java runtime information and file |ocations.

Java
VM name Open]DK 64-Bit Server VM
Version 1.8.0_181
Processors 2
Max memory 917.5 MB
java.io.tmpdir /opt/savapage/server/tmp
app.dir.tmp /opt/savapage/server/tmp/savapage
app.dir.safepages /opt/savapage/server/data/internal/safepages
app.dir.letterheads /opt/savapage/server/data/internal/letterheads
i18n cache Clear

Figure4.152. Admin Web App: About - Java

Pressthe Clear button to clear thei18n cache, so changesin custom i18n filesimmediately take effect.
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4.14.6. JavaScript

JavaScript

JavaScript code run in this browser is GNU LibreJS
compliant.

avaScript information

Figure 4.153. Admin Web App: About - JavaScript

JavaScript coderuninthisWeb Appis GNU LibreJS* compliant. Code and license of each JavaScript modulecan
beinspected viathe* JavaScript License Information” dialog that isopened by pressing the JavaScript information

button. See Section 18.1.1, “Libre JavaScript” [257].

4.14.7. Host System

This section displays host name and | P address, the name, version and architecture of the host operating system
and the GNU/Linux parameters described in Section 22.1, “Linux Kernel Parameters’ [273] and Section 22.2,

“Linux User Limits’ [275].

4.14.8. Host Packages

The Host Packages gives version information about the required and optional third-party software installed on

the SavaPage host.

Host Packages
Please consult the User Manual for more information.

CUPS ( required )
2.1.3

Ghostscript ( required )

GPL Ghostscript 9.26 (2018-11-20) Copyright (C) 2018
Artifex Software, Inc. All rights reserved.

ImageMagick ( required )

Version: ImageMagick 6.8.9-9 Q16 x86_64 2019-06-15
http:/iwww.imagemagick.org Copyright: Copyright (C)
1999-2014 ImageMagick Studio LLC Features: DPC
Modules OpenMP Delegates: bzlib cairo djvu ffiw
fontconfig freetype jbig jng jpeg lems Igr ltdl Izma
openexr pangocairo png rsvg tiff wmf x xml zlib

pdftocairo ( required )

pdftocairo version 0.41.0 Copyright 2005-2016 The
Poppler Developers - hitp://poppler.freedeskiop.org
Copyright 1996-2011 Glyph & Cog, LLC

pdffonts ( required )

pdffonts version 0.41.0 Copyright 2005-2016 The
Poppler Developers - hitp://poppler.freedesktop.org
Copyright 1996-2011 Glyph & Cog, LLC

Figure 4.154. Admin Web App: About - Host Packages - 1/3

30 https:/iwww.gnu.org/software/librejs/
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PDF Standard Font
Courier
Courier-Bold
Courier-BoldOblique
Courier-Oblique
Helvetica
Helvetica-Bold
Helvetica-BoldOblique
Helvetica-Oblique
Symbol

Times-Bold
Times-Boldltalic
Times-Italic
Times-Roman

ZapfDingbats

fontconfig ( required )
fontconfig version 2.11.94

Rendering

Nimbus Mono L Regular

Nimbus Mono L Bold

Nimbus Mono L Bold Oblique
Nimbus Mono L Regular Oblique
Nimbus Sans L Regular

Nimbus Sans L Bold

Nimbus Sans L Bold Italic

Nimbus Sans L Regular Italic
Siandard Symbols L Regular
Nimbus Roman Nog L Medium
Nimbus Roman No8 L Medium ltalic
Nimbus Roman No8 L Regular Italic
Nimbus Roman No3 L Regular

Dingbats Regular

Figure 4.155. Admin Web App: About - PDF Standard Font Substitutes - 2/3

qpdf ( optional )

qpdf version 9.1.1 Run gpdf --copyright to see
copyright and license information.

wkhtmitopdf ( optional )
wkhtmltopdf 0.12.5

xpstopdf ( optional )
Installed.

rsvg-convert ( optional )
rsvg-convert version 2.48.9

LibreOffice ( optional )
LibreOffice 6.4.7.2 40(Build:2)

Figure 4.156. Admin Web App: About - Host Packages - 3/3

More information can be found at:

e Section 1.2.1.2, “CUPS’ [3]

e Section 1.2.1.9, “ImageMagick” [5]

e Section 1.2.1.5, “Poppler” [4]

e Section 1.2.1.6, “QPDF” [5]

e Section 1.2.1.7, “wkhtmltopdf” [5]

¢ Section G.1.1, “XPSto PDF Installation Instructions’ [323]
e Section 1.2.1.8, “rsvg-convert” [5]

¢ Section G.2, “Advanced File Types’ [323].

™ | Note

Before xptopdf and LibreOffice can be used they must be enabled. See Figure 4.126, “ Admin Web App:
Options - Converters’ [161].

179



Admin Web App

4.15. Vouchers

‘I

]

Vouchersprovideastraightforward and cost effective solution for usersto upgrade their account balance. V ouchers
are common value tokens in many applications, like for instance pre-paid mobile phones. Unlike solutions that
use smart cards, micro-payments or vending machines, voucher systems require no hardware investment. While
manual processing is needed to generate, print, distribute and sell the voucher cards, redemption is fully end-user
driven and can be processed automatically.

A voucher system isfully integrated in SavaPage, and includes:

* A Web App dialog for administrators to Create V ouchers.
* A Web App dialog for end-users to Redeem Vouchers.
» A Voucher Security safety net for voucher tracking and fraud prevention.

Vouchers

Baich B-1404

Actions

Select and Sort

Apply Default
1 < - 2 3 4 5 > 5
B-1404-0021-0661-4775-7916 used
April 25,2014 1:40:51 PM = rijk
B-1404-0124-4932-1157-0751 valid
B-1404-0128-3386-0943-7590 valid
B-1404-0296-8174-9238-9160 valid

Figure 4.157. Admin Web App: Voucher List

The list shows the vouchers of a selected Batch-1D and the extra selections shown in the next figure.

» Thelistisrefreshed, and the selection applied, after you push the Apply button.
» The Default button resets the selection items to their default values.
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Select and Sort

Number

. Valid Expired

Used in period

From

To

Sort by

m Value User Used  Expired

Direction

Ascending Descending

Figure 4.158. Admin Web App: Vouchers- Select and Sort

Select vouchers by entering:

* Part of their Number.

Their Valid or Expired status.

* Their Remaining or Used status.

Part of the User ID that redeemed any voucher.
» The From and To date of their usage period.

4.15.1. Voucher Actions

] | Note

Due to Admin Privileges this section might not be visible.
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Actions
Batch
Layout A4 2x5
New Expire Delete
Vouchers
Vouchers
Delete expired

Figure 4.159. Admin Web App: Voucher Actions

* New : pops up the dialog to Create Vouchers.
» Delete expired : deletes vouchers whose expiry date is before the current date (today).

When a Batch-ID is selected extra buttons appear:

» Expire: Expires all remaining vouchers of the selected Batch-1D by setting the expiry date to today 00:00.

» Delete: Deletes all remaining vouchers of the selected Batch-ID.

» Vouchers: downloads a printable PDF document with remaining (non-redeemed) vouchers of the selected
Batch-1D according to the selected L ayout.

4.15.2. Create Vouchers

® Create Vouchers

Batch

Allocate a unique 1D to this batch of vouchers.

Batch-1D B-1404

Vouchers

Select the number of vouchers, their value and

expiration.
Number 50
Value 5.00

Expiry Date 2015-04-25

Design
Select the layout for the voucher print.

Layout A4 2x5

Vouchers Close

Figure 4.160. Admin Web App: Create Vouchers
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Enter the data for the batch asfollows:

» Batch-1D: auser defined 1D that will be assigned to all vouchersin abatch. TheID is prefixed to each voucher
number to easily identify its source. A unigue ID should be assigned to each batch.

* Number: the number of vouchersin the batch.

» Value: the monetary value of each voucher.

» Expiry Date: the date after which a voucher can no longer be used. This enforces that vouchers are valid for
alimited period of time.

» Layout: the page format of the PDF output with the number of voucher columns and rows. Some fixed variants
are offered.

Pressthe Vouchers button to create the batch. As aresult:

e« Each voucher in the batch is assigned a formatted random uniqgue number, for example
B- 1404- 0021- 0661- 4775- 7916, and is stored in the database.

A printable PDF document is downloaded with all vouchers from the batch according to the selected L ayout.

4.15.3. Voucher Usage

Thisiswhat end-users should know about vouchers.

* Purchaseavoucher from an authorized person at an assigned location. V ouchersare uniquefor your organization
and cannot be used elsewhere.

» Use aweb browser to open the SavaPage User Web App. After logging in, your current account balance is
shown at the footer bar.

 Push the account balance button to pop-up the User Details dialog, and push the Redeem Voucher button in
the pop-up.

 Enter the voucher Number in the next dialog box and press Redeem . Make sure to enter the number exactly
as listed on the voucher including any dashes (-).

« If you entered the number correctly, the value as shown on the voucher will be transferred to your account and
anew entry will list in your transaction log.
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7

]

The Job Tickets Web App can be accessed by users with role Job Ticket Operator to dispatch job tickets. Job
Tickets are created by users with role Job Ticket Creator in the Print Dialog of the User Web App. Operators
optionally add or edit print options and select a suitable proxy printer to print the job.

The Web App can be reached at ht t ps: // savapage: 8632/ j obti cket s. See Appendix E, URL Cheat
Sheet [316].

5.1. Login

Welcome to SavaPage

Please login as Job Ticket Operator.

User Name

Password

Login

Login with

ID Number NFC Card YubiKey

About Language

Figure5.1. Job Ticket Web App: Login

Thislogin screenis avariant of the User Login screen, with the following exception:

e Theinternal adm n user and Persons with role Job Ticket Operator are allowed to log in. See Section 4.4.4.2,
“User Roles” [92] how to assign admin rights to users.

 After asuccessful login the Open Tickets are shown.

5.2. Open Tickets
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5.2.1. Select and Sort

ﬁ Closed

Select and Sort

User ID Q

Ticket Q

Expiration Descending
Number 10

2 £ 3:135 & 1:60

Figure5.2. Job Tickets: Open Tickets- Select and Sort

A list of pending Job Tickets is shown that refreshes automatically every 60 seconds. The tiny progress bar at the
bottom of the Select and Sort section shows when the refresh is due.

Y ou can pause/resume the refresh by toggling the tiny button at the left of the progress bar.
Y ou can Quick Search Job Ticketsfor asingle User I1D. Leave empty to select al users.

You can Quick Search for asingle Ticket Number. When a User ID is selected, tickets of just this user are
shown. Leave empty to select all tickets.

Tickets are sorted in the following way:

1. Ascending or Descending on Expiration time.
2. Ascending on Submit Date.

3. Ascending on Job Ticket Creator.

4. Ascending on “chunk-index”.

Tickets that have identical valuesfor 1, 2 and 3, are part of asingle chunk, and are displayed together, even if
this exceeds the Number limit of tickets shown. When a chunk contains more than one (1) ticket, the “ chunk-
index” and “chunk-size” are displayed for each ticket in the chunk. For example, for a chunk-size of 3, tickets
in the chunk are marked as: “1/3",“2/3" and“3/3" .

The Number of tickets shown in the list is limited, and can be controlled with a dider. The slider range and
default can be set with configuration properties.

At the bottom right, a small printer and copier icon is shown with the total number of pending print/copy tickets
and number of sheetsto be printed.

5.2.1.1. Job Ticket Group

Select and Sort
— All —

S

UserlD Q Room.2

Figure5.3. Job Tickets: Open Tickets- Group

When one or more Job Ticket printers are member of a Proxy Printer Group, these groups can be used to select
tickets. When a Group is selected, just the tickets from printers that are member of this group are shown. If no
groups are defined in Job Ticket printers, the Group selection is hot visible.
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5.2.2. Ticket List

“ Closed

Select and Sort

& 1:10 & 1:35

@ Print Room

lorem-ipsum.txt
&) Rijk Ravestein * rijk « rijkr@savapage.org

556-C112-BBD9 » 2018-02-25 17:01 » 2018-02-26 09:30 -
2 Pages, 10 Copies (10 Sheets) * Grayscale * A4 » Duplex
+ Portrait = Collate « € 0.80 » Personal € -0.80 (10)

‘@ Print Room Copy
Report 2017
= Rijk Ravestein » rijk - rijkr@savapage org

DC9-11D6-5F5B + 2018-02-25 17:05 * 2018-02-26 14:00 +
10 Pages, 7 Copies (35 Sheets) « Color « A4 » Duplex =
Portrait « Collate = € 5.60 - Klas.1A1 € -2.40 (3) - StafAICT
Department € -2.40 (3) * € -0.80 (1)

Originals delivered by John

Figure5.4. Job Tickets: Open Tickets- List

Each Job Ticket in the list shows a summary of options. Some are marked with outstanding colors.

* For instance, paper size (media) that differs from Default Paper Size (usually A4 or Letter) is marked with an
orange-brown color.

When the page size of the PDF document to be printed differs from the Media Size of the print, both sizes are
displayed. For instance, “A3 > A4 « Scaled” means that the PDF A3 source is scaled down to an A4 print.

Below the details there are buttons for further actions. From left to right:

Settings... shows adialog with a summary of printer settings.

Transactions... shows the Transactions Dialog with accounting details where number of copies can be edited.

Edit... showsthe Edit Dialog, so job options can be changed.
Preview downloads the PDF document to be printed.

Cancel... showsadialog to confirm cancellation of the Ticket. A reason can be entered. After cancellation the
user is optionally notified by email or a Notification Plug-in: see Job Ticket Configuration Properties.

Settle... shows the Settle Dialog, so the job can be charged, when not printed from the Print Dialog, but from
the PDF viewer, after Preview .
Print... showsa Print Dialog with compatible printers to redirect the job to.

Note

When pop-up dialogs are visible, automatic list refresh is paused.

Note

Reopened Job Tickets are marked as such.
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5.2.3. Job Ticket Bulk Actions

The scope of the Cancel All..., Print All... and Close All... isthe visible list selection. This bulk action must
be confirmed in a pop-up.

Do you want to cancel all selected Job
Tickets?

This action cannot be undone.

No, rather not Yes, cancel all

Figure5.5. Job Tickets: Cancel All

Do you want to print all selected Job Tickets?

For every job an appropriate printer is
selected.

No, rather not Yes, print all

Figure5.6. Job Tickets: Print All

— - =y o E —

Do you want to close all completed Job Tickets?

Each ticket in the selection that has been printed and completed
is closed.

No, rather not Yes, close all

Figure5.7. Job Tickets: Close All

The Cancel All... and Close All... actions are enabled by default and can be disabled by setting a configuration
property.

The Print All... action selects a random compatible printer from the Job Ticket Proxy Printer Group for each
Job Ticket.

» The selected printer must support automatic media source selection, since this option will be used for the print
job. In this way, media (implicitly) selected through the job ticket media-source, will be printed from the in-
tended tray.

» The Print All... action is enabled by default and can be disabled by setting a configuration property.

5.2.4. Job Ticket Transactions

This dialog pops up after pressing the Transactions... button in a Job Ticket List Item.

187



Job Tickets Web App

Job Ticket
& Kias.1A1 - 102
Department \ Math 4 €-125
Department
Apply Reset

Figure5.8. Job Tickets: Transactions

The number of copies for each account can be edited. If a number is changed, its transaction cost is hidden and
the Apply and Reset buttons are enabled.

] | Note

A single Personal account transactionisdisplay only. Its copies can be edited in the Job Ticket Edit Dialog
as job option.

5.2.5. Job Ticket Edit

This dialog pops up after pressing the Edit... buttonin aJob Ticket List Item.
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Job Ticket
Copies
Document
Media Size
Page Scaling
Media Type
Double-sided printing

Color Mode

Rotate by 180
degrees

Pages per side
Staple

Punch

Booklet

Media Color

B

Save

Cancel

20

Ad

A4

None

Paper 80 grams

Two-sided (long edge)

Grayscale

Off

Staple (top left)

none

none

Colored

Archive

Figure5.9. Job Tickets: Edit Ticket

Job Ticket Options can be changed (overruled) by the Job Ticket Operator. Costs are recalcul ated after Save.

? | Note

Document displays the page size of the PDF source document. The number of Copies can not be edited
when Print Delegation is applied for more than one account. So, as long as a single account is involved
the number of copies can be edited.

Page Scaling displays the selected value of the print-scaling option.

(0] ‘ | mportant

‘ For Reopened Job Tickets al options are read-only, except for the number of copies.

5.2.6. Job Ticket Print

This dialog pops up after pressing the Print... buttoninaJob Ticket List Item.
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Job Ticket

This job may be printed at one of several possible printers.
Please select a printer from the list below.

@® xeroxD125
Job Sheet A4

Paper 100 grams

< & O

Tray 6: A4 - colored - 100+ gram

Stacker tray 1

Each Set

Xerox D110

Print Cancel

Figure5.10. Job Tickets: Print Ticket

Redirect printers are shown from the Job Ticket Proxy Printer Group, that are compatible with ticket options. See
Section 4.8.2.1, “Proxy Printer Identity” [116].

A selected printer may support the following settings, from top to bottom:

Job Sheet Media Source : pick a source that is configured on the printer to hold the job sheet media-type.

media-type : This setting is taken from the Ticket. It is afixed choice in this context and can only be changed
in the Ticket Edit Dialog. It is displayed for the operator to verify that the correct mediatype isloaded in the
target media source.

media-source: pick a source that is configured on the printer to hold the media-type.
output-bin: pick a suitable output bin.

org.savapage-finishings-jog-offset : select afinishing that shifts“Each Set” in the output-bin from the previous
one by asmall amount (or chose “none”).

After pressing the Print button, constraints are validated. When settings are valid, the dialog closes, and the status
of the Ticket will be shown in thelist as either Pending, Processing, or Completed.

*] | Note

Printer settings are saved in the Web Session, and used as default for next Job Ticket prints.

» Thelast selected printer is used as default for the next print.
» Thelast jog-offset choiceis used as default for all printers.

« Thelast media-source choice of aprinter isused as default, if the requested media size can be assigned
to this media-source. If not, the first (preferred) media-source that is compatible with the requested
mediasizeis used. See Section 4.8.2.3, “Media Sources” [117].
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5.2.6.1. Job Ticket Print Pending

& Print Room Pending  0:03
lorem-ipsum.txt

& Rijk Ravestein « rijk « rjkr@savapage org
1A9-A086-4EBD » 2019-03-21 15:33 » 2019-03-22 08:30 -
2 Pages, 20 Copies (20 Sheets) » Xerox D125 » Job #
13587 * Pending * since 3:34 PM = Grayscale * Ad +
Duplex * Porirait » Collate » € 1.60 » Personal € -1.60 (20)

Figure5.11. Job Tickets: Print Pending

When status is Pending, the job is waiting to be printed. By pressing Cancel , the job will be removed from the
print queue and the Ticket will show status Canceled in thelist.

Optionally the Print Job Supplier and Print Status Supplier are shown at the bottom. In the exampl e bel ow SavaPage
supplied the job and PaperCut, as external print manager, supplied the status. When SavaPage supplies both Print
Job and Status, this information is not shown.

= SavaPage * P Pending (external)

Figure5.12. Job Tickets: Print Pending (external)

] | Note

Thetop right corner of the job ticket entry displaysthe elapsed time since the Print command wasissued.

5.2.6.2. Job Ticket Print Processing

When the jobisactually printing, status Pending changesto Processing. By pressing Cancel printing is stopped,
the job is removed from the print queue, and the Ticket will show status Canceled in thelist.

5.2.6.3. Job Ticket Print Canceled

@ Print Room Canceled  0:09

lorem-ipsum.txt
£ Rijk Ravestein * rijk - rijkr@savapage.org

097-5C0A-BC16 + 2019-03-21 15:43 » 2019-03-22 08:30 «
2 Pages, 1 Copy (1 Sheet) » Xerox D125 + Job # 13589 -
Canceled + 3:44 PM » Grayscale * A4 » Duplex * Portrait «
€ 0.08 » Personal € -0.08 (1)

Figure5.13. Job Tickets: Print Canceled

The print job is canceled. By pressing Close, the Ticket is closed and removed from the list, and the user is
optionally notified by email or aNotification Plug-in. Retry to Print again, optionally to another printer.
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5.2.6.4. Job Ticket Print Completed

‘@ Print Room Completed  0:44

lorem-ipsum.ixt
& Rijk Ravestein * rijk  rjkr@savapage.org

1A9-A086-4EBD = 2019-03-21 15:33 - 2019-03-22 08:30 -
2 Pages, 20 Copies (20 Sheets) » Xerox D125 « Job #
13587 = Completed = 3:35 PM - Grayscale * A4 * Duplex «
Portrait = Collate = € 1.60 « Personal € -1.60 (20)

Figure5.14. Job Tickets: Print Completed

When aticket has been Completed, the proxy print succeeded and the print costs have been settled successfully
with the relevant accounts. By pressing Close, the Ticket is closed and removed from the list, and the user is
optionally notified by email or a Notification Plug-in: see Section 3.5.9, “Job Ticket Print” [56].

Optionally the Print Job Supplier and Print Status Supplier are shown at the bottom. Seeremarksat Section 5.2.6.1,
“Job Ticket Print Pending” [191].

| = SavaPage * F Completed |

Figure5.15. Job Tickets: Print Completed (external)

5.2.7. Job Ticket Settle

This dialog pops up after pressing the Settle... button in aJob Ticket List Item.

Job Ticket

918 select the printer this job was printed to.

L

n O xerox Workcentre 7835 (Color + Dupl...

Xerox Workecentre 7225 (Color + Dupl...
Bettl )

Settle Cancel

Figure5.16. Job Tickets: Settle Ticket
After Settle, the ticket is effectuated without proxy printing. This implements the scenario where the Job Tick-
et Operator prints the attached PDF with an external program, and registers the printing occurrence (including

financial cost) in SavaPage. After settlement, the Ticket is automatically closed and removed from the list. And,
the user is optionally notified by email or a Notification Plug-in: see Section 3.5.9, “Job Ticket Print” [56].

™ | Note

Settle isthe only option to charge a Copy Job Ticket.
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5.3. Closed Tickets

The Closed Ticket List isidentical to the Documents List with animplicit selection of Type Ticket. Here you can
guery Job Tickets that were closed by the Job Ticket Operator, optionally by User ID of the Job Ticket Creator.

e

User ID Q

Select and Sort

Figure5.17. Job Tickets: Closed Ticket List

5.3.1. Job Ticket Refund

In case the print compl eted but costswere incorrectly charged, they can be refunded by pressing the refund button.
The button is disabled as long as the Job Ticket is Open (the Close button is not pressed yet).

test-A4.pdf
L (]
(25 Sheets)

* Ad
Klas.1A1 €

Job Ticket
Do you want to refund the costs?
J A refund makes a reversal for all accounts

% charged.

Xerox V| No Yes
User : rijk
test-Ad.pdf

Figure5.18. Job Ticket: Refund

Refunds are shown in the document transaction details (see screenshot below), and in the transaction list of the
Personal, Group and Shared Accounts involved. See Section 3.8.2, “ Transactions” [65] and Section 4.6.1, “Ac-
count List” [104].

L

Job Ticket

& Klas.1A1 3 15 €-0.75
Klas.1A1 3 -15 €0.75 refund

10 €-0.50

NN

Klas.1A2

&

& Klas.1A2
& -10 €0.50 refund
)

Personal 5 -25 €1.25 refund

5 delegators (25-25 copies) : LO0001 (5-5), LO0002 (5-5), LO0003 (5-5), L0004
(5-5), LOD0O5 (5-5)

Figure5.19. Job Ticket: Refund Transactions

¥ | Note

When both PaperCut | ntegration and Delegated Print with PaperCut [154] are enabled, and the Job Ticket
was printed to a PaperCut managed printer, refund transactions will also be created in PaperCut. See
Section N.1.3, “PaperCut Delegated Print Accounting” [364].

193



Job Tickets Web App

5.3.2. Job Ticket Reversal

In case the print was Canceled or Aborted a reverse button is available to adapt counters and refund accounts
charged. The button is disabled as long as the Job Ticket is Open (its Close button is not pressed yet). Thisis
identical to the option shown in the Admin Web App: see Section 4.12.2, “Proxy Print Reversal” [172].

5.3.3. Job Ticket Reopen

If webapp.jobtickets.reopen.enable is set to Y, a closed single account job ticket that is archived or journaled in
the Document Store can be reopened. This option is active in the Job Ticket Web App only.

* A reopened ticket has the same ticket number as the original with a+ character appended.

» Just the number of copies (initialized to zero) of the reopened ticket can (must) be edited: other PP options
are read-only.

A Print or Settle of areopened ticket is not archived or journalled.

The calculation of the delivery date/time is according to jobticket.delivery-* configuration properties.

» A refunded Ticket can't be reopened.

» Thereopened ticket istied to the Job Ticket Printer of the closed ticket. So, this printer must still be present.

The reopen option is offered with a+ button in the document log item, as shown in the screenshot below.

. Ricoh T7/16/19 7:56 PM
User : rijk

5 test-Ad.pdf

+ O Ticket/Extern INZ/4BF-10B6-6ECD (beheerder) » INZ = 1
Page (1 Sheet), 5,5 kB « ISO-A4 = Simplex « Grayscale = Tray 1 »
€0.1050 + & Personal (1)

Figure5.20. Job Ticket: Reopen Print Ticket

When the + button is pushed, the ticket is reopened and the button disabled to prevent reopening a second copy.
Copy Jobs can be reopened as well, as shown below.

. Ricoh T7/16/19 7:55 PM
User : rijk

= 5 test-letter.pdf

* Ticket/Copy INZ/BCB-6BDD-F140 (beheerder) = INZ * 1 Page (1
Sheet) » ISO-A4 + Duplex » Grayscale » White Paper 80 grams
Tray 1+ € 0.0500 + & Personal (1)

Figure5.21. Job Ticket: Reopen Copy Ticket

The reopened ticket will show up in the Open Ticketslist with zero copies, and thereby the Print and Settle options
will be disabled, as shown in screenshot below.

Ticket
test-A4.pdf

& Rijk Ravestein » rijk - rijkr@datraverse.com

) INZ/4BF-10B6-6ECD+ = INZ » 2019-07-17 19:28 = 2019-
07-19 08:30 + 1 Page * Grayscale * A4 » Simplex = Portrait »
€ 0.0000 - Reopened

Figure5.22. Job Ticket: Reopened Print Ticket
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After the reopened ticket is printed and closed it appears in the Closed Tickets list marked as “Reopened”. Note
that thisinstance isn't archived or journalled, and therefore can't be reopened.

THM7M9 736 PM
@ Xerox D125

User : rijk

test-Ad.pdf

« O Ticket INZ/4BF-10B6-6ECD+ (beheerder) * INZ » 1
Page, 5 Copies (5 Sheets), 5,5 kB + Job # 14226 «
Completed = 7:37 PM = ISO-A4 * Simplex * Grayscale *
Collate = Tray 1 = Tray 1 (Each Set) = € 0.3050 -

& Personal (5) * Reopened

o e

Figure5.23. Job Ticket: Reopened Ticket Printed

5.4. Job Ticket Configuration Properties

jobticket.notify-email.content-type.html Set to Y (default) or N, to send Job Ticket email notifications as "text/html" (Y)
or "text/plain (N).

jobticket.notify-email.completed.enable Set to Y (default) or N, to enable/disable notification by email to owner of job
ticket when ticket is completed.

A standard email message is sent. Email content and layout can be customized
if needed. See Section 20.2, “Email Templates’ [264] and Section 20.2.6.2,
“JobTicketCompleted Email” [269].

jobticket.notify-email.canceled.enable Set to Y (default) or N, to enable/disable notification by email to owner of job
ticket when ticket is canceled.

A standard email message is sent. Email content and layout can be customized
if needed. See Section 20.2, “Email Templates’ [264] and Section 20.2.6.1,
“JobTicketCanceled Email” [268].

webapp.jobtickets.list-size The Number of Job Tickets shown in the list. Default: 10.
webapp.jobtickets.list-size-min The minimum Number of Job Tickets that can be shown in the list. A vaue of
zero means all pending tickets are shown. Default: 5.
webapp.jobtickets.list-size-max The maximum Number of Job Tickets that can be shown in thelist. Default: 50.
webapp.jobtickets.cancel-all .enable Set to Y (default) or N, to enable/disable the Cancel All... bulk action.
webapp.jobtickets.print-all.enable Set to Y (default) or N, to enable/disable the Print All... bulk action.
webapp.jobtickets.close-all.enable Set to Y (default) or N, to enable/disable the Close All... bulk action.
webapp.jobtickets.reopen.enable Setto Y or N (default), to enabl e/disable option to reopen aclosed single account

job ticket that isarchived or journalled isthe Document Store. See Section 5.3.3,
“Job Ticket Reopen” [194].

Table5.1. Job Ticket Print Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.
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7

]

TheMail Tickets Web App can be accessed by userswith role Mail Ticket Operator to dispatch Mail Print tickets.

The Web App can bereached at ht t ps: / / savapage: 8632/ nai | t i cket s. See Appendix E, URL Cheat
Sheet [316].

Mail Ticket Print is active when:

 Configuration property print.i map.ticket. enabl eissetto.
» Configuration property pri nt. i map. ti cket. operat or isset.
e The Queue Journal function is enabled.

» Mail Print is configured and enabl ed.

] | Note

Mail Ticket Print can be used to allow unknown (guest) usersto Mail Print and collect their print at a desk
equipped with this Web App. A Malil Ticket Operator selects the Ticket ID as notified in an email reply
to the Mail Print sender. Since the costs are shown before printing, the operator can charge the amount
due to the guest user.

6.1. Login

Welcome to SavaPage

Please login as Mail Ticket Operator.

User Name

Password

Login

Login with

Email ID Number NFC Card

About Language

Figure6.1. Mail Tickets Web App: Login

Thislogin screen isavariant of the User Login screen, with the following exception:

 Persons with role Mail Ticket Operator are allowed to log in. See Section 4.4.4.2, “User Roles’ [92] how to
assign admin rights to users.

 After asuccessful login the Mail Ticket Selection is shown.
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6.2. Malil Ticket Selection

D il
(0] < a ]
Q FF

o @ 282-FF48-1135 » rijkr@datraverse.com

Test 1 = iso-a4 = 1 Pagina = 3,0 kB

o @ 291-15A0-6FF8 * rijkr@datraverse.com

lorem-ipsum.txt « iso-a4 + 2 Pagina's = 4.5 kB

Figure6.2. Mail Tickets Web App: Ticket selection

The Mail Ticket can be selected by ID. Pressthe + button to add the document to the SavaPages, or the button
at the right to replace them.

Printing scenarios can start from here. All costs are charged to the User setinthepri nt . i map. ti cket. op-
er at or configuration property. Printing costs are shown and must be confirmed.

#  Eco Print * 15% discount o

4 Remove graph

Cost €0.10

Delete pages after |
(2 Print & Close

() Back (v] Prili ©  cancel

Figure6.3. Mail Tickets Web App: Print

6.3. Mail Ticket Configuration Properties

print.imap.ticket.enable Set to Y or N (default) to enable Mail Ticket Print.

print.imap.ticket.operator The User (identified by User Name) to whom the Mail Ticket Print is delivered,
if print.imap.ticket.include-known-usersis'Y, or if no user email match isfound.
Note: the User (operator) must have Queue Journal privilege.

print.imap.ticket.include-known-users If N (default), the Mail Print is delivered to the user that matches the email adres
of the sender, and no Mail Print ticket email notification is sent.

If Y, or no user email match is found, the Mail Print is delivered at the
print.imap.ticket.operator and a Mail Ticket Print email notification is returned
to the sender.

print.imap.ticket.no-files-content.enable When no attachments are present: if Y (default), the body of the email message
is printed, if Nthe Mail Print is rejected.

print.imap.ticket.reply.content-type.html Set to Y (default) to send Mail Print ticket email notification with content-type
"text/html". If N notifications are send as plain text.

Table6.1. Mail Ticket Print Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.
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7

]

The Point-of-Sale (POS) is aWeb App used to deposit funds to a user's printing account, usually after receiving
a cash or electronic payment. It can be accessed by users with role Web Cashier.

The POS Web App can be reached at htt ps://savapage: 8632/ pos. See Appendix E, URL Cheat
Sheet [316].

7.1. Login

Welcome to SavaPage

Please login as Web Cashier.

User Name

Password

Login

Login with

ID Number NFC Card YubiKey

About Language

Figure 7.1. Point-of-Sale Web App: Login

Thislogin screenisavariant of the User Login screen, with the following exception:

e Theinternal admi n user and Persons with role Web Cashier are allowed to log in. See Section 4.4.4.2, “User
Roles’ [92] how to assign admin rights to users.

 After asuccessful login the dialog in the leftmost tab is shown.

7.2. Sales

The Salestab isthe place to handle a user's purchase of an Item in a Shop on a L ocation. Buyers must usea L ocal
Card Reader to identify themselves.

] | Note

* The Salestab is disabled by default. See Section 7.5, “ Configuration Properties’ [202].
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x Point of Sale

SavaPage

Main building

Library

Extend Pass Fine m Lend

0.50 0.75 1.00 1.50 2.00

Swipe card

Logout

Figure 7.2. Point-of-Sale: Sales

If PaperCut Personal User Account is enabled, the amount is charged to the personal PaperCut" user account
instead of SavaPage (aswill be shown in the top of the dialog).

7.3. Deposit

The Deposit tab is the place to handle a user's deposit to their personal SavaPage account.

*] | Note
The Deposit tab is enabled by default. See Section 7.5, “Configuration Properties’ [202].

The figure below shows theinitial content when first used or after the Clear button was pushed.
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X Point of Sale

Enter the username and select an amount to add to
the account.

User ID

Q

Amount

3 . 00

Comment

Clear

Logout

Figure 7.3. Point-of-Sale: Deposit Start

» User ID: aquick search entry field to select the User. See the figure below for a description.

» Amount: enter the integer and cents of the amount separately. The currency sign is taken from the Financial
settings.

» Payment method: select one of the payment methods as specified in the Financial settings. When no methods
are specified this field will not show.

» Comment: ashort comment to denote the deposit.
» Receipt: select the email addressif you want to send de receipt as PDF.

UserID

Q i

rijk * rijkr@datraverse.nl

» User ID isaquick search entry field. By entering part of the user id, a pick-list of matching usersis displayed
below. Thelist is refreshed real-time as characters are entered (or deleted).

» By selecting the user from the list the entry field is replaced by the selection. Also, the current account balance
and email of the user is shown.

When al required field are entered the Deposit button will show.
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x Point of Sale

Enter the username and select an amount to add to
the account.

User ID
Q rijk
Amount
€ 5. 00 Balance € 3.86
Payment method
Card

Comment
VISA

Receipt

- rijkr@datraverse.nl

Deposit Clear

Figure 7.4. Point-of-Sale: Deposit Completed

Push the Deposit to make the deposit. As aresult:

» When user's email address was selected, the receipt will be emailed to the User.
e Theform will be cleared, with the focus on the User ID quick search field.

7.4. Receipts

The Receiptstab is the place to query deposit history.

™ | Note
The Receiptstab is shown if the Deposit tab is enabled.

The figure below shows a content sample.

x Point of Sale

Enter date and time as offset to find receipts.

yyyymmddhhmm
Q 20220725

rijk 7/25/22, 4:26 PM
€ 5.00 * VISA

PDF rijkr@datraverse.nl

Figure 7.5. Point-of-Sale: Receipts

* By entering a date/time offset in the prescribed yyyymmddhhmm format, a pick-list of matching receiptsis
displayed, sorted in descending date/time order. The list is refreshed real-time as characters are entered (or
deleted). Note: the date/time defaults to the current yyyymmdd date (today).
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» Each entry in thelist has buttons to download the Receipt PDF or email it to the User (again).

7.5. Configuration Properties

financial.pos.sales.enable Set to N (default) or Y, to disable/enable the Sales tab.

financial .pos.sales.credit-limit.enable Set to Y (default) or N, to enable/disable the f i nanci al . pos. sal es. cr ed-
it-1imt amount.

financial.pos.sales.credit-limit Credit limit amount applied for all users (Default: 0.00 ). Thisoverrules any individ-
ual user credit limit. See Section 3.10.5, “Financial” [72].

financial .pos.deposit.enable Set to Y (default) or N, to enable/disable the Deposit and Receipts tab.

webapp.pos.sound.success Path to a sound file (mp3, wav, ...) relativeto / opt / savapage/ server/ cus-

t oml web/ that is played after a POS transaction finished successfully.

webapp.pos.sound.failure Path to a sound file (mp3, wav, ...) relativeto / opt / savapage/ server/ cus-
t om web/ that is played after a POS transaction failed.

Saleslabels

financial .pos.sales.|abel .locations A comma separated list of POS Sales Locations to be applied as sales label prefix.
Each location on the list is formatted as "LOC/location", where "LOC" is a unique
N-letter upper-case mnemonic, /" is afixed separator, "location" is a case-sensitive
single word used in Ul context.

E.g. "A/LocationA,B/LocationB,C/LocationC". If a Web Cashier selects location
"B", the sales prefix is"B".

Note: A POS can be fixed to a Location with a special URL parameter. See Appen-
dix E, URL Cheat Sheet [316].

financial .pos.sales.|abel .1ocations.enable Set to Y or N (default) to enable/disable f i nanci al . pos. sal es. | abel . | o-
cations.

financial.pos.sales.|abel .shops A comma separated list of POS Sales Shops in a Location, to be applied as sales
label after the location label. Each shop on the list is formatted as "SHOP/shop",
where "SHOP" is a unique N-letter upper-case mnemonic, "/" is a fixed separator,
and "shop" is a case-sensitive single word used in Ul context.

E.g. "F/Frontdesk,L/Library”. If a\Web Cashier selects shop "L" inlocation "B", the
saleslabel is"B/L".

A shop can berestricted to one or more | ocations by appending the location mnemon-
ics. E.g. "F/ Front desk/ A/ C' restrictsthe"F/ Fr ont desk" shopto"A" and"C"
locations.

Note: A POS can be fixed to a Shop with aspecial URL parameter. See Appendix E,
URL Cheat Sheet [316].

financial .pos.sal es.|abel .shops.enable Set to Y or N (default) to enable /disable fi nanci al . pos. sal es. | a-
bel . shops.

financial.pos.sales.|abel .items A commaseparated list of POS Sales Itemsin a Shop to be applied as sales|abel after
the shop label. Each item on thelist is formatted as "ITEM/item", where "ITEM" is
aunique N-letter upper-case mnemonic, "/" isafixed separator, and "item" isa case-
sensitive single word used in Ul context.

E.g. "BK/Book,CA/Cafetaria, HW/Hardware". If a\Web Cashier selectsitem"CA" in
shop “L" of location "B", the sales |abel is"B/L/CA".

An item can be restricted for use with one or more shops by appending the shop
mnemonics. E.g. "BK/ Book/ F/ L" restricts the "BK/ Book" item to "F" and "L"
shops.

financial .pos.sales.|abel .items.enable Set to Y or N (default) to enable/disable fi nanci al . pos. sal es. | a-
bel .itens.
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financial .pos.sales.|abel .prices

financial .pos.sales.|abel .prices.enable

webapp.pos.sales.|abel.items.button-max

webapp.pos.sales.|abel.prices.button-max

Table 7.1. Point-of-Sale Configuration Properties

A comma separated list of POS Sales Prices for Items. Each price on the list is for-
matted as"PRICE/price", where "PRICE" is a unique N-digit amount in cents, "/" is
a fixed separator, and "price" is the case-sensitive single word price in Ul context.
Prices are shown as preset choices.

E.g. "50/0.50,100/1.00,150/1.50,850/8.50".

A price can be restricted for use with one or more items by appending the item
mnemonics. E.g."850/ 8. 50/ BK/ HW restrictsthe"850/ 8. 50" priceto"BK" and
"HW items.

Set to Y or N (default) to enable/disable fi nanci al . pos.sales.|a-
bel . pri ces.

The maximum number of f i nanci al . pos. sal es. | abel . i t ens that make
items show as buttons before a select list is shown. Defaullt: 7.

The maximum number of f i nanci al . pos. sal es. | abel . pri ces that make
prices show as buttons before a select list is shown. Default: 10.
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The Payment Web App is a specialized User Web App with the sole function to increment a personal account via
a Payment Gateway. It can be accessed by any user with Financial Editor privilege. The Web App is unavailable
if a Generic Payment Gateway is not configured or is set offlinein the Admin Dashboard.

The Web App can be reached at htt ps://savapage: 8632/ paynent . See Appendix E, URL Cheat
Sheet [316].

8.1. Login

Welcome to SavaPage

Login to do a payment.

User Name

Password

Login

Login with

Email NFC Card

About Language

Figure 8.1. Payment Web App: Login

Thislogin screenislike a User Login with the exception that users must have Financial Editor privilegetologin.

8.2. Payment Page

= DatraversePRD @ Rijk Ravestein

Payment About
O O
Refresh Logout

€095

Figure 8.2. Payment Web App: Main Page

The main page is restricted to just a Payment button with a selection of generic options as present in the User
Web App. The button opens the Payment dialog.

A Help button that opens a custom URL in a new tab is shown instead of the About button, if the URL
is set with configuration property "webapp. paynent . hel p. ur| " and enabled with "webapp. paynen-
t. hel p. url. enabl e" default value Y (disable with value N).

By default, button text on mobile devices only: on desktops a hover text is shown. Y ou can change this behavior
by setting configuration property webapp. paynent . mai n. nav- but t on- t ext to value ON (button text is
always shown), OFF (button text is never shown) or AUTO (button text is shown on mobile devices only).
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Payment Web App

See Section 4.11.14, “Config Editor” [165] on how to change configuration properties.

If PaperCut Personal User Account isenabled, the account balancein the footer is prefixed with the PaperCut icon.

8.2.1. Payment Dialog

Financial

Balance €0.95

Credit limit €0.00

Use an external account to increment your balance:

a B S5 e &
—

-
Pt Ca

Back

Figure 8.3. Payment Web App: Payment

Thisdialog isarestricted version of Section 3.10.5, “Financial” [72]. Just the external accounts to increment user
balance are shown. If PaperCut Personal User Account is enabled, the Balancelabel is prefixed with the PaperCut
icon and Credit limit is not shown.
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Chapter 9. Print Site Web App

Preview

Print Site Web App is a Feature Preview that is partly operational and impermanent. The preview is
offered to provoke feedback based on real world use. Please tell us your experience.

A Print Siteis alocation where printers are set up for self-service.

In the typical use case, SavaPage Print Portal is set up as public Internet service, where authorized users choose a
printer to print the documents that were collected with Internet Print, Web Print or Mail Print. To enforce Secure
Printing, print jobs are held and must be released by the user after authentication at the very printer.

The Print Site Web App is meant for users with role Print Site Operator to support users with self-service printing
scenario’s.

The Web App can be reached a htt ps: // savapage: 8632/ pri ntsite. See Appendix E, URL Cheat
Sheet [316].

9.1. Login

Welcome to SavaPage

Please login as Print Site Operator.

User Name

Password

Login

Login with

ID Number NFC Card YubiKey

About Language

Figure9.1. Print Site Web App: Login

Thislogin screen isavariant of the User Login screen, with the following exception:

e Theinternal adm n user and Persons with role Print Site Operator are alowed to log in. See Section 4.4.4.2,
“User Roles” [92] how to assign admin rights to users.

 After asuccessful login the menu is shown.
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Print Site Web App

=

B |
SavaPage

Open Print Site Services

Use the card reader to identify a user, or
search for the user ID.

Activate Card Reader

Dashboard

Register

Logout

Figure9.2. Print Site Web App: Menu

9.2. PaperCut Integration

If PaperCut Integration is enabled, PaperCut follow-me printing and copying of the glass can be integrated, with
all costs charged to the personal PaperCut account of the user.

In that case SavaPage Print Site will be the single application the Print Site Operator has to deal with. Any inter-
action with the PaperCut back-end is handled behind the scenes.

9.2.1. Users

When SavaPage and PaperCut share acommon User Source, user synchronization and authentication can be set-
up identically in both environments.

When a common User Source is absent, SavaPage Internal Users can be synchronized with and authenticated in
PaperCut viathe PaperCut User Sync and Auth Interface.

9.2.2. Financial

The PaperCut Personal User Account must activated as the leading account for personal financial transactions
and credit.

Userscan rechargetheir account balance viaManual Payment at the counter, with a\Voucher or Payment Gateway .

9.2.3. Printing

Personal Print to PaperCut must be activated. This makes PaperCut printing cost leading. See Section A.2.3,
“Personal Print - PaperCut Scenario” [281].
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Chapter 10. PDF/PGP Verification

Preview

PDF/PGP Verification originated and is prototyped in the SavaPage Community. It has no formal status
outside, but could become a more widely accepted Open Standard. This Feature Preview is offered to
provokefeedback on the verification method and referenceimplementation. Please share your experiences
and requirements.

10.1. PDF/PGP in a Nutshell

Many organizations who are bound to legal and regulatory requirements use PK | ! based servicesto verify authen-
ticity and integrity of PDF documents. X 5092 isthe “de facto” standard for this security measure.

While some have a self-imposed X.509 policy, most organizations are not aware of security issues or are deterred
by PKI requirements, that include third-party Certificate Authorities (CAs), Time Stamping Authorities (TSAS),
and PDF signature-compliant PDF readers.

For those organizations PDF/PGP Verification isasimple OpenF’GP3 based PKI alternative. It works as follows:

1. The PDF document is signed by including its detached OpenPGP signature as PDF comment.
2. The PDF is verified by stripping the comment OpenPGP signature, and using it to verify the remainder PDF.

Organizations can easily use their own Web Site to implement a PDF/PGP Verification Service. Thisis the use-
case:

1. Published PDF documents are PDF/PGP signed and have avisible URL link to the Verification Service at the
top of the first page.

2. A User, who received the PDF through whatever channel, wants to verify its authenticity and integrity, and
clicksthe link.

3. The Web App opens in the browser and invites the user to upload the PDF for verification.
4. The User trusts the Secure Connection and Website |dentity (SSL certificate) and uploads the PDF.

5. TheWeb App usesthe Public OpenPGP K ey of thetrusted signer to verify the uploaded PDF and communicates
the verdict to the User.

SavaPage implements a reference PDF/PGP Verification Service where PDF documents are signed and verified
with the server's OpenPGP Key Pair.

¢ | Caution
PDF/PGP Verification will surely not hold against stringent certificate-based legal and regulatory require-

ments. On the other hand, for many organizations it will lower the threshold to adopt a simple and pret-
ty-good security policy.

10.2. PDF/PGP Signature

PDF/PGP verification can be configured with the following properties:

L hitps://en.wikipedia.org/wiki/Public_key_infrastructure
2 https://en.wikipedia.org/wiki/X .509
3 https://www.openpgp.org/
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PDF/PGP Verification

pdfpgp.verification.enable Setto Y or N (default), to enable/disable PDF/PGP verification.

When enabled and the OpenPGP Key Pair is present on the server, userswho havethe
Privilege to Sign can apply an OpenPGP Signature when creating a PDF for Down-

load or Send.

pdfpgp.verification.host DNS host name of the Verification Service. When blank, the IPv4 address of the
SavaPage server is used

pdfpgp.verification.port Optional TCP/IP port of the Verification Service. Host and port are used to compose
the URL:

https://host[:port]/verify/pdf

See Appendix E, URL Cheat Sheet [316].
Table 10.1. PDF/PGP Signing Configuration Properties
See Section 4.11.14, “Config Editor” [165] on how to enter these properties.

A signed PDF file hasthe Verify . .. button and the SavaPage server's OpenPGP Fingerprint displayed at top of
the first page. When the button is pressed, the Verification Web App opens.

Verify . .. 0CCO 1508 25F8 663F OF29 EEER 1158 4820 BA0R BE24

Figure 10.1. PDF/PGP Verify Link

Also, the signed PDF contains one or two Public Key file Attachments:

1. The OpenPGP Public Key filecr eat or . asc of the SavaPage server.

2. If the User who created the PDF has a registered OpenPGP Public Key ID, the public key fileaut hor . asc
as retrieved from the configured Public Key Server (and persisted in the user's SafePages home).

10.3. PDF/PGP Verification Web App

The PDF/PGP Verification Web App can be configured with the following properties:

webapp.pdfpgp.enable Setto Y or N (default), to enable/disable the PDF/PGP V erification Web App.

webapp.pdf pgp.max-upload-file-mb The maximum MB size of the PDF that can be uploaded for verification. Default: 10
Table 10.2. PDF/PGP Verification Web App Configuration Properties
See Section 4.11.14, “Config Editor” [165] on how to enter these properties.

The Web App invites to choose a PDF for verification. Multiple files can be selected for upload.

PDF Verification

| Browse... No file selected.

Choose PDF file or Drop here.

Figure 10.2. PDF/PGP Verification - Upload

And shows success or failure when done.
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PDF/PGP Verification

PDF Verification

Browse...  No file selected.

' savapage-pdf-pgp-signed.pdf * 38.6 kB

Good signature from "savapage.org (demo)"
<info@savapage.org>

Signature made Sun Mar 17 20:00:08 CET 2019 (clock of signer's
computer)

Key ID: 0x115848B0B80BEBB24

Key fingerprint: 0CCO 150B 25FB 663F 9F29 EEEB 1158 48B0 B80B BB24

Author Name: Rijk Ravestein
Author Key |ID: 0x9FE2CBE8575FE2FE
Author Key fingerprint: 4D1B E403 E7DB 5484 FBCB F517 9FE2 CBEB

575F E2FE

Author Email: rijkr@fsfe.org, rijkr@savapage.org, rijkr@datraverse.nl,
rij .com, rij ibrepractice.org

Reset

Figure 10.3. PDF/PGP Verification - Good signature

¥ | Note

When the OpenPGP Public Key file aut hor . asc isfound as PDF attachment, its data is displayed as
Author identification. See Section 10.2, “PDF/PGP Signature” [208].

\, savapage-pdf-pgp-signed.pdf « 38,6 kB
Can't check signature: public key not found
Signature made Sun Mar 17 20:00:08 CET 2019 (clock of

signer's computer)
Key ID: 0x115848B0B60BBE24

Figure 10.4. PDF/PGP Verification - Public key not found

X test-Ad.pdf » 5.9 kB
The signature could not be verified

No signature found

Figure 10.5. PDF/PGP Verification - Signature not found
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Chapter 11. User Client

7

—

The User Client is a Java application for desktops and notebooks that resides in the system tray.

According to the Oracle Java Documentati on:

"The systemtray isa specialized area of the desktop wher e user s can access currently running programs. Thisarea
may be referred to differently on various operating systems. On Microsoft Windows, the system tray is referred
to as the Taskbar Status Area, while on the GNU Network Object Model Environment (GNOME) Desktop it is
referred to asthe Notification Area. On K Desktop Environment (KDE) thisareaisreferred to asthe System Tray.
However, on each systemthe tray area is shared by all applications running on the desktop."

The SavaPage User Client is provided as anotifier of personal user eventslike:

* A successful print to SavaPage. See Chapter 14, SavaPage as Printer [228].
» A Proxy Printer started printing one of your jobs. See Section 4.8, “Proxy Printers’ [111]

A notification message is typically displayed near the SavaPage tray icon in the form of a balloon (Windows) or
message box (GNU/Linux, macQS).

The User Web App opens for the authenticated user at a double-click on the tray icon, aclick in the notification
message or selecting the Open Web App... item from the tray icon context menu. When the User Client is trusted
as authentication source no extralogin is needed.

User Client authentication is explained in Section 4.11.13.1, “User Client Authentication” [156].
Client access can be restricted by |P address with these configuration properties:

cliapp.ip-addresses-allowed A CIDR Set of Client |P addressesthat are allowed to use the User Client App (when
void, al client addresses are alowed).

cliapp.auth.ip-addresses-denied.enable Enable (Y) or Disable (N) User Client Authentication for clients that are denied for
their IP address.

Table 11.1. User Client Access Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to enter these properties.

©@ | Important

When using the User Client concurrently with the User Web App and Proxy Print Authentication you
are strongly advised to use an external database like PostgreSQL. See Chapter 21, Using an External
Database [270].

& | Warning

Java applications with system tray icons do not work properly with GNOME Shell. Thisis a persistent
Java bug2 that is still not resolved. As a workaround, use the - - anchor command line option for an
aternative display.

L hitps://docs.oracl e.com/javase/tutorial/uiswing/misc/systemtray.html
2 https://bugzil la.redhat.com/show_bug.cgi?id=1014448
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User Client

11.1. User Client Options

In order of precedence, User Client options can be set ...

1. On the Command-line.

2. As vaue in aclient.properties file An annotated template is available in the / opt/ sava-
page/ cli ent/app/confi g/ directory.

3. AsConfiguration Property.

usage: savapage-client <options>
--anchor <ne| nW se| sw>
-d, --debug
-h,--help

- - hel p-t ui

--log-dir <dir>

--notify-send
-p,--print-dial og

- - passkey <key>

--print-dial og-btn <arg>

--print-url-query <arg>

--properties <file>

--server-host <arg>
--server-port <nunber>

--user <nane>

-X,--hide-exit

¥ | Note

Show on desktop at anchor position instead of tray.
--notify-send switch is auto activated (Linux only).
Wite debug nessages to the log file.

Display help text in GU.

Di splay help text in TU .

Log file directory. Default: $HOVE

Use 'notify-send" command to send desktop
notifications (Linux only).

Show action dialog at print-in event.

The adm n passkey (optional).

Button text on print-in action dialog for opening
User Web App (optional).

URL query for opening User Wb App at print-in event
(optional).

File with default conmand-Iline options (optional).
Defaul t: $APP/config/client.properties
| P address or nane of SavaPage server
SSL port of SavaPage server (optional).
8632.

A different username than current user $USER
(optional).

H de the "Exit" menuitem (optional).

Def aul t :

Defaul t: false.

The passkey option can aso be applied as environment variable SAVAPAGE CLI APP_AD-
M N_PASSKEY. Thisisthe preferred way to use in generic login scripts, since the command-line option
might be visible in system process viewers.

On Debian, thenot i f y- send utility ispart of thel i bnot i f y- bi n package.

Configuration property Command-Line Option

cliapp.print-in.url-querycliapp.print-in.url-query

cliapp.print-in.dial og.button-open

--print-url-query

The query string to be appended to the base URL when opening the User Web
App in response to a print-in event. Do not prefix the value with a? or &
character.

--print-dial og-btn

Action button text on print-in action dialog for opening User Web App.

Table11.2. User Client Options Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to enter these items.

11.2. User Client Deployment

Since the software iswritten in Javait can be deployed on any platform where Java SE 8 or higher isinstalled, like
Microsoft Windows, macOS and GNU/Linux. The User Client software is installed on the server in the/ opt /
savapage/ cl i ent / app directory.
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User Client

(3] ‘ Caution

Running the User Client directly from a network share can cause performance problems, resulting in an
unresponsive application. Therefore isit recommended to run the client from alocal copy.

¥ | Note
The User Client is resilient in the event that the connection with the server is (temporarily) lost. The

connection will be restored automatically after a short bresk. If the connection islost for alonger period
of time, the user is notified with a pop-up message with the choice to try again or to close the application.

11.2.1. Deployment on Windows

The savapage-client. bat batch file that starts the application is available in the / opt/sava-
page/ cl i ent/ app directory on the server.

*] | Note

Make sure to enable Balloon Notification in Windows Group Policy to allow users to see natification
messages.

11.2.2. Deployment on macOS

Thesavapage- cl i ent shell script that startsthe applicationisavailableinthe/ opt / savapage/ cl i ent/
app directory on the server.

11.2.3. Deployment on GNU/Linux

Thesavapage- cl i ent shell script that startsthe applicationisavailableinthe/ opt / savapage/ cl i ent/
app directory on the server.
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Chapter 12. SavaPage Financial

7

—

SavaPage Financial captures many aspects of user activity. Obviously, proxy printing is the main trigger for
financial accountability and monitoring, sinceit consumestangibleresourceslike paper, ink and toner. Thischapter
introduces the main financial concepts with references to more detailed parts of the manual.

Account are used to register financial status (balance) and history (transactions). SavaPage has three types of
accounts:

* & User Account : The personal account of an User, optionally restricted by aCredit Limit. See Section 4.4.4.8,
“Financial” [94].

* & Shared Account : Shared accounts act as cost center to track printing expenses in a specific area. It does
not have a credit Limit: its balance isinitialized to zero and is alowed to count down into the negative.

* & Group Account : A shared account that istied to a User Group by name.

Shared Accounts are discussed in Section 4.6, “Accounts’ [104].

Printing costs are configured per Proxy Printer. Pay-per-Print is active for each Proxy Printer that has costs
greater than zero.

¢ Section 4.8.2.3, “Media Sources’ [117]
o Section 4.8.2.4, “Manua Media Sizes’ [119]

Printing costs are charged to Accounts.

Users get feedback about printing costs and their personal account balance.
e Section 3.5.6, “Direct Print Release” [50]

 Section 3.3.2.3, “Hold Print Jobs’ [29].

e Section 3.3.2, “Footer” [28]

¢ Section 3.10.5, “Financia” [72]

Restricted users can upgrade their account balance with vouchers (pre-paid printing cards), by making a deposit
at a point-of-sale, or by transferring money from an external account.

* Section 4.15, “Vouchers’ [180]

¢ Section 3.10.6, “Redeem Voucher” [73]

» Chapter 7, Point-of-Sale Web App [198]

e Section M.1.1, “Payment Gateway Plug-in" [356]

All financial transactions can be inspected by administrators. Users can inspect their own transactions.
» Section4.4.1, “User List” [88]
e Section 3.8.2, “Transactions’ [65]

Global financial options can be set by administrators.
¢ Section 4.11.10, “Financial” [150]
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This section is a supplement to the Install Guide (see Chapter 2, Server Installation [10]). It provides an in-depth
explanation of the GNU/Linux installation process, the directory layout and tools involved.

Information in this chapter is technical in nature. It is expected that readers have prior experience with:
* The Unix command line environment
* Unix file permissions

13.1. The Installation Process

SavaPage is supplied as a pre-compiled self-installing application. The installation process is designed to work
with all mgjor GNU/Linux distributions. To be sureif your GNU/Linux distro is supported out of the box, please
check Section 1.2, “ System Requirements’ [3]. Due to the varied nature of some installations and administrator
preferences, often some manual configuration is required. This section describes the installation process in detail
aswell as some additional options available to system administrators.

13.1.1. Manual extraction

SavaPage is supplied in a self-extracting, self-installing archive. The archiveissimply at ar archive compressed
withgzi p, and headed with a shell script to facilitate self-extracting. After extraction iscomplete, theinstallation
script namedi nst al | isexecuted to begin theinstall processin the directory where the archive resides (usualy
/ opt / savapage). Some system administrators may like to inspect the contents of the archive, and possibly the
installation process itself prior to the actual install.

The self-extracting installer takes a number of command line arguments. The - e option will extract the archive
into the current working directory ready for inspection. With the - n switch the- i install will be non-interactive.
With this mode you implicitly agree with the AGPL license, and root tasks are collected in a MUST- RUN- AS-
ROOT script located intheinstall directory. This script must berun manually asr oot after theinstallation. Further
usage information is available viathe - h switch.

SavaPage Install (c) 2010-2018, Datraverse B. V.

Li cense: GNU AGPL version 3 or later <https://ww.gnu.org/licenses/agpl.htm >.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by |aw.

Usage: savapage-setup-1.0.0-1inux-x64.bin [-h|-i|-e|-1] [-n] [-v] [FILE]...
-h This help text.
- Install after extracting the files (default).
-n Non-interactive install: execute MJST- RUN- AS- ROOT afterwards.
-e Extract all files or a FILE list and exit w thout installing.
-1 Li st the contents of the archive and exit w thout extracting.
-V Verbose. Print the nanmes of the files as they are extracted.

13.1.2. The install process

Even though the magjority of the installation process is completed under the identity of the system user account
caled savapage, most administrators would like to know what the install process does. The main steps are
outlined in the next paragraphs.

13.1.2.1. Extraction

The first stage in the install process extracts the archive to / t np or a location as defined by an environment
variable TMPDI R. The command-line programstar and gunzip are used during this phase.
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13.1.2.2. Installation

After extraction is complete the install script is called. The current directory is passed as - d option argument, to
be used asinstall location. Also, the - n switch, used at the setup binary, is propagated to this script. The extracted
files are copied to the install location. Care is taken not to overwrite any existing data or configuration files if
thisis an install-over-the-top upgrade.

SavaPage Install (c) 2010-2018, Datraverse B. V.

Li cense: GNU AGPL version 3 or later <https://ww.gnu.org/licenses/agpl.htm >.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permtted by |aw.

Usage: install [OPTIQV...
-d <dir> The target |ocation, usually the /opt/savapage directory.
-h This help text.
-n Non-interactive install: execute MJST-RUN- AS- ROOT afterwards.

13.1.2.3. Permissions

To ensure the default installation is secure by default, permissions are applied to key files. The following area of
the application are restricted to the savapage user only:

| opt / savapage/ server/ server.properties Contains server configuration properties. See Section 13.5, “Ad-
vanced Configuration” [219].

[ opt/ savapage/ server/adm n. properties Containsthe hashed password of thereserved internal admi n user.

/ opt / savapage/ server/j nxr enot e. passwor d Containsthe plain text password of the reserved IMX admi n user.
See Section 4.11.13.4, “IMX Agent” [158].

[ opt/ savapage/ server/j nmxrenot e. ks The private keystore used by the IMX Agent.

| opt / savapage/ server/ dat a/ This directory contains application data including database files.
Some of this data may contain sensitive information.

/ opt / savapage/ server/ bi n/ i nux- x64/ This directory contains the savapage- pam setuid-root binary.
Even though the binary is no use to an end-user or hacker, good se-

curity practice stipul ates that we should only alow thesavapage
user access to this directory.

Table 13.1. Secured Application Areas

Permissions can be checked and re-applied any time after the installation by running the script:

/ opt / savapage/ server/ bi n/ | i nux- x64/ set per rs

13.1.2.4. Firewall

The SavaPage Application Server runs in a Java Virtual Machine (JVM) process and listens on ports 8631 and
8632 (SSL). These ports are used for Web App access, printing and other services. Ensure that any firewall or
local IPfiltering software such asi pt abl es isset to allow local network traffic accessto this ports.

13.1.2.5. Root Level Tasks

A small part of the install process needs to run asthe r oot account. The tasks conducted as root include:

» Setting the / opt / savapage/ server/ bi n/ | i nux- x64/ savapage- pambinary as setuid-root. This
binary is used for password verification.

» Instaling the / opt/ savapage/ provi der s/ cups/ | i nux- x64/ savapage-notifi er binary as
CUPS event notifier. Thisbinary isused to send CUPS printer and print job status eventsto the central SavaPage
server. See Section 13.5.4.1, “CUPS Notifier” [222].

* Setting up asystemd unit for GNU/Linux systemsthat use the systemd service manager. Thisisdone by creating
asavapage. servi ce file in the systemd unit library. Depending on the distribution the unit will either
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be created inthe /| i b/ syst end/ system or/usr/1ib/systend/ systeni directory. The unit is
started and enabled.

» Setting up a custom systemd unit for the CUPS scheduler cupsd.

¢ When the scheduler is run from systemd some systems passthe - | parameter so cupsd is run on demand
by socket and path activation. The advantage of this setup is that CUPS is activated when needed, saving
precious boot time and resources, and deactivated again after being idle for a while. This lazy activation
scenario is efficient for desktop systems that print occasionally and for which printing is not time critical.

* However, dedicated print systems like SavaPage, that intensively use | PP to communicate with CUPS, need
CUPS to be full-time activated. Therefore a custom systemd cups. servi ce unitisinstaledin/ et c/
systend/ system tooverridethedefault/ 1 i b/ syst end/ syst eni cups. ser vi ce shipped with
the CUPS package. Thiscustom unit startscupsd withthe- f parameter so it runs steadily in the foreground
(without dependencies for cups. socket and cups. pat h).

» Setting up SysV style start scripts for Debian based systems that use the SysV service manager. Thisis done
by placing symlinksin the:

letc/init.d/
/etc/rc3.d/
/etc/rch.d/
and so on...

If the administrator decides not to run the root-level tasks during the install process, the tasks can be run again
post-install by executing the shell scripts:

/ opt / savapage/ server/ bi n/|inux-x64/roottasks
and ...
/ opt / savapage/ provi der s/ cups/ | i nux-x64/roottasks

Alternatively the administrator can view the script and make the required changes by hand.

13.2. Logs

The main application logging is available via the Application Log section of the Administrator Web App. Addi-
tional advanced level logging is maintained in plain text files located at:

/ opt / savapage/ server/| ogs/*

Administrators may wish to consult these logs when attempting to diagnose or troubleshoot problems.

adm npubl i sher. | og M essages published to the Admin Web App Dashboard. See Section 4.3.7, “ Real-time
Activity” [87].

gc.log. * JVM Garbage Collect log files.

paynent gat eway. | og Payment Gateway events. See Section M.1.1, “Payment Gateway Plug-in” [356].

proxy-print.log See Section K.7, “proxy-print.log” [347]

server. | og General purpose log filefor all server activities.

servi ce. |l og Messages written to st der r and st dout from server process.

Table13.2. Log Files

13.3. OpenPGP Settings

SavaPage can be configured to use OpenPGP1 for PGP/MIME email signing and encryption.

L hitps://www.openpgp.org/
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Thefirst step isto set the Public and Secret Key of the SavaPage server instanceinthe/ opt / savapage/ ser v-
er/ server. properti es configuration file, as shown in the table below.

pgp. publickey.file The path of the ASCII Armored public OpenPGP key.
Relativeto: / opt / savapage/ server/ dat a/
pgp. secretkey.file The path of the ASCII Armored secret (private) OpenPGP key.
Relativeto: / opt / savapage/ server/ dat a/
pgp. secr et key. passphr ase The pass-phrase of theopenpgp. secretkey.file
Table 13.3. OpenPGP Server Properties

OpenPGP server information is shown on the Admin Dashboard.

The Secret Key of the server is used to sign e-mail content. Content encryption is done with the recipient's public
key, when present. See Section 4.4.4.7, “ OpenPGP" [94].

Next, PGP/MIME must be activated with the following configuration properties:

mail.pgp.mime.sign Set to Y (default) or N, to enable/disable PGP/MIME signing.

mail.pgp.mime.encrypt Set to Y (default) or N, to enable/disable PGP/IMIME encryp-
tion.

pop.pks.url Optional URL of an OpenPGP Public Key Server.

Table 13.4. OpenPGP Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

] Preview

OpenPGP Server Properties are also used for the PDF/PGP Verification Feature Preview.

13.4. IP Address Restriction

SavaPage uses CIDR Notation for 1P address restriction where needed.

13.4.1. CIDR Notation

Classless Inter-Domain Routing? (CIDR) is developed in the 1990s as a standard scheme for routing network
traffic across the Internet.

CIDR notation isasyntax for specifying | P addresses and their associated prefix size, the latter being equivalent to
the number of leading 1 bitsin the routing prefix mask. The notation starts with an | P address expressed according
to the standards of 1Pv4 or IPv6°. It is followed by a separator character, the Slash (/) character, and the prefix
size expressed as a decimal number.

Some examples:

* 172.16. 0. 0/ 24 represents the given IPv4 address and its associated routing prefix 172. 16. 0. 0, or
equivalently, its subnet mask 255. 255. 255. 0. This represents the host address range 172. 16. 0. 0 -
172. 16. 0. 255.

2 https://tool s.ietf .org/html/rfc4632
3 CIDR notation for IPv6 is described in RFC 4291 [https://tools.ietf.org/html/rfc4291#section-2.3].
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» CIDR192. 168. 1. 40/ 32 representsthe single IPv4 address 192. 168. 1. 40.

« CIDR 2021:661:4cc6: 1: 5561: 96ff: call: dd4a/ 128 represents the single IPv6 address
2021: 661: 4cc6: 1: 5561: 96ff: call: d4a.

» CIDR 2021: 661: 4cc6: 1: 5561: 96f f: call: dO0O/ 120 represents a block size of 256 with First
IP 2021: 661: 4cc6: 1: 5561: 96f f: call: dOO and a Last IP 2021: 661: 4cc6: 1: 5561: 96f -
f:call:dff .

13.4.2. CIDR Set

For SavaPage use only we define a CIDR Set as a concatenation of single CIDR notations separated by any of
the characters space, comma or semicolon.

13.5. Advanced Configuration

The mgjority of SavaPage configuration is conducted in the Administrator Web App. Additional configuration
optionscan besetinthe/ opt / savapage/ server/ server. properti es configuration file, and with the
Config Editor.

13.5.1. Alternative TCP/IP Settings

13.5.1.1. Alternative TCP/IP Ports

Alternativeportaresetinthe/ opt / savapage/ server/ server. properti es configurationfileasshown
in the table below.

server. port Server http port. Default: 8631
server. ssl. port Server https port. Default: 8632
server. htm .redirect. ssl Redirect HTML of non-SSL port to SSL: t r ue or f al se (default). This only concerns

HTML, IPP traffic is not redirected.

server.print.port.raw The RAW Print Server port. Default: 9100
* Vaue0: RAW printing is disabled.

Table 13.5. Server Properties: Alternative TCP/IP Ports

© | Important

Since SavaPage isrun by user savapage, you can't use ports below 1024, because these ports can only
be bound to by the superuser (root). If you want SavaPage Web Apps to be accessible through port 80
and 443 at al costs, you can use Apache4 or NGINX® server to forward (or "reverse-proxy") requests
to SavaPage.

13.5.1.2. Server ThreadPool Settings

A high reliability server process like SavaPage must reject excess requests immediately (fail fast) by using a
Request Queue with a bounded capacity.

When arequest is rejected, the user browser will show a diagnostic message, for example that “ The connection to
the server was reset while the page was |oading” because “ The site could be temporarily unavailable or too busy”,
with the adviseto “Try again in afew moments”.

4 https:/httpd.apache.org/docs/2.4/howto/reverse_proxy.html
5 https://docs.nginx.com/nginx/admin-gui de/web-server/reverse-proxy/
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The connection was reset

The connection to the server was reset while the page was loading.
s Thesite could be temporarily unavailable or too busy. Try again in
a few moments.

« If you are unable to load any pages, check your computer's
network connection.

» If your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the web.

Figure 13.1. Rejected request in Firefox browser
Request Queue capacity is calculated according to atolerable “no-response” time.

For example, if the server is capable of handling 100 requests per second, and 30 seconds of patience is accepted
by usersin the event of excessive high load, you can set the queue capacity to 30* 100=3000.

If queue capacity is set too low, the server will reject requests too soon and won't be able to handle normal load
spikes. If set too high, a high load, that exceeds the processing power of the server application, will continue
to stack requests on the queue. And thus, even after the load stops, the application will appear to have stopped
responding to new requests as it still has lots of requests on the queue to handle.

Requests are FIFO processed by threads contained in a ThreadPool. The maximum number of threads needed, in
order to achieve the best performance, depends on host resources (RAM and CPU cores) assigned to the SavaPage
application. The maximum value will typically be between 50 and 500.

The keys to set thread pool and queue capacity in the / opt / savapage/ server/ server. properties
configuration file are shown in the table below.

server. t hreadpool . queue. capacity The capacity (maximum length) of the queue holding client requeststo the server.
Requests are FIFO processed by threads in the pool. Default: 3000

server.t hreadpool . maxt hr eads Maximum number of threadsin the pool. Default: 200
server. t hreadpool . m nt hr eads Minimum number of threadsin the pool. Default: 20

server.threadpool .idl e-timeout-nmsec Maximum time a thread may be idle in milliseconds after it is terminated. De-
fault: 30000

Table 13.6. Server Properties: ThreadPool Settings

ThreadPool settings are part of application performance tuning. See Chapter 22, Tuning [273] in general and
Section 22.1, “Linux Kernel Parameters’ [273] in particular.

?  Note

The browser “connection reset” message can be easily provoked by setting very low threadpool values,
like:

server. t hreadpool . queue. capaci ty=4

server .t hreadpool . m nt hreads=1

server .t hreadpool . maxt hr eads=5

server. threadpool .idl e-ti meout - msec=10000

... and frantically pressing the F5 browser key.

13.5.1.3. Server Session Settings

Server Web Sessions expire after a certain period of inactivity: see Section 17.3.1, “Web Session Time-
out” [252]. Expired sessions are removed by a cyclic scavenge process. The cycle interval can be set with this

property:
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server. sessi on. scavenge. i nterval - sec The interval (seconds) at which expired server sessions are scav-
enged. Default: 600

Table 13.7. Server Properties: Session Settings

13.5.2. HTTP XFF Header Settings

SavaPage uses the Remote IP address from an HTTP Request as Client IP address. This usually works out well.
However, when client requests go through an HTTP Proxy or Load Balancer, the Remote | P address will bethe IP
address of the proxy or load balancer only. In that case the Remote | P address can't be used to define Devices or to
restrict access to SavaPage objects, like Queues, Web Services, etc. To solve thisissue you can set the properties
below to use the HTPP X -Forwarded-For® header to retrieve the correct Client |P address,

webserver.http.header.xff.enable Use the X-Forwarded-For (XFF) HTTP header to retrieve Client IP
address. Values: N (default) | Y. If Y, the HTPP "X-Forwarded-For"
header is used to retrieve the Client | P address.

webserver.http.header xff.proxies.allowed A CIDR Set of allowed XFF proxies. If empty al proxiesare allowed.
Default: empty.
webserver.http.header.xff.debug Enable X-Forwarded-For (XFF) HTTP header debugging. Vaues: N

(default) | Y. If Y, INFO messages are send to the Admin Dashboard
for each retrieved Client IP address.

Table13.8. HTTP Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

13.5.3. Database Connection Settings

Database connections are both expensive to create and maintain over time. Therefore, they are an ideal resource
to pool. That isjust what SavaPage does, with the help of JDBC Connection Pooling7.

The keys to set the Connection parametersin the / opt / savapage/ server/ server. properti es con-
figuration file are shown in the table below.

dat abase. connect i on. pool . max Maximum number of connectionsin the pool. Default: 200

Important: if you are using PostgreSQL as database back-end this
value must align with the maximum number of client connections
alowed by the database. See Section 13.5.3.1, “PostgreSQL Set-

tings’ [222].
dat abase. connecti on. pool . m n Minimum number of connectionsin the pool. Default: 5
dat abase. connection.idl e-ti meout -secs Maximum time a connection may be idle in seconds after it is

closed. Default: 600

dat abase. connection.idl e-ti meout-test-secs Idle time in seconds before a connection is checked for timeout.
Default: 120

This value must be less than dat abase. connection.i -
dl e-ti meout - secs. If not, connections closed by the database
will not be detected.

dat abase. connecti on. st at ement - cache Number of prepared SQL statements that will be cached. Default:
50

5 https://devel oper.mozilla.org/en-US/docs/Web/HT TP/Headers/X - Forwarded-For
7 SavaPage uses Java Database Connectivity (JDBC) Connection Pooling from c3p0 [https://www.mchange.com/projects/c3p0/]: an easy-to-
use library for making traditional JDBC drivers “enterprise-ready”.
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Value 0 disables caching.

Table 13.9. Database Connection Settings

] | Note

Database Connection Settings do not apply to the internal database.

13.5.3.1. PostgreSQL Settings

PostgreSQL ships with a basic configuration tuned for wide compatibility rather than performance. Depending
on available host resources and Database Connection Settings as described in the section above, there is a good
chance the default parameters are very undersized.

Tuning Y our PostgreSQL Server®isan expert job, but there are two obvious parametersin post gr esql . conf °
you need to consider:

1. max_connecti ons must at least be equal to dat abase. connecti on. pool . nax plus the value of
superuser_reserved_connecti ons. For example:

# When SavaPage: database. connection. pool . max = 200

# and in this file: superuser_reserved_connections = 3

# and SavaPage is the only process accessing the Database ...
max_connections = 203 # (change requires restart)

# Defaults to 3
#superuser _reserved_connections = 3

See PostgreSQL Connection Settingst®.

2. Theshar ed_buf f er s default of 128MB can be replaced by a higher value, depending on the total RAM
in your system. For example:

#shared_buffers = 128MB # min 128kB
# (change requires restart)
shared_buffers = 1024MB

A higher value alocates more shared memory during inter-process communication (1PC) between the database
server and the requesting client, resulting in speedier data transfer. See PostgreSQL Memoryll.

Important: restart the database after changing any of these settings.

13.5.4. CUPS Settings

13.5.4.1. CUPS Notifier

CUPS notifier isacustom SavaPage binary that pushes printer and print job status events from CUPS to SavaPage
server. It isthe default CUPS notification method. A pull method can be activated as alternative.

Occasionally the notifier may fail to deliver job state notifications, as can be seenreportedin/ var / | og/ cups/
error _| og. Since afailure can result in no job end states being observed, a heartbeat monitor pulls print status

8 https://wiki.postgresgl.org/wiki/Tuning_Y our_PostgreSQL_Server

% On Debian based systems post gr esql . conf islocated in/ et ¢/ post gr esql / [ ver si on] / nai n/
10 https:/iwww. postgresgl .org/docs/current/runti me-config-connection. html

1 https:/iwww. postgresgl.org/docs/current/runti me-config-resource.html
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from CUPS for active jobs that have not been notified since the previous beat of the heart. The heartbeat period

can be configured: see Section 13.5.4.4, “CUPS Configuration Properties’ [223].

13.5.4.2. CUPS Job Status

CUPS Job Statusis handled in the following way:

* Normally aprint job that is stopped in CUPS, for instance because *job-completed-with-errors’, must be man-
ually controlled (reprint, cancel, move) by an operator. However, when SavaPage identifies a stopped job it

cancelsit automatically.

» At system (application) start-up, job statusis pulled from CUPS for every proxy printed document that has not

reached end-state.

See Section 13.5.4.4, “ CUPS Configuration Properties’ [223] on how to change the defaults.

13.5.4.3. CUPS IPP connections

See Section 13.5.4.4, “CUPS Configuration Properties’ [223] on how to change defaults for the number of 1PP

connections to local CUPS and their | PP connect and read timeouts.

13.5.4.4. CUPS Configuration Properties

cups.ipp.notification.method

cups.ipp.notification.push.notify-lease-duration

cups.ipp.notification.push.heartbeat-msec

cups.ipp.notification.push.pull-fall back-msec

cups.ipp.notification.pull.heartbeat-msec

cups.ipp.job-state.cancel-if-stopped.enable

system.startup.cups.ipp.sync-print-jobs.enable

cups.ipp.local-connect-timeout-msec

cups.ipp.local-socket-timeout-msec

Ccups.ipp.max-connections

Table 13.10. CUPS Configuration Properties

CUPS event notification method. Value PUSH (default) acti-
vates pushed print job status notification by CUPS Notifier. If
vaueis PULL, print job statusis pulled from CUPS.

Duration of the subscription lease (seconds) for PUSH notifi-
cation with the CUPS Notifier. Value must be greater than one
(2) hour, since the renewal of the subscription is scheduled by
SavaPage every hour. Default: 4200. See Hourly Jobs.

Number of milliseconds to wait before evaluating pushed
CUPS job status notifications. Default: 4000.

Number of milliseconds since the last pushed print job status
notification by CUPS Notifier after which ajob status update
is pulled from CUPS. Default: 30000.

Number of milliseconds to wait before pulling CUPS job sta-
tus. Default: 5000.

Setto Y (default) or N, to enable/disable automatic cancella-
tion of stopped CUPS Job Status.

SettoY (default) or N, to enable/disable CUPS Job Status syn-
chronization at system start-up.

IPP connect timeout in milliseconds on local CUPS. Defaullt:
5000.

IPP read timeout in milliseconds on loca CUPS. Default:
9000.

Max number of |PP connections on CUPS. Default: 10.

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

13.5.5. Server-side Download

A Web Page or Document can be printed by a Drag & Drop of its URL. In that case its content is server-side

downloaded and rendered as PDF.
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download.connect-timeout-msec Timeout in milliseconds until a connection is established. Defaullt:
4000.
downl oad.socket-timeout-msec Timeout in milliseconds to receive data from remote host after the

connection is established, i.e. maximum time of inactivity between
two data packets. Default: 2000.

download.max-connections Max number of download connections. Default: 10.
downl oad.max-connections-per-route Max number of download connections per route (host) Default: 2.

Table 13.11. Server-side Download Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

Q@ |[Tip

Rendering a Web Page by aDrag & Drop of its URL gives best results when wkhtmltopdf isinstalled.

13.5.6. RESTful Client

When SavaPage makes RESTful API calls to third-party servers, for instance in the |PP Routing Plug-in, these
are the configuration properties to consider.

restful.client.connect-timeout-msec Timeout in milliseconds until a connection is established. Default:
4000.
restful.client.read-timeout-msec Timeout in milliseconds to receive data from remote host after the

connection is established, i.e. maximum time of inactivity between
two data packets. Default: 2000.

restful.client.max-connections Max number of RESTful client. Default: 100.

restful.client.max-connections-per-route Max number of RESTful client connections per route (host) Default:
20.

restful.client.trust-self-signed Trust self-signed certificate of RESTful servers: N (default) or Y.

Table 13.12. RESTful Client Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

13.5.7. User Home Clean

When Document expiration timeisenabled, any SafePages document ol der than the number of configured minutes
is considered expired and will be automatically deleted in an active User Web App session. Moreover, when a
user logs out and logs in again, expired documents will be auto-deleted. So, when a user does not log in for a
long time, old documentswill stay put in the user's home directory. These ignored documents take up unnecessary
space. The same applies to PDF documents that exist long after their due date, because their deletion istriggered
far too late (never) at Fast Print or Hold Print release.

During Daily Maintenance user home directories are scanned and ignored documents deleted. The result of the
scan is shown in the Admin Dashboard. These are the configuration properties to consider:

print-in.job-expiry-ignored.mins Number of minutes added to print-in job expiry (if applicable) after
which job is considered ignored. Ignored jobs are removed by Daily
Maintenance. Default: 10.
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proxy-print.hold-ignored-mins Number of minutes added to Hold Print job expiry after which job is
considered ignored. Ignored jobs are removed by Daily Maintenance.
Default: 10.

Table 13.13. User Home Clean Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

*] | Note

User Home Clean is aso executed at server start-up. You can disable this behavior in a separate Server
Setting.

13.5.8. Database Locking

When using an External Database, table row locking is used to serialize access to individual user resources. Pro-
duction grade databases like PostgreSQL should be able to handle row locking without problems. However, if you
do suspect problemsin this area, please contact SavaPage support. In the meantime, you can disable row locking
with the property below.

webapp.user.database-user-row-locking.enabled Enable user table row locking in database to serialize access of a
user to database or user homefile system: Y (default) | N.

Table 13.14. Database L ocking Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

13.5.9. pdf2cairo Image Strategy

SavaPage uses pdftocairo to create PNG images from SafePages. On centos-release-7-7.1908.0.6l7, pdftocairo
0.26.5 failsdueto abug. Therefore pdftocairo -v is executed at server start-up to determine the best way to create
images. If version is 0.26.5 is encountered workaround statements are applied. This default probe strategy can be
overwritten with this configuration property:

system.host.cmd.pdftocairo.img.strategy Strategy for executing pdf t ocai r o command to create a PNG
image. Values: AUTO = use version probe to determine optimal
command (default), STREAM = use one (1) stdout/stdin stream
command, SPLI T = split action into separate commands.

Table 13.15. pdf2cairo Image Strategy Configuration Property

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

13.5.10. Alternative File Locations

To separate files created at runtime from installation files you can set alternative locations for temporary files,
SafePages, public Letterheads and Document Store in the / opt / savapage/ server/ server. proper -
ti es configuration file.

(Y] ‘ Caution

‘ All aternative file locations must reside on the same - disk partitionlz.

12 This constraint is needed because files are initially created in the temporary location and atomically moved to their destination. Atomic
moves do not work cross-partition.
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app.dir.tnp

app. di r. saf epages

app.dir.letterheads

app. dir.doc. store. archive

app. dir.doc. store.journal

~ Location of temporary files created by SavaPage. It is created when the application starts and
removed when stopped, so make sureit is exclusively used by the SavaPage application.

The location is not used by third-party Java components: they usej ava. i o. t npdi r to store
their own temporary files.

Default: subdirectory savapage of JVM system property j ava. i o. t npdir. See Sec-
tion 22.3.3, “JVM Temporary Files’ [278].

« User savapage must have permission to create the location.
. Location where the user's SafePages are stored.

Default: / opt / savapage/ server/ dat a/ i nt er nal / saf epages

» Thelocation directory must be owned by user savapage and have permission 700.
- Location where the public L etterheads are stored.

Default: / opt / savapage/ server/data/internal /| etterheads

» Thelocation directory must be owned by user savapage and have permission 700.
- Location where the Archive branch of the Document Store is stored.

Default: / opt / savapage/ server/ dat a/ doc- ar chi ve

« User savapage must have permission to create the location.
-1 Location where the Journal branch of the Document Store is stored.

Default: / opt / savapage/ server/ dat a/ doc-j our nal

» User savapage must have permission to create the location.

Table 13.16. Server Propertiesfor Alternative File L ocations

13.5.11. Miscellaneous Settings

These arethe extra settings that can be configured inthe/ opt / savapage/ server/ server. properties

configuration file.

start. cl eanup- docl og

start. cl eanup- user hone

system cl eanup- user hone. t est

webapp. custom i 18n

Enable database cleanup at server start-up. See Section 4.11.12, “Backups’ [155].
Values: t r ue (default) or f al se

Enable User Home Clean at server start-up.

Values: t r ue (default) or f al se

Put User Home Clean in test mode: i.e. cleanablefiles are signaled on the Admin Dash-
board but not deleted.

Values: f al se (default) ort rue
See Section 20.1.1.4, “Custom i18n” [264].

Values: t rue or f al se (default).

Table 13.17. Server Properties: Miscellaneous Settings

13.6. Upgrading SavaPage

Upgrading SavaPage is just an install of the new version “over-the-top” of the old version. It follows the same
procedure as afirst time installation, as described in Section 13.1, “The Installation Process’ [215].

The process keeps existing data and configuration files as they are.
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(] ‘ | mportant

Always check the Release Notes™ after upgrading, to seeif additional actions are needed before you can
actually use the new version.

13.7. Removing SavaPage from a GNU/Linux server

SavaPage can be completely removed from a system with the following procedure:

Remove all filesfromthe/ opt / savapage install directory.
Remove the savapage system account.

Removethe savapage binary fromthe CUPSnot i fi er directory.
For systemd installations:

+ Removethesavapage. servi ce fileinthesyst end unit library. Depending on the distribution the unit
will either befound inthe/ | i b/ syst emd/ syst emor/ usr/|i b/ syst end/ syst emdirectory.

¢ Removethecustom/ et ¢/ syst end/ syst eni cups. servi ces file.
For SysV style installations remove any matching start script:

/etc/init.d/ savapage
/etc/rc*.dl *savapage

¥ | Note

Removing SavaPage can also be done by executing the uni nst al | program like this:

cd /opt/savapage
sudo uni nstal |

The installation will be reverted including the CUPS not i fi er installation and the server'ssyst end
or SysV service scripts.

Asafina action the savapage system account and the/ opt / savapage install directory should be
removed manually.

13 nttps://wiki.savapage.org
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Chapter 14. SavaPage as Printer

7

—

14.1. IPP Everywhere and AirPrint

IPP Everywhere“"l is a PWG? standard that allows personal computers and mobile devices to find and print to
networked (and USB) printers without using vendor-specific software (printer drivers). It is based on IPP/2.0 and
Zero-configuration networki n93 (Zeroconf) for automatic printer discovery on Internet Protocol (IP) networks.
| PP Everywhere printers accept PWG Raster Format and JPEG (required) and PDF (recommended) print content.

¢ The terms “Zeroconf” and “Bonjour” are often used interchangeably, although Zeroconf refers to the technology in
general and Bonjour is the Apple branded implementation.

¢ In andogy, the terms “IPP Everywhere” (Zeroconf printers) and “AirPrint” (Bonjour printers) are also used inter-
changeably.

« To configure SavaPage as Zeroconf printer follow the steps described in the sections bel ow.

Everywhere™

SavaPage AirPrint is discussed for each platform separately:

¢ Section 14.3, “Printing from GNU/Linux” [230]

¢ Section 14.4, “Printing from macOS’ [230]

¢ Section 14.5, “Printing from Chrome OS’ [231]

¢ Section 14.6, “Printing from Android” [231]

¢ Section 14.7, “Printing from iOS and iPadOS” [233]
» Section 14.8, “Printing from Windows” [234]

Table 14.1. PP Everywhere and AirPrint

14.1.1. Step 1: Check Avahi configuration

For SavaPage to act as Zeroconf printer Avahi needs to be installed on your GNU/Linux host.

To service abroad range of devices, both IPv4 and | Pv6 should be enabled in the avahi-daemon. Thisis normally
the case, but you can check by editing the Avahi configuration file:

sudo vi /etc/avahi/avahi - daenon. conf
Make sure settings are as follows:

use-i pvd=yes
use-i pvé=yes

If you made changes to the configuration file, restart the daemon as follows:

sudo systenttl restart avahi-daenon. service

14.1.2. Step 2: Create AirPrint Queue

The URL path of Reserved Queuecalled/ ai r pri nt isavailable by default.

You can create a new SavaPage Queue (see Section 4.7, “Queues’ [106] ) with another path if you like. It is
important though not to check the Trusted option, since the queue must be untrusted to enforce | P Based Authen-

L hitps://www.pwg.org/ippleverywhere html
2 https://www.pwg.org/
3 https://en.wikipedia.org/wiki/Zero-configuration_networking
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tication. This is needed because AirPrint is inherently unauthenticated. |P Based Authentication finds the “real”
user by matching the | P address of the print request with the authenticated user in the SavaPage Web App Session
on the same | P address.

14.1.3. Step 3: Create Avahi Service File

Copy the/ opt / savapage/ server/ exanpl es/ | i nux/ avahi / savapage. ser vi ce fileto your per-
sonal home directory.

savapage. ser vi ce isan Avahi servicefilewith annotations explaining how to adapt it to your own situation.
Follow the $Cust omi ze$ annotation to insert your settings.

Copy your tailored service file to Avahi, with this command (assuming the source file resides in your home di-
rectory):

sudo cp ~/savapage. service /etc/avahi/services
Check if Avahi has published the SavaPage printer as intended by typing this command:
avahi -browse -a -t

Assuming your GNU/Linux host is called savapage and you named your Avahi print service SavaPage, you
should find entries in the output like this:

+ ethl | Pv6 SavaPage on savapage _ipps._tcp | ocal
+ ethl | Pv4 SavaPage on savapage _ipps._tcp | ocal
+ ethl | Pv6 SavaPage on savapage Internet Printer | ocal
+ ethl | Pv4 SavaPage on savapage Internet Printer | ocal

To check if the SavaPage DNS printer can be found, use this command on a macOS or GNU/Linux workstation :

i ppfind _ipp. tcp _ipps. tcp?

Assuming your GNU/Linux server host iscalled savapage inthe Avahi servicefile, you should seethese entries
as output:

i pp: // savapage. | ocal : 8631/ printers/airprint
i pps://savapage. | ocal : 8632/ printers/airprint

14.2. PostScript Driver Print

Any desktop system can print to SavaPage with a PostScript driver. The driver can either be generic, or amain-
stream one from a vendor as shipped with the OS, or a dedicated one provided by SavaPage. When printing from
public Internet a private Device URI must be used. See Section 3.10.1, “Internet Printer” [70].

¢ | Caution

Although the SavaPage driver is not required, beware that vendor-specific drivers might offer options that
areirrelevant, or not supported by the SavaPage Print Server.

The SavaPage Printer Driver comes asaPostScript Printer Description (PPD), as captured in the SAVAPAGE. ppd
file located in the shared client directory / opt / savapage/ cl i ent . The driver is optimized for SavaPage
printing. Irrelevant options, like Duplex Printing are stripped, other options like Paper Sze and Resolution, are
narrowed down to the most common choices. If you feel options are missing please let us know.

4i ppfindispartof cups-i pp-uti| s package.
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(] ‘ | mportant

SAVAPACE. ppd isaPostScript-only driver, and does not produce PDF. Thisis on purpose, since PDF
producing drivers print landscape orientated documents with 270 page rotation. As a result these docu-
ments will show as portrait orientated SafePages. 5

The driver file can be downloaded from the About section of the User Web App and Admin Web App.

The installation scripts below use the SavaPage printer driver. When you want to use a PostScript driver already
present in the OS, please use the proper selection dialogs.

¢ | Caution

The SavaPage JetDirect Server accepts PostScript print jobs only. So do not use the JetDirect protocol
unless you are absolutely sure that the print client uses PostScript as Print Job Format. Windows clients
can safely use JetDirect. On macOS and GNU/Linux systems | PP and | PPS are the obvious choices.

14.3. Printing from GNU/Linux

GNU/Linux supports native printing through the Common UNIX Printing System (CUPS) and Internet Printing
Protocol (1PP).

If SavaPage | PP Everywhere is configured in a Local Network, the corresponding printer is automatically detected by
x CUPS 2.2.2 (or later) and can directly be used without any configuration.

E In older CUPS versions the SavaPage | PP Everywhere printer is recognized as “Network Printer”, but you must choose
Everywhere™ a driver either from the database (Generic > Generic PostScript Printer Foomatic) or provide a PPD file, i.e. SAVA-
PAGE. ppd.

e |PBased Authentication is needed before submitting a print job.

Y ou can add any SavaPage Local |PP Printer according to the SavaPage Printer URI syntax [317]. For example:

UNIX
PRINTING

SveTEM » Choose a driver either from the database (Generic > Generic PostScript Printer Foomatic) or provide a PPD file, i.e.

SAVAPAGE. ppd.

* Enter i pps://savapage: 8632/ printers a Device URI for the default queue, or i pps://sava-
page: 8632/ pri nt ers/ [ queue] for any other specific queue.

Notes:

¢ |P Based Authentication might be needed before submitting a print job.
« For Internet Printer settings, see Section 3.10.1, “Internet Printer” [70] (no additional authentication is needed).

Table 14.2. Printing from GNU/L inux

14.4. Printing from macOS

MacOS supports native printing through the Common UNIX Printing System (CUPS) and Internet Printing Pro-
tocol (1PP).

If SavaPage IPP Everywhere is configured in a Local Network, the corresponding printer is automatically detected as
x Default inthe“Printers & Scanners > Add” dialog and can directly be used without any configuration.

E ¢ |P Based Authentication is needed before submitting a print job.

Everywhere™

You can add any SavaPage Local IPP Printer according to the SavaPage Printer URI syntax [317]. Add a new printer
X NG and enter datain the “Printers & Scanners > Add” dialog as follows:
SYSTEM
e Click the IP printer button and select |PP for Protocol.

5 SavaPage acts asa Virtual PostScript Printer Device. Thisis separate from the decision on the OSDL Printing Summit in 2006 to switch the
GNU/Linux standard print job transfer format from PostScript to PDF. Seehtt ps: //wi ki . | i nuxf oundati on. or g/ openpri nt -
i ng/ pdf _as_standard_print_job_f ormat
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« At Address, enter the IP address or host name of the SavaPage Print Server including the port number.

e Enter pri nt er s at Queuefor the default queue, or pri nt er s/ [ queue] for any other specific queue. See Sava-
Page URI syntax [317].

« Enter the Name of the queue. SavaPage is the obvious choice here.
¢ Use the default “ Generic PostScript Printer”, or use “ Other” to select the SAVAPAGE. ppd you downloaded earlier.

Notes:

¢ |P Based Authentication might be needed before submitting a print job.
« For Internet Printer settings, see Section 3.10.1, “Internet Printer” [70] (no additional authentication is needed).

Table 14.3. Printing from macOS

14.5. Printing from Chrome OS

Chrome OS supports native printing through the Common UNIX Printing System (CUPS) and Internet Printing
Protocol (1PP).

If SavaPage |PP Everywhereis configured in a Local Network, the corresponding printer is automatically detected and
can directly be used without any configuration.

¢ |PBased Authentication is needed before submitting a print job.

Everywhere™

You can add any SavaPage Local IPP Printer according to the SavaPage Printer URI syntax [317] using Manufacturer

Egﬁgﬂa “Generic” and Model “ Generic PostScript Printer”.

« |P Based Authentication is needed before submitting a print job.

For Internet Printer settings, see Section 3.10.1, “Internet Printer” [70] (no additional authentication is needed).

Table 14.4. Printing from Chrome OS

14.6. Printing from Android

If SavaPage |PP Everywhereis configured in a Local Network, the corresponding printer is automatically detected and
(- can directly be used without any configuration.

E * |P Based Authentication is needed before submitting a print job.

Everywhere™

SavaPage Android Print App isanative Android printing service. Users can copy the URL and their credentialsfrom the
Internet Printer dialog. The app makes use of Section C.2.3.3, “RESTful User Services’ [306].

A 2

Table 14.5. Printing from Android

14.6.1. SavaPage Android Print App

@ ANDROID 6

Preview

SavaPage Android Print App7 isaFeature Preview that isfully operational but impermanent. The preview
is offered to provoke feedback based on real world use. Please tell us your requirements.

5 https://f-droi d.org/packages/org.savapage.android.print/
7 https://f-droi d.org/packages/org.savapage.android.print/
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Users can copy the URL and their credentials from the I nternet Printer dialog.
The app makes use of Section C.2.3.3, “RESTful User Services’ [306].

To illustrate the App, composite Android screen-shots below show three SavaPage Printers. A tap on a printer
entry shows the details for editing.

8:22

SavaPage Print Service

liiﬁ pampus-dev

L]
@ demo.savapage.org

-

Printer

pampus-dev
https://192.168.1.35:8444
rijk

3507ed47-997a-420f-9dad-7a0b22{28f1

CANCEL DELETE SAVE

Figure 14.1. SavaPage Android Print App - Printer List

Printers were added by selecting Add Printer from the top-right menu or by pressing the bottom-right + button.
Global Settings were used to trust a self-signed SSL certificate of any SavaPage Printer URL.

EEVEREN RISl Add Printer

Settings

@@ pampus-dev

Settings
Trust self-signed SSL certificate

CANCEL SAVE

Printer

Name

CANCEL DELETE  SAVE

Figure 14.2. SavaPage Android Print App - Menu

(V) ‘ | mportant

After the SavaPage App isenabled in the “ Print services’ section of the Settings App, Android Appsthat
offer Print Services will see the SavaPage printers as target.
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8:35
-, pampus-prd

Save as PDF

#% demo.savapage.org

- pampus-dev

All printers...

Figure 14.3. SavaPage Android Print Service

14.7. Printing from iOS and iPadOS

If SavaPage |PP Everywhere is configured in a Local Network, the corresponding AirPrint printer is automatically de-
‘ tected by and can directly be used without any configuration.

E e 64-bit iOS (iPadOS) is supported, 32-hit is not.
Everywhere™ » |P Based Authentication is needed before submitting a print job. When printing while not logged in, adialog will pop

up saying “Y ou do not have permission to use this printer”, with Cancel and Retry buttons.

For your convenienceht t ps: / / savapage: 8632/ i os/i nstal | isavailableto add a SavaPage icon to the Home
Screen automatically. See Appendix E, URL Cheat Sheet [316]. A click on the icon opens the SavaPage User Web
App full-screen and will therefore be part of the multitasking bar.

This convenience comes with a penalty though, since Apple treats full-screen WebApps in a “specid” way, i.e. when
they are selected from the multitasking bar and regain focus the Web App is reloaded.

Luckily, since SavaPage utilizes an authentication token, an automatic login is performed. However, the page needs to
be retrieved from the server again, giving some performance penalty.

Note:
Only one SavaPage Web Clip can be present on an iOS device. A new install overwrites the previous one.
Warning:

When using the Payment Gateway Plug-in, the redirect URL as forwarded to and applied by the payment provider does
not show in the same User WebApp as where the payment started, but is shown on anew tab in the default browser.
Tip:

If you don't care about the full-screen User Web App, and want optimal performance, you can just add any SavaPage
Web App to the Home Screen manually by surfing to the URL, then click the Share button and choose Add to Home
Screen . Clicking the home screen icon will not open the Web App full-screen, but as a tabbed instance in the browser.
Also, it will not be reloaded by definition as the browser regains focus.

Table 14.6. Printing from iOS and iPadOS
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14.8. Printing from Windows

If SavaPage | PP Everywhere is configured in a Local Network, the corresponding printer is automatically detected by
Windows 10 and can be used without any configuration by executing “ Add aprinter or scanner”. Asaresponse Windows
will be “Searching for Printers and Scanners”: pick the detected SavaPage printer and select “Add device'.

Everywhere™ » Make sure Windows IPP printing is enabled as explained in Section 14.8.2, “IPP Printer” [235].
* |P Based Authentication is needed before submitting a print job.

Installing aLocal Printer or IPP Printer is similar for different Windows versions (8, 10) with slight variationsin dialog
appearance.

When asked for aprinter driver, pick aplain PostScript driver fromthelist. Any type/model will do, aslong asit generates
standard PostScript spool files. It makes sense to select just asimple, no-frills type/model.

Caution:

Although a printer driver may render printed documents correctly on first sight, its SafePages PDF might not be search-
able. You can simply Download the PDF result and check with a simple copy/paste of text. When the pasted result is
garbled, the printer driver delivered so-called “Mojibake” &

& Mojibake [https://en.wikipedia.org/wiki/Mojibake] is the garbled text that is the result of text being decoded using an unintended character
encoding. Theresult is a systematic replacement of symbols with completely unrelated ones, often from a different writing system.

Table 14.7. Printing from Windows

14.8.1. Local Printer

To add SavaPage as L ocal Printer, start the "Add Printer" dialog, choose Add alocal printer and follow these
steps:

1. Choose aPrinter port

» Create anew port of type " Standard TCP/IP Port”
* Click Next
2. Typeaprinter hostname or |P address

» Devicetype: TCP/IP Device
» Hostname or I P address of the SavaPage server.
» Click Next

3. Detecting TCP/IP port ... (may take awhile)

4. Additional port information required

» Device Type: Custom
e Click Settings. ..
5. Configure Standard TCP/IP port Monitor

» Protocol: Raw
 Port Number: 9100 (or the aternative port as configured in server.properties).
e Click OK and Next

6. Instal the printer driver

» Choose aplain PostScript driver from the list.
» Click Next

7. Which version of the driver do you want to use
e Usethedriver that is currently installed
* Click Next

8. Typeaprinter name

» For instance “ SavaPage’ (it is possible to rename the printer after it isinstalled).
» Click Next
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9. Printer Sharing

* If you want to share this printer, you must provide a share name.
* Click Next
10. Print atest page to check if everything works as expected.

* Print jobs are send to the Reserved Queue named “/ r aw’ .
+ Click Finish

Assuming you named the printer “ SavaPage”, you should now have a printer as shown in Figure 14.4, “ SavaPage
Local Printer on Windows’ [235].

Figure 14.4. SavaPage L ocal Printer on Windows

Tip

Install SavaPage as shared printer on aWindows Print Server. This makes the printer amember of Active
Directory. See Figure 14.5, “ SavaPage Shared Local Printer on Windows’ [235].

Queues created on Windows Print Server can easily be deployed on workstations using Windows Domain
Group Policy or using a Login Script. Please consult the Microsoft Windows server documentation for
more information.

L/
-y 4
"

Figure 14.5. SavaPage Shared Local Printer on Windows

14.8.2. IPP Printer

Before adding a SavaPage | PP Printer make sure | PP printing is enabled:

1. Go to Control Panel
2. Select Programs and Features
3. Select Turn Windows features on or off

4. In the features list, scroll down to Print and Document Services and verify that the Internet Printing Client
checkbox is checked. If not, check this option and click OK .

To add SavaPage as |PP Printer, start the "Add Printer" dialog, choose Add a network, wireless or Bluetooth
printer and follow these steps:

1. Select Printer

* Click the The printer that | want isn't listed link at the bottom of the dialog.
2. Find aprinter by name or TCP/IP address

» Select the Select a shared printer by name option
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 Enter the URL of a SavaPage |PP Queue. For example:
e https://ny-savapage: 8632/ pri nt ers/ ny- queue
 http://ny-savapage: 8631/ pri nters/ ny- queue
* http://ny-savapage: 8631/ pri nters (default IPP“/ " queue)

¥ | Note

When the printer is used in the confines of an intranet back-office, and the risk of print content
snooping is considered irrelevant, you can use the http protocol instead of https to avoid technical
problems with the default self-signed certificate of the SavaPage server.

¢ Click Next
3.  Add Printer Wizard

» Choose aplain PostScript driver from the list.
» Click OK
4. A dialog confirmsthat the printer has been installed.
» The assigned Printer Name is shown but can not be changed (not even after the printer is installed). For
example;
» SavaPage- ny- queue on http://ny-savapage: 8631/ pri nters/ ny- queue
» Click Next
5. Print atest page to check if everything works as expected.

 Click Finish
The screenshot below shows the PP Printer for the default IPP“/ ” queue.

SavaPage op hitp://savapage6il

Figure 14.6. SavaPage | PP Printer on Windows (default queue)
*] | Note
Windows does not support sharing of an |PP Printer.

14.9. Driverless File Transfer Print

Driverless Printing by file transfer is one of the gateways to authenticated printing from devices belonging to
unauthenticated anonymous users, where either native or IPP Everywhere printing support is lacking or where
user trust cannot be enforced by a Single Sign-On User Domain. This situation istypical for a BY OD® context.

Web Print and Mail Print offer casual printing without a hassle, since users are familiar with either file uploading
or email and no printer driver needs to be installed. Since rendering of the document content is not handled by a
know-it-all printer driver, not all document types are supported. See Appendix G, Printable File Types [322]
for alist of supported types. Driverless File Transfer Print is also implemented in the SavaPage Android Print
App and RESTful Print API.

8 Bring Your Own Device (BYOD) is the policy of permitting employees to bring personally owned mobile devices (laptops, tablets, and
smart phones) to their workplace, and use those devices to access privileged company information and applications. The term is also used to
describe the same practice applied to students using personally owned devicesin an educational setting.
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Note

Mail Printuses127. 0. 0. 1 (localhost) as the | P address of the requesting user.

14.9.1. Processing Driverless PDF Transfer

PDF files received from Driverless File Transfer Print are validated, repaired and processed before admitted as
SafePages. These are the processing steps:

1.

Uploaded PDF document isread to check validity.

If the PDF is assessed asinvalid by the PDF library used by SavaPage, arepair is executed with pdftocairo.
If repair fails, the document is rejected.

¥ | Note

]

Although shown correctly as SafePages, PDF files might not have a completely valid PDF format.
When theseinvalid PDFs are proxy printed, CUPS filtering may deliver Page Description Language
(PDL) that incorrectly describesthe PDF content. As aresult, printed output will not be as expected.
Text can be omitted, and in some cases we observed only asingle blank page was printed. To prevent
this situation, SavaPage tries to repair these files, which is amodest action with minor performance
impact. Disclaimer: repair is a best-effort attempt and is no guarantee for success.

If PDF isencrypted, it is decrypted. QPDF is used for this step.

PDF font syntax is verified. If font errors are encountered, a repair is executed with pdftocairo, when not

already executed in aprevious step. When font errors persist, the PDF document is rejected.

Non-embedded/non-standard PDF fonts are embedded with best-fit fonts available on the host system.

] Note

This is because font embedding performed by CUPS/Ghostscript might result in missing text as
explained in Step 1.
PDF is cleaned by executing pdftocairo command (when not already executed in a previous step) and op-
tionally a“Ghostscript prepress’ command.

*] Note

Thisis because the pdf2psfilter as executed by CUPS/Ghostscript might result in missing text and
annotations as explained in Step 1.

Y ou can enable/disable each step with the following configuration properties:

print-in.pdf.invalid.repair Set to Y (default) or N to enable/disable repair of invalid PDF files with

pdftocairo. When N, invalid PDF files are rejected.

print-in.pdf.encrypted.allow Set to Y (default) or N to enable/disable decryption of encrypted PDF files

with QPDF. When N, encrypted PDF files are rejected.

Important: this property aso applies when Section 14.10.2, “Printing En-
crypted PDF" [239] with a printer driver.

Also see Section 4.11.13.9, “SafePages’ [162].

print-in.pdf.fonts.verify Set to Y (default) or N to enable/disable PDF font syntax validation. When

Y, PDF files are checked with pdffonts system command. When font syn-
tax errors or warnings are encountered arepair is executed with pdftocairo
(when not aready executed in a previous step). When font errors persist,
the PDF document is rejected.
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print-in.pdf.fonts.embed Set to Y (default) or N to enable/disable embedding of non-embedded/non-
standard PDF fonts by executing pdftocairo command (when not already
executed in a previous step).

print-in.pdf.clean Set to Y (default) or N to enable/disable PDF cleaning by executing pdfto-
cairo command (when not already executed in a previous step).

This is areplacement for the deprecated "proxy-print.repair.enable” prop-
erty. See Section 4.11.8, “Proxy Print” [147].

print-in.pdf.prepress Set to N (default) or Y to disable/enable PDF cleaning by executing gs -
sDEVI CE=pdf wri t e - dPDFSETTI NGS=/ pr epr ess command.

Table 14.8. Driverless PDF Transfer Processing Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set this property.

™ | Note

The pdftocairo and gs command embeds all fonts, even standard PDF fonts.

@ |Tip
Driverless PDF Transfer statistics are shown on the Admin Web App Dashboard. The final result of a

Driverless PDF Transfer Print on the display of fontsis shown in the SafePages Document Details popup
dialog.

14.10. PostScript Print Processing

The PostScript that arrives at SavaPage by PostScript Driver Print or Driverless File Transfer Print is the first to
be converted to PDF by the ps2pdf program from the Ghostscript suite.

¥ | Note

ps2pdf is awork-alike for nearly al the functionality (but not the user interface) of Adobe's Acrobat™
Digtiller™ product: it converts PostScript files to Portable Document Format (PDF) files, and is imple-
mented as a command script that invokes Ghostscript®.

o \Tip

Thefinal result of PostScript Print Processing on the display of fontsis shown in the SafePages Document
Details popup dialog.

14.10.1. Licensed Fonts

Using a font requires a license, just like a software program. There are fonts that require a special (paid) license
for embedding them into documents so these documents can be used outside the scope of the licensed computer
or licensed document viewer.

Be careful when you print a document containing license restricted fonts to SavaPage, since font rendering might
not be as expected. It all depends on how the print toolchain renders non-embeddable fonts to PostScript at the
client side. Some toolchains will convert these fonts to bitmaps. Others, will embed them unconditionally, which
isfinefor local printing, but not for SavaPage because the ps2pdf converter might give aWarning message saying
the font “ cannot be embedded because of licensing restrictions’. Asaresult font substitution might be flawed and

9 https://www.ghostscript.com/doc/doc/Use.htm

238


https://www.ghostscript.com/doc/doc/Use.htm
https://www.ghostscript.com/doc/doc/Use.htm

SavaPage as Printer

SafePages preview will show garbled text. In those cases rendering PostScript pages to images is a solution. See
Section 14.10.3, “PostScript Configuration Properties’ [239].

© | Important

Windows computers are more prone to font licensing issues than GNU/Linux workstations where Open
Source Fontsarethe norm. When printing from Windows use Open Source Fontswherever possible. Many
of these fonts come with the increasingly popular Open Font License'® (OFL) from SIL International ', a
nonprofit organization committed to serving language communities worldwide. The OFL is“afree, libre
and open source license specifically designed for fonts and related software based on our experience in
font design and linguistic software engineering.”

14.10.2. Printing Encrypted PDF

When you print an encrypted PDF document from Adobe Reader to a PostScript printer like SavaPage, it creates
a PostScript file that contains a notice telling the recipient that it is not permitted to convert (re-distill) it to PDF
again. The Ghostscript ps2pdf program respects this notice, and throws an error saying “ This PostScript file was
created from an encrypted PDF file. Re-distilling encrypted PDF is not permitted”. If, for example, an encrypted
PDF allows printing only, it should not be re-distilled to a plain PDF equivalent, where all intended protection
isremoved.

SavaPage respects this policy. Moreover, on behaf of its users SavaPage would like its own encrypted PDF
documents to be respected in the same way.

However, when an encrypted document is allowed to be printed, SavaPage would like to be able to receive it as
printer, so it can be previewed and Proxy Printed. But, for that to happen we need to convert it to SafePages, i.e.
to PDF format. That's where we are facing the ps2pdf barrier.

To solve thisissue SavaPage has an optional workaround that ignores the PostScript notice at the point where we
need the ps2pdf program to create the PDF, so SafePages can be displayed and Proxy Printed as intended.

The workaround is activated when Allow Encrypted PDF for Proxy Printing is enabled.

14.10.3. PostScript Configuration Properties

Driver Print

print-in.ps.driver.images.trigger Trigger to render driver printed PostScript pages to images: AUTO= trigger
when ps2pdf producesst der r messages (default), OFF = never trigger,
ON = aways trigger.

print-in.ps.driver.images.dpi DPI for triggered images of PostScript driver print. Default 300.

print-in.ps.driver.detain Temporarily detain driver printed PostScript file in the VM Temporary

Files folder. OFF = never detain (default), ON = always detain, AUTO =
detain when ps2pdf producesst der r messages.

Driverless File Transfer Print

print-in.ps.driverless.images.trigger Trigger to render driverlesstransferred PostScript file pagesto images: AU-
TO=trigger when ps2pdf producesst der r messages (default), OFF =
never trigger, ON = always trigger.

print-in.ps.driverless.images.dpi DPI for triggered images of PostScript driverlessfiletransfer. Default 300.

Table 14.9. PostScript Print Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

10 nttp://scripts.sil.orglof|
Y https://software.sil.org/fonts/
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14.11. IP Restricted Printing

Beware that SavaPage printer access may be restricted based on the requesting | P address. See:

» Figure4.53, “Admin Web App: Queue - Edit” [109]
» Figure4.99, “Admin Web App: Options - Web Print” [146]

CIDR Notation is used to specify the allowed | P address ranges.

14.12. Printer Availability

When SavaPage istemporarily unavailable, for instance during database backup or user synchronization, all print-
ing requests are rejected.

 Driverless File Transfer Print will communicate a message saying “ The application is temporarily unavailable,
please try again later”.

 |IPP Driver Print responds with HTTP status code 503 (service unavailable).
 JetDirect Driver Print requests are silently ignored.
 All rejected requests are logged as real-time activity in the Admin Web App Dashboard.

See Section 4.7, “ Queues’ [106].
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—

Authentication in a printing environment is the act of confirming the digital identity of the person who issued a
print job. Knowledge of thisidentity is crucial for SavaPage to securely offer its services to the right user. The
next sections discuss authenticated printing in:

» Single Sign-On (SSO) Domains

* Peer to Peer Networks

But first, let us introduce the key authentication concepts where our discussion is based upon.

15.1. Key Concepts

This section lists the main authentication concepts headed with a short term. Each term is defined with a concise
description, optionally followed with more details and alist of invariants.

15.1.1. User

An actor with a unique identity.

15.1.2. Person

A User who represents a real human being, as opposed to an abstract human role, software service or hardware
device.

» Only Persons can login to SavaPage.
» Any User can print to a SavaPage Printer. However, SavaPage assigns a print job to a Person.

15.1.3. Abstract User

A User who is not a Person.

15.1.4. Domain User

A User defined in a SSO domain.

15.1.5. Synchronized User

A SavaPage User synchronized froma User Source.
» SavaPage assumes each Synchronized User is a Person, but Administrators can mark a user as Abstract.

15.1.6. Synchronized Person

A Synchronized User that is a Person.

15.1.7. Internal Person

A Person who isinternally defined in SavaPage (opposed to a Synchronized Person).

15.1.8. Authenticated User

A User authenticated on a SSO domain by a workstation login.
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15.1.9. Authenticated Abstract User

An Abstract User authenticated on a SSO domain by a workstation login.

» Before Authenticated Abstract Users can print to a SavaPage Printer they need to login to the SavaPage Web
App on the same device from which they use the printer.

15.1.10. Authenticated Person

A Synchronized Person authenticated on a SSO domain by a workstation login.

» Authenticated Persons can print to SavaPage without being logged in to the Web App.

15.1.11. Trusted SavaPage Queue

A SavaPage Print Queue whose print jobs are trusted to originate from Authenticated Users.

» Each SavaPage Print Queue is trusted by default. However, administrators can mark SavaPage Print Queues
as untrusted.

» Everyjob of aTrusted SavaPage Queueis checked for the originating User. When this user isan Abstract User,
SavaPage uses | P Based Authentication to deduce the associated Person. When the Person cannot be deduced
the job isignored.

* Note that the “trust” qualification is SavaPage interna use only, and not related to network domain trust in
any way.

 SavaPage Print Queues are | PP based and, from a network point of view, are publicly accessible by nature.

* In the Microsoft Active Directory world IPP Printers cannot be encapsulated as native domain resource and
subjected to native domain access control like JetDirect compatible devices. Thisiswhy SavaPage does not bet
on native domain trust alone, and accepts public network access asagiven fact. But even in this case, SavaPage
Print Queues can still be internally trusted if access is limited to authorized users on a network level. Stated
the other way round: administrators need to prevent that users who connect to the network unauthenticated, e.g.
with their personal laptop, use Trusted SavaPage Queues. SavaPage adds a helping hand here with an option
to restrict print queue usage to a specific range of |P addresses. This makes it possible for instance to deny
trusted queue access for wireless users who get their |P addresses from a distinct DHCP server issuing leases
from adistinct IP range.

([ 3 ) ‘ Caution

When non-domain users are allowed to print to Trusted SavaPage Printers an accidental match with a
Synchronized Person may lead to undesirable results.

15.1.12. Public SavaPage Queue

A SavaPage Print Queue where print jobs are not trusted to originate from Authenticated Users.

» Since each SavaPage Printer is trusted by default, this queue must be explicitly marked as untrusted in the
SavaPage Admin Web App.

» SavaPage handles every job from a Public SavaPage Printer as originating from an Abstract User.

15.1.13. IP Based Authentication

Deduction of the printing Person by matching the IP address of the originating host of the print job with the
authenticated SavaPage Web App Session on the same host.

» Thistype of authentication is applied for jobs coming from a Public SavaPage Printer, or from a Trusted Sava-
Page Queue where the originating User is Abstract.

» When no authenticated Web App session is found the job isignored.
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15.1.14. Mall Print Authentication

Deduction of the printing Person using the email address of the sender.

» Thistype of authentication is applied for print jobs coming in from Mail Print.

* When no unique matching Person is found, or when the Person is disabled, authentication fails. Consult Sec-
tion 4.4.4, “Edit User” [91] on how to mark a User as (enabled) Person.

15.1.15. Local User

A User defined on a local device.

15.1.16. Local Abstract User

An Abstract User defined on a local device.

15.1.17. Local Person

A Person defined on a local device.

15.1.18. User Alias

An alternative name for a User.

* A single User can have several aiases.

e Andliasisapplied at the following levels:
e User login to the User and Admin Web App viathe Login dialog, or the XML Web Services API.
« Print jobs arriving in the SavaPage queues under the alias name.

For more information see Section 15.4, “User Name Aliases’ [247].

15.2. Single Sign-On Domains

InaSngle Sgn-On (SSO) network user authentication isachieved in alogin dialog wherethe User suppliesunique
credentials, usually by entering their user name and pa&wordl. SSO networks establish a web-of-trust between
users and domain services. System administrators like SSO domains, because they provide a single interface to
control access of Domain Users to servers and services.

Making SavaPage part of an SSO domain isthe most sophisticated setup possible. In thisway accessto the Sava-
Page queues can be controlled on a domain defined user and group level, and by doing so we can create authen-
ticated queues.

Authenticated SavaPage |PP Print Queues can exclusively be achieved in a macOS or GNU/Linux SSO domain
using LDAP or NIS (Network Information Service) as authentication services.

In Windows Domains authenticated SavaPage Print Queues can solely be enforced by installing local printers
connected to SavaPage by the JetDirect/RAW protocol. These RAW IP printers are typically installed on a Win-
dows Print Server. To exclusively grant access to the SavaPage printer by the print server, enter the server IP
address (as CIDR) as the alowed client |P address in the Default / Queue definition. See Figure 4.53, “Admin
Web App: Queue - Edit” [109].

L Of course methods like a smartcard and biometric (fingerprint) authentication should be mentioned as alternative.

2 NIS (Network Information Service) protocol, also known as Sun Y ellow Pages (Y P) allows the information contained in the files / et ¢/
passwd, / et ¢/ gr oup and/ et ¢/ shadow to be hosted on a central server. Administrators can enter, edit and delete the information on
the NIS server so that it isautomatically available on all Unix nodes. Authentication services are usually delegated to a K erberos server, which
thanks to tickets and authenticators eliminates the need to move passwords over an open and insecure network. NIS operates on “flat" domains
and is therefore unsuitable for large organizations which due to their nature may be organized hierarchically. In such cases, the use of the
LDAP (Lightweight Directory Access Protocol) is the way to go.
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Figure 15.1. SavaPagein a Single Sign-On Domain
Trustisindeed essential to match the print job with the user's SafePages as previewed in their authenticated browser

session. But, as we shall see in the next section, even in trust relations there are some loopholes to consider, and
in networks where access is not fully guarded by SSO, unauthenticated users also need our special attention.

15.2.1. Authentication Loopholes

Although fully closed SSO domains provide unambiguous trust, there are common authentication loopholes that
needs to be addressed. These loopholes are generic in nature and not related to SavaPage.

1. A loopholeisintroduced when multiple users use the same account (user name) to authenticate to the network.
Because the login is based on the person's role we can not retrieve the unique user identity. If for example, both
John and Mary logged in with the generic st udent account, there is no way to find out if a SavaPage print
job from this session was issued by John or Mary. By default the print jobs of John or Mary will end up in the
SafePages of the one and only unknown st udent . In situations where printing content is private this might
pose a problem. In SavaPage this loophole can be solved by marking the generic user account as abstract. See
Section 15.1.13, “1P Based Authentication” [242].

2. A similar loophole isintroduced when different users (sequentially) use the same machine, which was started
in auto-login mode. Because the login is based on the machine identity we can not retrieve the unique user
identity. In SavaPage this loophole is solved by the marking the auto-login user account as abstract . See
Section 15.1.13, “IP Based Authentication” [242].

244



Authenticated Printing

Single Sign-On Domain

oo
a Active Dirgctory
[T

MNetwork Printer L

L -

SavaPage
Abstract User 192.168.1.35 Shared Printer
Single Sign-0On ‘
Ll -
Person il 1l
|
LDAP / NIS Print Server

= ————

WebApp
Authentication

192.168.1.35

SavaPage

Figure 15.2. | P Based Authentication for Abstract User

15.2.2. Unauthenticated Users

In networks where accessis not fully guarded by SSO, SavaPage queues introduce a security issue when they are
used by unauthenticated non-domain users. For example, consider a guest user who connects a personal laptop
to the network, and installs and prints to a SavaPage printer. In SavaPage this loophole can be solved by mark-
ing the queue as untrusted, i.e. by creating a Public SavaPage Queue. See Section 15.1.13, “1P Based Authentica-
tion” [242]. In addition the Internal Users feature can be used to offer out of domain Web App authentication

for guest users.
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Figure 15.3. | P Based Authentication for Unauthenticated User

15.3. Peer to Peer Networks

A peer-to-peer or workgroup environment differs fundamentally from the network domain model. In the domain
model, users authenticate with a unique (password protected) user name, as defined in a central server, whilein
aworkgroup user identity is validated against a Local User rather than a central authority. The workstations are
either set up to automatically login as a general "user", or user accounts are created locally as required.

Trust can be enforced by creating a Public SavaPage Queue. See Section 15.1.13, “IP Based Authentica-

WebApp
Authentication

Internal Users

tion” [242], and using the Internal Users feature for Web App authentication.
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Figure 15.4. | P Based Authentication in Peer-to-Peer Networ k

15.4. User Name Aliases

A User Aliasis away of mapping a user name in one format to a name in another. It is useful in the following
situations:

 Providing extra convenience for usersto log into the system with a user name formatted in a different way. So
Georg Friedrich Handel can have a User Alias of “georg_handel”, “gf _handel”, and “gfhandel”.

» Used asatemporary tool to manage domain or user name format changes. For example, you may have changed
names from j.brown to john.brown. An alias can help forgetful usersto log in with their old name.

Name aliases are applied at the following levels:

» User Login to the User and Admin Web App.
* Print jobs arriving under the alias name.

The aliasesinformation is kept in thefile,

/ opt / savapage/ server/ dat a/ conf/user nane- al i ases. t xt

and can be created based on the provided template file,

/ opt / savapage/ server/ dat a/ conf/user nane-al i ases. t xt.tnpl

Y ou can create your own custom alias file as follows:

» Gotothedirectory / opt / savapage/ server/ dat a/ conf/
» Open your favorite text editor with the fileuser nane- al i ases. t xt. t npl
 For example, add the following lines to the end:

j.brown : john.brown
jbrown : john.brown

* Savefileasuser nane- al i ases. t xt

The format of the aliasfileis:
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al i asnanel: usernanel
al i asnaneA: user nane2
al i asnaneB: user nanme2

where al i asnare is mapped to user nane in the system database. A user may have multiple aliases. In this
example, user nane2 isknownbothasal i asnanmeAandal i asnanmeB. The separator betweenal i asnane
and user namne canbe“:”, “=" or tab.

& | Warning

If an offered user name does not match an aliasin the aliasfile, it is assumed it represents the user's real
name. If this user is new to the system he might be created automatically in SavaPage, according to the
user creation policy defined in the Options — User Creation — On demand user creation section of the
Admin Web App. So please take care that your aliaslist isvalid and up-to-date.

Tip

The content of the user name aliases file is read and cached when the SavaPage service is started. See
Section 4.11.13.2, “User Name Aliases Cache” [157] on how to refresh the cache after you edited the
file content.
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One of the goals of SavaPage is to reduce hard-copy printing by facilitating the use of soft PDF copies instead.
Above that, if printing is needed after all, SavaPage offers easy n-up, gray-scale and duplex proxy-printing to
reduce printing even more. Giving feedback to users about the costs and environmental impact of their printing
habits is used to arouse awareness and achieve behavioral change.

16.1. Financial Impact

In any organization the costs of unrestricted access to office printers can be substantial. With SavaPage Financial
feedback about the costs from different perspectives (User, ProxyPrinter, Period) is within reach. Future releases
will indeed process log data, and present financia statistics from al possible angles.

16.2. Environmental Impact

Environmental issues like global warming, waste management, paper production and consumption are an area of
debate and interest to many. Highlighting the environmental impact of printing is one of the ways to influence
user behavior.

SavaPage uses the number of printed Sheet Unitsto calculate three impact metrics: trees and energy consumption,
and carbon production.

(1) ‘ | mportant
The default values SavaPage uses for environmental metrics can be the subject of debate. Of course you

are free to set the metric to any value that works for you. Please inform us about facts and findings you
feel confident about.

16.2.1. Printed Sheet Units

A Sheet Unit (SU) isthe size equivaent of an A4 sheet. So,

A4 == 1.00 SU
A3 == 2.00 SU
A2 == 4.00 SU
Al == 8.00 SU
and

A5 == 0.50 SU
A6 == 0.25 SU
A7 == 0.12 SU
A8 == 0.06 SU

Notethat SU precisionis2 decimals. Asenvironmental impact is concerned, A4 and US Letter sheets are handled
asequivaent, so ...

US Letter == 1.00 SU

SavaPage uses the media size chosen by the user to calculate the printed Sheet Units of a Proxy Printer print job.
Some print examples:

e 6 pagesdouble-sidedonA4:3 SU
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e 6 pagesdouble-sidedon A3:6 SU
e 6pages2-uponA4:3 SU
e 6 pages 2-up double-sidedon A4:2 SU

@ ‘Warning

SavaPage is not able to anticipate printer intelligence, for instance, when a printer uses different trays
(with different media sizes) for different page sizes within the job document.

16.2.2. Trees

This metric is the percentage of atree used to produce the paper of the printed Sheet Units. The metric is adopted
from Conser vat r ee. or g* and isasfollows:

» A prototypical treeis40 feet tall and 6-8 inchesin diameter.
* One tree makes 16.67 reams of copy paper or 8,333.3 SU.

The metric 83333 is set asdefault for the configuration key: envi r onnment . sheet s- per-tree

16.2.3. Energy

This metric is the energy used to produce the paper of the printed Sheet Units. The metric is adopted from Pap-
eronline. or 92 and isasfollows:

» Around 500 kWh of energy are required in Europe to make 200 kg of paper.
» Soone A4 or Letter sheet of office paper costs 12.5Wh to manufacture 3,

Themetric 12. 5 is set as default for the configuration key: envi r onnment . wat t - hour s- per - sheet

16.2.4. Carbon

Thismetricistheamount of CO, released for producing the paper of the printed Sheet Units. The metricisadopted
fromthe Swi ss Federal Institute of Technol ogy Zurich*andisasfollows:

e One A4 or Letter sheet costs 5.1g of CO, to production.

Themetric 5. 1 is set as default for the configuration key: envi r onnent . co2- gr ans- per - sheet

*] | Note

Thismetric takes into account the CO, produced as abyproduct of paper production only. It does not take
into account the CO», related to the production and operation of the printer and the ink or toner cartridges.
Defining broader system boundaries and tracking down all parameters involved requires a major effort,
and is beyond the scope of this manual. Of course you are free to set the parameter value for this metric
to any value that works for you.

L hitp://conservatree.org/l earn/Envirol ssues/ TreeStats.shtm

2 http://www. paperonline.org/upl oads/AskGuenter/MR_produce%20energy.pdf

3A sheet of 59 requires (5/200.000) * 500 = 0.0125 kWh = 12.5 Wh.

4 http://www.umwelt.ethz.ch/dokument/factsheets/sustainable_conference_compensation_en.pdf
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7

—

This chapter discusses how SavaPage secures sensitive user and application data, and how it communi cates with
external Information Providers.

17.1. User Authentication

This section discusses how user credentials are protected.

17.1.1. Login Passwords

This section is about the passwords and PIN codes entered in the Web App Login Dialog.

‘Tip

Users can use the HTTPS protocol for connecting to the Web App, so datais encrypted to and from the
server.

17.1.1.1. User Domain Passwords

SavaPage does not store or cache user domain login passwords. These passwords are always checked real-time
at the source.

17.1.1.2. Internal User Passwords

Passwords of |nternal Users are stored as SHA 1 hash in the database.

17.1.1.3. Internal Admin Password

The SHA1 hashed password of the internal administrator adm n isstored in atext file located at / opt / sava-
page/ server/adm n. properti es. Accessto thisfileisrestricted to the savapage user.

SavaPage installs with admi n asinitia password for user adni n.

Tip
If you forgot the internal admin password, you can reset it by editing the admi n. passwor d property

inthe/ opt / savapage/ server/ adm n. properti es textfile. Ignore the existing HASH value.
SavaPage will hash your password upon first use.

17.1.2. PIN Codes

User PIN codes are stored in the database as encrypted secret.

17.1.3. Authentication Tokens

When Authentication Persistence is enabled for Browser Local Storage, authentication tokens are stored in the
“Local Storage” of the browser. See Section 4.11.3, “User Authentication” [138].
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Separate authentication tokens are held for the User, Admin, POS and Job Tickets Web App context and the same
tokenisused for different sessions (on different devices) of asingleuser. A explicit logout in the Web App destroys
the token. Authentication tokens are managed in memory on the SavaPage server. So, when the server restarts all
local tokens are implicitly invalidated.

17.1.4. One-time Authentication Tokens

A Trusted Third Party (TTP) can acquire a one-time token for Web App user authentication by calling an XML-
RPC method. The expiration time of the token should be as short as possible to minimize the risk that an acciden-
tally exposed token can be misused. See Section C.2.1.1, “onetime-auth.createToken” [301] for details.

17.1.5. User Dialog

When authentication fails a neutral "Authentication failed" message is communicated to the user to prevent “Ac-
count Enumeration” and “ Guessable User Account”.

17.2. Access over Internet

Take extra care when SavaPage is accessible over public Internet, as aresult of enabled Internet Print or explicit
WAN to LAN routing, since authentication falls back to global defaults for User Authentication. At least make
sure that access to the Admin Web App is solidly secured.

Internet access to each Web App can be restricted with configuration properties in the table below:

webapp.internet.enable Set to Y (default) or N to enable/disable Internet access for all
Web Apps.
webapp.internet.* .enable Set to Y (default) or N to enable/disable Internet access for a

specific Web App.
* = admin | jobtickets | mailtickets | payment | pos |
printsite | user

webapp.internet.* .auth-mode.enable Set to Y or N (default) to enable/disable webapp.inter-

net.* .auth-modes for a specific Web App.
* = admin | jobtickets | mailtickets | payment | pos |

printsite | user Note: if webapp.internet.admin.auth-mode.enable = Y, then
user admi n isnot allowed to login to Admin WebApp vialn-
ternet.

webapp.internet.* .auth-modes A comma-separated list of authentication methods (nare,

o o emai | ,id,nfc-1ocal,yubikey, oaut h) for a specific
* = admin | jobtickets | mailtickets | payment | pos | | Web App. Thefirstinthelist is the default method.
printsite | user

Table17.1. Web App Internet Access Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these items.

*] | Note

Exceptions to these generic restrictions can be configured by creating a Terminal Device for each trusted
client IP address and configure Custom User Login methods.

17.3. Web Sessions

17.3.1. Web Session Timeout

Web Sessions guard persistent authorized access to SavaPage. By default, all sessions expire after a certain period
of inactivity. Each interaction with the Web App that resultsin acall to the SavaPage Web Server resets the inac-

252



Security

tivity timer. Explicitly logging out of any SavaPage Web App will immediately end the session. However, closing
the browser window or tab won't: the session will be marked for removal after expiration. The actual removal of
expired sessions is performed by a cyclic scavenge process. The cycle interval can be set in the server.properties
file.

The default timeout periods for different login types are shown in the table below:

Login type Default value

Admin Web App 1440 minutes (24 hours)
User Web App 60 minutes (1 hour)
Table 17.2. Default Web Session Timeout Values

The timeout value (in minutes) can be changed using the configuration properties below. A value of 0 indicates
that the session will never time out: the downside is that these sessions are not scavenged ever. A positive value
will make sure that sessions are scavenged at some point in time.

web-login.admin.session-timeout-mins Inactivity timeout for the Admin Web App

web-login.user.sess on-timeout-mins Inactivity timeout for the User Web App
Table 17.3. Web Session Timeout Configuration Properties
See Section 4.11.14, “Config Editor” [165] for information about changing configuration properties.
Changed inactivity timeout values take effect for new sessions.

When a session has expired in an open Web App, users are given awarning message, and must login again. When
Authentication Tokens are used, users will see the message, but will be able to continue without the need to login.

Note that some pages periodicaly refresh the page (or data on the page), such as the Dashboard. A session will
not time out if abrowser isleft on these pages, asit will be considered active.

17.3.2. Web Session Cookies

Session tracking cookies like JSESSI ONI D and BAYEUX BROWSER are marked as HttpOnly. An HttpOnly
cookie cannot be accessed by client-side APIs, such as JavaScript, and may therefore help mitigate certain kinds
of cross-site scripting attacks.

17.4. SSL Passwords

During the install process, SavaPage generates a self-signed key and certificate issued for the host's machine
name. This key is used by default when the system is accessed via HTTPS on port 8632. The password of
thedef aul t - ssl - keyst or e isgenerated in/ opt / savapage/ server/ dat a/ def aul t - ssl - key-
st or e. pw. Accessto thisfileisrestricted to the savapage user.

The passwords for the installed keystore created from an imported Existing SSL Certificate are set inthe/ opt /
savapage/ server/ server. properti es file. Accessto thisfileisrestricted to the savapage user.

17.5. Secured JMX Connection

During the install process, SavaPage generates a dedicated self-signed key and certificate for securing IMX con-
nections with SSL. The generated Java keystore is: / opt / savapage/ server/j nxr enot e. ks with pass-
word savapage. Accessto thisfileisrestricted to the savapage user.

The M X password for theadm n userisheldin/ opt / savapage/ server/j nxr enot e. passwor d. Java
needs the password to be provided in plain text, so access to thisfile isrestricted to the savapage user.
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Theinitial password is arandom string generated by the installation process. It needs to be changed in the Admin
Web App as described in Section 4.11.13.4, “IMX Agent” [158].

*] | Note

The default SavaPage IM X port is 8639. This can be changed by editing the file:
/ opt / savapage/ server/j mxrenot e. properties

Y ou need to restart SavaPage for this change to take effect.

17.6. Encrypted Secrets

Data in the database will not contain any explicit secret data. All secret data is stored encrypted with encryption
keysheldinfile/ opt / savapage/ server/ dat a/ encrypti on. properti es. Thisfileis generated by
SavaPage at initia installation and contains randomized encryption keys unique for this particular installation
instance. Accessto thisfileisrestricted to the savapage user.

©® | Important

Make a backup of encrypti on. properti es immediately after installation and store it at a secure
place, so you can restoreit in case of a server crash or when you need to migrate to a new server.

¢ | Caution

Theencrypti on. properti es fileiscrucial for decrypting secret datain the database and verifying
the authenticity of document signatures. So, when you restore a database backup on a different server,
be sureto also restore thisfile.

The following secret datais stored encrypted in the database:

» Passwords.

* PIN codes.
 Authentication tokens.
e API keys.

17.7. Document Signature

SavaPage generates adigital signature for every document printed-out or downloaded. Digital signatures are gen-
erated using a cryptographic technique called Hash-based M essage A uthentication Code (H MAC)l. Thealgorithm
takes various output job attributes such as job time, user name, document name and UUID, and combines them
with a secret key. The result is then passed through the MD5 digest algorithm. The resulting signature is unique
to the document instance 2. The applied secret key ensures the authenticity of the signature.

The algorithm used is:

 Digest = Hash(date tine || user nane || docunent name || docunent UUl D)
* Signature = Hash(Digest || Key)
where

» Key isarandom string generated by SavaPage at initial installation. It is stored as hmac. key property in the
[ opt / savapage/ server/ dat a/ encrypti on. properti es file, which is aso used for Encrypted
Secrets.

L https://en.wikipedia.org/wiki/HMAC.
2 The SHA1 digest algorithm is a stronger alternative, but MD5 is secure enough for our application and generates shorter signatures, which
are easier to enter as argument to find the matching document.
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* Hash isthe MD5 function.

e date tineisformattedinl SO 8601 basic format from year to second (yyyy MMAd THHMSS). The time
islocal time (not UTC). E.g. 20120906T151231.

] | Note

The signature is stored in the database for future use.

17.8. User Client

The User Client is a notifier of personal user events: see Chapter 11, User Client [211]. The following security
measures apply:

» An SSL connection is used to communicate with the server.

e The server only accepts SSL connections.

* An API key isused as client identification.

» Access can be restricted by client |P addresses.

17.9. Server Commands

The Server Command tool providesacommand-lineinterfaceto SavaPage Server methods. Thefollowing security

measures apply:

» Only userswith read accessto the/ opt / savapage/ server/ server. properti es file have the right
to execute the command.

» An SSL connection is used to communicate with the server.

* AnAPI key is used as client identification.

» SavaPage server accepts SSL connections from local host only. When remote access to SavaPage is proxied,
e.g. by Apache redirect, the remote address will be 127.0.0.1 in all cases. Therefore, requests from local loop-
back address 127.0.0.1 are not accepted. The request origin must be a"real" |P address identical to the one of
the SavaPage server.

» At theclient, SSL host name verification is turned off. This allows a mismatch between the server host name
and the SSL certificate CN.

17.10. Web Services

Public XML-RPC and JSON-RPC services are protected by secure endpoints with API keys.

17.11. Log Files

Logfilesarelocated in/ opt / savapage/ server/ | ogs. Thisdirectory can be accessed by user savapage
only. Although log files may contain sensitive user and application data, they never contain secrets like passwords
and access codes.

Log file rotation is fully customizable in / opt / savapage/ server/ i b/l og4j . properties. Seethe
sibling | og4j . properti es. t enpl at e file for more information. A server restart is required for changes
to take effect.

17.12. Network Card Reader

A setup where apublic and unattended 1P device communicateswith acentral server isinherently proneto security
breaches. Our Network Card Reader device is no exception to thisrule.

Although SavaPage validates the reader's IP address, the reader could be replaced and mimicked. Also, since
communication is non-SSL, the Card Number (UID) of swiped NFC Cards could be hijacked. However, since
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the only content transmitted is the Card Number, misuse will be limited to a Card Number being offered from
an unexpected origin at an unexpected time. Since offered Card Numbers are always processed in well defined
transient contexts with short time limits, the risk of unnoticed abuse can be considered minimal.

A security breach of a fundamentally different nature is the rare scenario where it is possible to manipulate the
UID of an NFC Card. A hacker could then use the hijacked card number to make a duplicate authentication token.

Tip

Asan extra security measure two-step authentication can be implemented by requiring an additional PIN
(over an SSL connection) after the initial NFC Card authentication. See Section 4.11.3, “User Authenti-
cation” [138] and Section 4.9.4, “Custom User Login” [129]

17.13. Internal Services

SSL transport is used for Internal Services, like publishing notifications for Real-time Activity.

17.14. External Services

Communication with external services can optionally be secured with SSL/TLS. See Section 4.11.1.2,
“LDAP’ [132], Section 4.11.4, “Mail” [142] and Section 4.11.5, “Mail Print” [144]

17.15. Vouchers

The Voucher System is designed for optimal security. Vouchers are assigned a random 16-digit number which
makes a guess statistically near impossible. Above that, all unsuccessful (potentially fraudulent) voucher redemp-
tion attempts are detected and logged.

Like all security systems, the human factor is the most critical. Remember that vouchers represent cash, so take
special care to protect the vouchers from unauthorized use.

* Deletethe generated PDF voucher document after the vouchers are printed. Y ou can always regenerate the PDF
document when needed.

» Keep printed vouchers in a secure location.

» Put vouchersin envelopes to prevent exposure of voucher numbers.

» Check the Application Log regularly for unsuccessful (potentially fraudulent) voucher redemption attempts.

» Usethe Voucher List to monitor successful voucher redemption.

» Delete or Expire a voucher batch immediately when vouchers are reported lost or stolen. See Section 4.15.1,
“Voucher Actions’ [181].

(2 ) ‘ Caution

Voucher numbers are not encrypted in the database, so be careful to store database backup files at a save
location.
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Chapter 18. Freedom and Privacy

This chapter explains how Digital Freedom and Privacy is secured in the SavaPage domain. The privacy domain
partially overlaps security (confidentiality), which include the protection of information. See Chapter 17, Securi-
ty [251].

The About dialog in each Web App has links to the Free Software source code and legal context.

SavaPage is OS5 are , licensed
under the GNU Aff AGPL) as
published by the Free tware Foundation , either
version 3 of the License, or (at your option) any later
version.

Open Source
Initiative

‘JS JavaScript code run in this browser is GNU Libre]s
= compliant.

SavaPage complies to the General Data Protectio
Regulation of the European Union .

Figure 18.1. Web App - About Dialog - Software & Privacy Section

18.1. Open Source

SavaPage is Open Source Software, and complies to Free Software as defined by the Free Software Foundation?.
The use of the AGPL Software License testifies of this compliance. Being free open source software, everyone
has the freedom to study how SavaPage works and monitor how digital privacy isenforced. Code and licenses can
be accessed by pressing the License information and Source code button in the About dialog.

18.1.1. Libre JavaScript

For atrue Libre Web App, it is crucial to free all of its JavaScript code, as explained in The JavaScript Tra,o2 by
Richard Stallman. All JavaScript code run in SavaPage Web Appsis GNU LibreJs® compliant. Code and license
of each JavaScript module can be inspected via the “JavaScript License Information” dialog that is opened by
pressing the JavaScript information button in the About dialog.

b 4 JavaScript License Information

This site is GNU Libre]S compatible. All JavaScript code run in this browser is Free Software as shown in the table
below.
Script License Source

Figure 18.2. Web App - JavaScript Info (first 2 of 20+ sour ces)

18.2. General Data Protection Regulation

Digital Privacy isafundamental right in the primary law of the European Union, and the General Data Protection
Regulation4 (GDPR) isone of the main legal instruments. GDPR uses the following terminology (in short):

» Data Subject : anatural person, asin Section 15.1.2, “Person” [241].

Lhitps:/iwww.fsf.org

2 http://www.gnu.org/phil osophy/javascript-trap. html

3 https://www.gnu.org/software/librej s/

4 https://ec.europa.eu/infoll aw/law-topic/data-protection_en
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Freedom and Privacy

e Personal Data : information related to a Data Subject. See Section 4.4.4, “Edit User” [91] and Section 3.8,
“Log” [63].

» DataController : an entity that controlsthe Personal Data, and determines the purpose and means of processing.
Members and Visitors of the SavaPage Community are Data Controllers.

 Data Processor : an organization that processes the Personal data on behalf of the Data Controller (e.g. in an
outsourcing situation).

18.2.1. Data Portability

Data Portability is the Data Subject’ s right to obtain information related to the processing of their Personal Data
from the Data Controller. This allows the Data Subject to move, copy or transfer persona data easily from one
IT environment to another.

SavaPage Data Portability is implemented as a download of personal data as CSV filesin a ZIP container from
the User List in the Admin Web App or optionally from a GDPR Dialog in the User Web App.

18.2.2. Data Erasure

Data Erasureis the Data Subject’s “right to be forgotten”. This right enables a person to request the removal of
personal datawhen thereis no compelling reason for its continued processing. The request can optionally be send
from the GDPR Dialog in the User Web App.

Data Erasure is performed with a Server Command. See Section C.1.8, “eraseUser” [293] and Section 4.4.3,
“Erased Users” [90].

18.3. Secure Print Release

SavaPage supports several scenario's where documents are not printed directly, but only after the user walks up to
the printer and authenticates himself. This enables the rightful owner to directly retrieve printed copies of private
or confidential documents. See Section 4.9.2, “Proxy Print Authentication” [124].

18.4. CUPS Privacy

CUPS makes “job-name” “job-originating-host-name” and “job-originating-user-name” private by default. This
meansthat personal dataare anonymizedin the CUPS Web interface. See Section 2.3.4, “CUPS Job Privacy” [13].
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Chapter 19. Internationalization

7

—

Internationalization is the process of designing a software application so that it can potentially be adapted to
various languages and regions without engineering changes.

Localization is the process of adapting internationalized software for a specific region or language by adding
local e-specific components and translating text.

SavaPage is internationalized software and can easily be localized to different languages, countries or regions.

19.1. Localization

The following localization rules apply:

» The Web App user interface localizes according to either the locale saved in the browser's local storage during
aprevious visit, or to the country/region code of the browser, or finally to the language chosen at L ogin.

» Reports generated from the Web App localize according to the language of the Web App, except for Vouchers
and Receipts at the Point-of-Sale and User Web App, which use the System Locale.

» The System Localeisapplied to al system messages as broadcasted to the Admin Web App Dashboard, written
to the Application Log, or send by email.

» Textinlog and audit filesisfixed to the English language. So, when in need for support, these files can easily
be understood by SavaPage Support.

 Dates and numbers are formatted according to the localization context.
» The currency symbol of the localization context is used.

» When localized text is not found the fall-back language will be English. So, in case SavaPageis partially trans-
lated for a selected locale, the user experience will be fragmented, as part of the text will fall back to English.

SavaPage handles all localized text and user entered data as Unicode. The Web Browser, and therefore the Web
App, natively displays Unicode correctly. However, the correct display of Unicode in PDF reports, needs special
attention. Therefore, Internal Fonts are available to customize PDF generation.

19.1.1. Notes for Translators

Currently SavaPage is fully localized to English, German and Dutch. If you want to localize the software to
another region, the easiest way to get started is by using the Custom i18n feature with the* . xml files from the
savapage-i 18n-en? repository as areference. In thisway your transglation is directly visible in the application.

Y ‘ | mportant

Please tell us about your localization effort by sending an email®, so we can give you all the support
needed.

19.2. Internal Fonts

The Unicode range of the displayed text in PDF documents must be covered by the embedded font.

IAfter login, the locale of the WebApp is saved in the browser's local storage, together with the Authentication Tokens,
2 https://gitlab.com/savapage-i 18n/savapage-i18n-en
3 mailto:support@savapage.org
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Unfortunately, at present thereis no native outline font that can display all Unicode characters. The one exception
is GNU Unifont, which does support the full 65,536 Unicode code point range. However, the glyphs originate
from abitmap of 16 pixels high and either 8 or 16 pixels wide, which gives the font a coarser look.

SavaPage contains internal fonts covering specific Uni code Scri pt s* These fonts can be selected to cus-
tomize PDF output to the content locale.

19.2.1. Default Font

The default font for PDF output is DejaV/u Sans®, which supports a broad set of Unicode scripts:

* Latin (including European and African aphabets, IPA, ...)
* Greek (including polytonic)

e Cyrillic

e Armenian

» Georgian

* Hebrew

» Arabic

* N'ko

e Lao

» Canadian Aboriginal Syllabics
* Ogham

 Tifinagh

e Lisu

Next to that, DejaV u also contains alot of mathematical and other symbols, arrows, braille patterns, etc.

‘ Tip

‘ Coverage of the default font can be seen in Dej aVuSans. pdf ©.
19.2.2. CJK Font
Support for Chinese, Japanese and Korean (CJK) is provided by the Droi d Sans "fal | back" font"’.
Thisfont contains over 43,000 glyphs and includes support for Simplified Chinese (GB2312), Traditional Chinese

(Big 5), Japanese (JIS 0208) and Korean (KSC 5601). The font uses the Simplified Chinese ideographs for shared
Unicode code points.

‘ Tip
‘ Coverage of the CJK font can be seenin Dr oi dSansFal | backFul | . pdf &.

19.2.3. Unifont

GNU Unifont® is a Unicode font with aglyph for every visible Unicode Basic Multilingual Plane code point. The
Unicode Basic Multilingual Plane coversthefirst 65,536 (or 2216) Unicode code points. GNU Unifont originates
from a bitmap font with glyphs of 16 pixels high and either 8 or 16 pixels wide. Therefore it has a coarser ook
than native outline fonts.

4 https://www.unicode.org/charts/

5 https://dejavu-fonts.org

5 https://www.savapage.org/docs/fonts/DejaV uSans. pdf

7 https://www.droidfonts.com/droidfonts

8 https://www.savapage.org/docs/fonts/DroidSansFal | backFul | pdf
9 https://savannah.gnu.org/projects/unifont
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Chapter 20. Customization

7

—

SavaPage can be customized to match your organizational identity. Customization makes SavaPage an integral
part of your organization rather than an external tool.

] | Note

Customization is an advanced topic. If you need help, please contact your SavaPage Community Repre-
sentative.

20.1. Custom Web App

Web App customization is controlled in the / opt / savapage/ server/ cust onl web. properti es file
An annotated web. properti es. t enpl at e fileisinstaled for your convenience.

Tip
Each key value in the / opt / savapage/ server/ cust oml web. properti es file can be over-

ruled at runtime by specifying the key value in the Configuration Editor. When the configuration key
value isleft empty customization falls back to the value in the propertiesfile.

20.1.1. Web App Look-and-feel

The default look-and-feel of Web Apps has a simple drawing of green hills with a blue sky as background. You
can disable this default by setting the value of thewebapp. st yl e. def aul t. enabl e config itemto N. See
Section 4.11.14, “Config Editor” [165] on how to change this value.

The look-and-fedl of Web Apps can be customized by theming and CSS tailoring.

20.1.1.1. Web App Theming

SavaPage uses jQuery Maobi le! as user interface system to create responsive Web Apps that are accessible on all
smartphone, tablet and desktop devices. jQuery Mobile supports theming. Themes can be built online with the
ThemeRoller for Mobile? tools and deployed in SavaPage by downloading the zipped theme file and extracting
the content of the/ t henes/ folder intothe/ opt / savapage/ server/ cust onf web/ t hemes directory.

Theweb. properti es file contains entries to specify a separate CSS theme for each Web App, as shown in
the exampl e below:

webapp. t henme. adm n=adm n. m n. css

webapp. t hene. j obti cket s=j obti ckets. m n.css
webapp. t henme. pos=admi n. m n. css

webapp. t hene. user =user . m n. css

cece

© CSSthemefile name for the Admin Web App.
@  CSSthemefile name for the Job Tickets Web App.

L hitps://jquerymobile.com
2 https://themerol ler.jquerymobile.com
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@ CSSthemefile name for the POS Web App.
@  CSSthemefile name for the User Web App.

SavaPage uses swatch® “a” for all pages and dialogs. Swatch “b” is used for page and dialog headers, and in some
casesfor list dividers.

You can store a theme in a subdirectory of / opt / savapage/ server/ cust om web/ t henmes and use its
relative path to reference a CSS themefile.

20.1.1.2. Custom CSS

Advanced tailoring can be done with custom CSSfiles. They are rendered aslast, so they have the final say about
styling.

Theweb. properti es file contains entries to specify a custom CSS file for each Web App, as illustrated in
the example below:

webapp. cust om admi n=admi n. css

webapp. cust om j obt i cket s=j obti ckets. css
webapp. cust om pos=pos. css

webapp. cust om user =user . css

coee

© Custom CSSfilefor the Admin Web App.

@  Custom CSSfilefor the Job Tickets Web App.
®  Custom CSSfilefor the POS Web App.

@  Custom CSSfilefor the User Web App.

Custom CSSfilesare stored in/ opt / savapage/ server/ cust om web/ . Subdirectories are alowed, and
you can use their relative path to reference the custom CSSfile.

Any content placed in/ opt / savapage/ server/ cust onl web/ , such asimages, can be accessed in CSS
viaaURL beginning with/ cust onf web/ . For exampleif afilenamed| ogo. pngisplacedin/ opt / sava-
page/ server/ cust onl web/ i nages it can be accessed via the URL / cust onf web/ i mages/ | o-

go. png.

@ Avout  @EUR000 )  SKilzHackerspace Almers

Figure 20.1. User Web App: Custom CSS - Sample #1

3A swatch is one of several colour schemes that can be provided by ajQuery Mobile theme. Single-letter designations are used for swatches.
The default theme provides two swatches. The "a" swatch isaneutral, gray swatch, and the "b" swatch has a darker color scheme designed to
contrast with the "a" swatch. Swatch "b" is used to draw special attention to certain elementsin a user interface styled with "a".
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SavaPage

About @ EUR3.TI Trial Company Ltd

Figure 20.2. User Web App: Custom CSS - Sample #2

20.1.1.3. Custom HTML

Extratailoring can be donewith HTML snippet filesto beinjected into the Web App. Injection points are defined
at the top of the Login and About Page for each Web App. Snippet files must be placed in the / opt / sava-
page/ server/cust om ht m / directory. The default snippet is for the English locale. Y ou can create i18n
variants by appending the locale to the base file name. For example: user - | ogi n_de. ht m is the German
variant of user-1ogin. htm .

Snippet files are assigned in the web. properti es file, as shown below. Snippets must refer to the default
English language variant. At runtime the locale variant (when applicable and available) is used.

webapp. ht m . adm n. about =admi n- about . ht m
webapp. ht m . adm n. | ogi n=adm n-1 ogi n. ht m

webapp. htnl . j obti cket s. about =j obt i cket s- about . ht n
webapp. htnl . j obti ckets. | ogi n=j obti cket s-1 ogi n. ht m

webapp. ht m . pos. about =pos- about . ht m
webapp. ht nl . pos. | ogi n=pos- | ogi n. ht m

webapp. ht m . user. about =user - about . ht m
webapp. ht nl . user. | ogi n=user -1 ogi n. ht m

Qe @6 oo o¢ee

snippet for Admin About Dialog.
snippet for Admin Login Page.
snippet for Job Tickets About Page.
snippet for Job Tickets Login Page.
snippet for POS About Dialog.
snippet for POS Login Page.
snippet for User About Dialog.
snippet for User Login Page.

eQeaoOEe

Y ou can store custom HTML filesin a subdirectory of / opt / savapage/ server/ cust omf ht m / and use
its relative path to reference the HTML file.
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©® | Important

Please use this template when creating snippets for Login pages. The CSS classes are needed to toggle
visibility of sub-partsin different Login modes.

<h3 cl ass="sp- 1 ogi n-di al 0og" >Header when in Logi n Mdde</h3>
<h3 cl ass="sp-1 ogi n-di al og- assoc" >Header when in Card Sel f Associ ati on Mdde</h3>
<div cl ass="sp-1ogi n-di al og">
<!-- Your custom HTM. when in Login Mde -->
</ di v>

20.1.1.4. Custom i18n
In rare cases an application manager might want to override i 18n text of Web App pages, dictionaries or messages.

Overrides of packaged i18n *. xnl files are placed in / opt / savapage/ server/ custoni i 18n/ . Each
override must be located in a subdirectory with a path identical to the original *. xm file. The content of the
override file can be restricted to just the overridden keys.

Overrides of packaged *. properti es. xm files(Web App HTML parts) must havea* . xm name without
the". properti es. " part. For al other *. xmi filesthe name can remain the same.

Example:

| opt / savapage/ server/ cust om i 18n/ or g/ savapage/ cor e/ i 18n/ Pri nt Qut NounEnum de. xmi
| opt / savapage/ server/cust om i 18n/ or g/ savapage/ cor e/ servi ces/i npl / nessages_de. xni
/ opt / savapage/ server/ cust om i 18n/ or g/ savapage/ server/ pages/ Logi n_de. xmni

Custom i18n must be activated in server.properties with:

webapp. cust om i 18n=true

@ ‘ Warning
Custom i18n is an advanced feature and should be implemented in consultation with SavaPage Tech
Support.
¥ | Note

Added or changed custom i 18n files have immediately effect when thei18n cacheiscleared inthe Admin
Web App About : Java section, or when SavaPage is restarted.

‘Tip

Customil8nisagreat way to get started with localizing SavaPage to your own region. See Section 19.1.1,
“Notesfor Trangators’ [259].

20.1.1.5. Custom i18n for IPP

IPP attribute localization can be overridden with special i18n XML files. See Section L.3, “IPP Localiza-
tion” [354].

20.2. Email Templates

Email templates are a powerful instrument to customize layout and content of email messages. Templates are
defined as XML files, and are located in the/ opt / savapage/ server/ cust oni t enpl at e/ directory by
default (alternative locations can be configured).
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Default templates are present in the SavaPage i18n jars. Therefore, after afirst-time installation the customt em
pl at e/ directory will be empty. However, when SavaPage finds a suitable i18n XML file in the custom direc-
tory, that belongs to an Email Message Type, it will use that template.

You can create i18n variants of template XML files by appending the locale to the base file name. For example:
tenpl at e_de. ht M isthe German variant of t enpl at e. xm .

20.2.1. Email Template Syntax

The base syntax of an Email Templ ate* is described by example in the following XML file:

<?xm version= "1.0" encodi ng= "UTF-8" ?>
<! DOCTYPE properties SYSTEM "http://java. sun.com dtd/ properties.dtd"'> @

<properties>
<l-- $obj.attr$ placehol ders are replaced at runtime --> @

<l-- TEXT --> @
<entry key="text"><![CDATAl Text with $obj.attr$ placehol ders.]]></entry>

<l-- HTM. --> @
<entry key="htm "><![ CDATA[ <b>HTM.</ b><p>

with $obj.attr$ and ot her pl acehol ders</p>]]>
</entry>

</ properties>

© DTD®of XML persistedj ava. uti |l . Properti es file

@  Placeholder object attributes are identified by a $ character at the beginning and the end. Valid objects are
defined for each Email Message Type. The global Application Object isvalid for all types.

@ Content for plaint ext message body.

@  Content for ht m message body.

20.2.1.1. Embedded Images

HTML content may contain Embedded (Inline) Images.

Images are first defined in separated template entries with keys that have “ci d_" prefix. Those keys can then
be used as placeholdersfor ci d scheme values. SavaPage email processor will embed the image file and replace
ci d placeholders with a unique Content-I1D for the Embedded (Inline) Image.

Custom image files are referred to by their relative path from the customt enpl at e/ directory. Internal stock
images can simply be referred to by their upper-case identifier, as shown in the table below.

SAVAPAGE_| CON SavaPage Icon: 32 x 32 pixels, 705 bytes.
SAVAPAGE_LOGO SavaPage L ogo with " SavaPage" text at the bottom: 148 x 174 pix-
els, 5.6 kB.

Table 20.1. Stock I mage | dentifiers

The XML snippet below shows how it works:

<entry key="ci d_1">SAVAPAGE | CON</ entry> (1]
<entry key="ci d_2">i mages/ nysite-|ogo. png</entry> @

<entry key="htni"><![ CDATA[
<ing src="cid: $cid_1%$" alt="$app. nane$" > (3]

4 Email Template syntax is based on StringTemplate [https://www.stringtempl ate.org].
5 http://java.sun.com/dtd/properties.dtd
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<a href="https://nysite.xyz">
<ing alt="nysite.xyz" src="cid: $cid 2%$"/> (4]
</ a>

1]1></entry>

© cid_1 holdsastock image.

® ci d_2 holdstherelative path to a custom image file.

& Notethat the URL of theimagehasschemeci d. SavaPage email processor will embed theimage and replace
$ci d_1$ with aunique Content-I1D for the Embedded (Inline) Image with key ci d_1.

@ Thecid_2imageishandledjust asitsci d_1 sibling.

20.2.2. Email Stationary Template

An Email Stationary Template is used by an Email Message Template as container to embed its content in. A
stationary is typically used by many Email Messages Types, and thus gives a common look-and-feel to various
email output.

A Stationary Template contains the following placeholder objects:

o Stationary.

» Application.

And thisis how it looks like:

<?xm version= "1.0" encodi ng= "UTF-8" ?>
<! DOCTYPE properties SYSTEM "http://java. sun.com dtd/ properties.dtd">

<properties>

<I-- TEXT -->
<entry key="text"><![CDATA[Plain text with $stationary. header$ @
$stationary. content$ and additional app pl acehol ders]]></entry> a

<l-- HTM. -->
<entry key="htnl "><![ CDATAlHTM. wi th <b>$st ati onary. header $</ b>

<p>$stationary.content$ and additional cid_ and app pl acehol ders</p>]]> &
</entry>

</ properties>
@ S$stationary. header $isreplaced by the header entry of the embedded template.

@ $stationary. content$isreplaced by thet ext entry of the embedded template.
® S$stationary. content$isreplaced by theht m entry of the embedded template.

] | Note

SavaPage uses its own stationary types. These types can be overwritten. See Section 20.2.5, “Email Ste-
tionary Types’ [268].

20.2.3. Email Message Template

Email Message Templates are used by Email Message Types.
Template and Type are tied by name.

For example: the JobTicketCompleted message type will look for the nearest i18n version of aJobTi cket Com
pl et ed. xm templatefile. In thisway, JobTi cket Conpl et ed_de. xm will be the perfect match when a
German email message is requested.

Email Message Template adds the entry key “subj ect ” to the syntax. Optionally, entry keys“st ati onary”
and “header ” can be used to link to an Email Stationary Template.
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The syntax is described by example in the following XML file:

<?xm version= "1.0" encodi ng= "UTF-8" ?>
<! DOCTYPE properties SYSTEM "http://java.sun.com dtd/ properties.dtd">
<properties>

<l-- Email subject --> (1]
<entry key="subject">Text with $obj.attr$ pl acehol ders</entry>

<l-- Optional stationary --> @
<entry key="stationary">Email Stati onary</entry>
<entry key="header">Stati onary header w th pl acehol ders</entry>

<l-- TEXT -->
<entry key="text"><![ CDATA[ Pl ain text with placehol ders.]]></entry>

<l-- HTM. -->
<entry key="htm "><![ CDATAl <p>HTML wi th pl acehol ders. </ p>]]></entry>

</ properties>

@ Thesubj ect text of the email.

@ Thest ati onary value (just the template file basename, without the . xm suffix) refersto Enai | St a-
tionary. xm ,including il8n Emai | St ati onary_*. xm variants. When a stationary is linked this
way, the header valueisinjected into the st ati onary. header placeholder of the target stationary,
and thet ext and ht m values are injected into the st at i onary. cont ent placeholder of their coun-
terpart stationary entry.

20.2.4. Email Placeholders Objects

Placeholder Objectsare used in Email Stationary, and in Email Message Templatestied to Email Messages Types.

20.2.4.1. Stationary

Object uniquely used by Email Stationary Template.

stati onary. header Theheader entry of the embedded template.

stationary. content Thet ext or ht m entry of the embedded template.

Table 20.2. Placeholder: Stationary

20.2.4.2. Application

A global object with SavaPage application attributes. This object can be used in any Email Message Type context.

app. name Application name: “ SavaPage”
app. nameVer si on Formatted name and version, like:
“SavaPage Major.Minor.Revision”
app. nanmeVer si onBui | d Formatted name, version and build, like:
“ SavaPage Major.Minor.Revision (Build)”
app. sl ogan Short slogan describing the application:

“Open Print Portal”

Table 20.3. Placeholder: Application
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20.2.4.3. Ticket

A Print Job Ticket. See Chapter 5, Job Tickets Web App [184].

ticket. nunber Ticket number.
ticket. nane Document name.
ticket. operator Name of the Job Ticket Operator.

ticket.returnMessage The return message to Job Ticket Creator (optional).

Table 20.4. Placeholder: Ticket

20.2.4.4. User

A User as Person.

user. ful | Nane The full name of the user.

Table 20.5. Placeholder: User

20.2.5. Email Stationary Types

SavaPage uses its own Email Stationary Types. As the table below shows, currently there is just one type in use.
Y ou can usethistypein your own custom Email Message Templatefiles. Or, you can override thistype by creating
your own Emai | St at i onary. xm i18n variantsin the customt enpl at e/ directory.

[fere e

Enmi | St ati onary All Email messages

Table 20.6. Email Stationary Types

20.2.6. Email Message Types

The sections bel ow describe email message typesthat can be customized. Thelistislimited for now, but will grow
as more messages are refactored for this purpose.

] | Note

The global Application Object isvalid for each message type.

20.2.6.1. JobTicketCanceled Email

Email sent when a Job Ticket is canceled. See Table 3.7, “Job Ticket Print Configuration Properties’ [59].
The following placeholder objects apply:

N

ticket Canceled Job Ticket.

user Job Ticket Creator.

Table 20.7. Placeholder Objects: JobTicketCanceled
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20.2.6.2. JobTicketCompleted Email

Email sent when a Job Ticket is completed successfully. See Table 3.7, “Job Ticket Print Configuration Proper-
ties’ [59].

The following placeholder objects apply:

e e

ticket Completed Job Ticket.

user Job Ticket Creator.

Table 20.8. Placeholder Objects: JobTicketCompleted

20.2.7. Custom Template Locations

Custom templates are located in the/ opt / savapage/ server/ cust oni t enpl at e/ directory. Sub-loca-
tions can be defined for different template groups. These sub-locations can then be activated for different appli-
cations, with the following configuration properties:

custom.template.home Home location of all template files, relative to the default location. For example: avalue
of “gr oup- 1" will resolveto:

/ opt / savapage/ server/cust om t enpl at e/ gr oup-1

custom.template.home.mail Homelocation of Email templatefiles, relative to the default location. For example: avalue
of “gr oup- 1/ mai | ” will resolve to:

/ opt / savapage/ server/ cust om t enpl at e/ gr oup- 1/ nwi |

Table 20.9. Configuration Propertiesfor Custom Template L ocations

See Section 4.11.14, “Config Editor” [165] on how to set these items.

269



Chapter 21. Using an External Database

7

—

By default SavaPage is packaged with Apache Derby1 as internal database. This gives you the opportunity to
evaluate SavaPage on a small scale right away. However, in a production environment with multiple users, we
strongly advise you to use PostgreSQL2 as external database server.

& |Warning

Using the internal database in situations with multiple users and thus concurrent use, will inevitably lead
to locking, deadlock and out-of-memory errors, which can make the system totally unresponsive. See our
notes on Database L ocking.

Other situations can be extra reason to choose for an external database, like:

 Organizational policy dictates that all applications must be consolidated on a single database infrastructure.

* You want to take advantage of existing maintenance and backup procedures that are present on your current
database infrastructure.

» You want to use third party reporting tools to view and analyze the SavaPage database.

* You want optimal (tailored) performance, since SavaPage is intensively used by a very large user population.
So, for example, you want to deploy a dedicated database server as a scalable solution.

This chapter describes how to connect and migrate to an external database. For database tuning, see Section 13.5.3,
“Database Connection Settings’ [221].

21.1. Supported Databases

SavaPage is able to use any database that has a JDBC driver available that is supported by Hibernate Dialects.
However, PostgreSQL on GNU/Linux serversis our first choice. PostgreSQL is designed to be highly scalable,
is optimized for concurrent use, and handles datasets of any size efficiently. It behave robust with thousands of
usersand isvery well suited for large scale SavaPage implementations. Above that, PostgreSQL is Free and Open
Source software, and complies to Open Standards.

¥ | Note

Of course it is possible to connect SavaPage to your existing database infrastructure other than Post-
greSQL. For example, an Oracle JDBC connection template is present in / opt / savapage/ ser v-
er/server. properties. Please contact your SavaPage Community Representative to assist you
with configuring alternative connections.

21.2. Migrating to an External Database

The migration is a simple process and takes about 15-30 minutes. The sections below describe in more detail the
following high-level migration scenario steps:

1. Stopthe server.

L hitps://db.apache.org/derby/

2 https://www.postgresgl.org/

3 Hibernate [https://hibernate.org/] is an object-relational mapping tool for the Java programming language. It provides a framework for
mapping an object-oriented domain model to arelational database. Hibernate supports several SQL Dialects. Each dialect specifiesthe database
type and is responsible for connecting to the database and generating the appropriate SQL statements.
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2. Create a backup of the current internal database.

3. Create and initialize a new external database.

4. Change connection parameters.

5. Restore the backup into the new external database.
6. Restart the server.

21.2.1. Step 1 - Stop SavaPage

The application server must be stopped in order to make a backup of the current internal database. The command
to stop the server is described in Section C.5, “ Stopping and Starting the Server” [310].

21.2.2. Step 2 - Create a Backup

Run the command to backup the current (internal) as described in Section C.4.6, “db-export and db-ex-
port-to” [309]. The command echoes the name of the created backup file to st dout . Take a note of this be-
cause you will need thisin afuture step.

21.2.3. Step 3 - Create new Database in External DBMS

Creating a new database is specific to the external Database Management System and is off-topic for this manual.
It isassumed that the database administrator knows how to create anew database. However, the following generic
requirements must be honored:

* Create a dedicated database user with a strong password to be used by SavaPage to connect to the database.

» Create the new empty database with a Unicode or UTF8 character encoding to make sure that all possible
characters can be stored.

 Assign the dedicated user full access to the new database, i.e. grant permission to create and drop tables, and
to execute select, insert, update and delete statementsin al tables.

21.2.4. Step 4 - Change SavaPage Connection Parameters

Open a terminal session on the SavaPage server as user savapage and edit the / opt / savapage/ ser v-
er/ server. properti es file

» Comment out thelinedat abase. t ype=I nt er nal by adding ahash (#) character at the start of theline.

» Uncomment the dat abase. connection parameter lines for the external database (in our case PostgreSQL).
» Setthedat abase. ur |, which describes the location and connection details of the external database.

The PostgreSQL URL format is: j dbc: post gresql : //[server] /[ dat abase]

The[ server] parameter isthe name of the server running the PostgreSQL database, and must be resolvable
from the SavaPage server. If the PostgreSQL instanceisrunning on the same machinethen| ocal host canbe
used. The[ dat abase] parameter isthe name of the PostgreSQL database you created in the previous step.

e Setthedat abase. user and dat abase. passwor d used to connect to the database.

A connection example is shown below:

# Using the internal database (default)
#dat abase. t ype=I nt er nal

# Post greSQL connection

dat abase. t ype=Post gr eSQ

dat abase. dri ver =or g. postgresql . Dri ver

dat abase. url =j dbc: postgresql : / /1 ocal host/ savapage
dat abase. user =your - db- user
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dat abase. passwor d=your - db- user - passwor d

21.2.5. Step 5 - Initialize new Database

This step creates the required database tables and initial data. Open aterminal session on the SavaPage server as
user savapage and run the command as described in Section C.4.8, “db-init” [309].

21.2.6. Step 6 - Restore Backup into new Database

This step restores the backup file exported in one of the previous steps, into the newly initialized database. Open a
terminal session on the SavaPage server as user savapage and run the command as described in Section C.4.7,
“db-import” [309].

21.2.7. Step 7 - Restart SavaPage

At this point the data have been migrated to the new database and the server can be restarted. See Section C.5,
“Stopping and Starting the Server” [310].

Wait acoupleof secondsbeforelogging intothe Admin Web Appto verify that the migration worked successfully.
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22.1. Linux Kernel Parameters

GNU/Linux distributions are generally not configured to run more demanding server processes out-of-the-box.
So, running SavaPage with high load on avanilla GNU/Linux OS can easily result in a degraded performance.

Performance bottlenecks are usually due to OS, TCP stack and network settings meant for desktop user sessions,
and not for server processesthat areintensively used by many network clients. Fortunately, it is easy to unleash the
full potential of your GNU/Linux host with afew simple tweaks. The message is that SavaPage scales perfectly
if you apply the right kernel settings.

Relevant kernel parameters and settings are discussed in the next sections. The last section summarizes the sug-

gested settings and describes how to apply them. See Section 22.1.5, “Setting Linux kernel parameters with
sysctl” [275].

*] | Note

Kernel parameterswith i pv4 in their names also apply to TCP over |Pv6.

22.1.1. IP Ports

As many outgoing connections are concurrently established from SavaPage, we must make sure Linux does not
run low on ephemeral local ports1 and reuse sockets with state TI ME_WAI T.

net.ipv4.ip_|local _port_range = 1024 65535 Q
net.ipvd.tcp_twrecycle = 0 a
net.ipv4.tcp_twreuse = 1 (3]

©  Broaden the ephemeral local port range.

®  Disablerecycling of sockets with state TI ME_WAI T.

@  Enable the reuse of sockets with state TI ME_WAI T. Thisis particularly useful in environments where nu-
merous short connections are open and left in TIME_WAIT state, such asin SavaPage.

¥ | Note
According to Vincent Bernat in Coping with the TCP TIME-WAIT state on busy Linux servers®:
“On the server side, do not enablenet . i pv4. tcp_t w recycl e unlessyou are pretty sure you will
never have NAT devices in the mix. Enabling net . i pv4.tcp_tw reuse is useless for incoming

connections.”

“On the client side, enabling net . i pv4. t cp_t w_r euse is another amost-safe solution. Enabling
net.ipv4.tcp_tw recycl einadditiontonet.i pv4.tcp_tw_reuse ismostly useless.”

LAn established TCP/IP connection can be regarded as a 4-tuple (server IP, server port, client IP, client port). Three of the four are evident, i.e.

the client uses its own | P address to connect to the server's | P address and service port. However, the connection also needs a port number at

the client side. Unless the client program explicitly requests a port number, this port number is called an ephemeral port number. Ephemeral

gorts are temporary issued by the | P stack of the client OS from a dedicated port range.
https://vincent.bernat.im/en/blog/2014-tcp-time-wait-state-linux.html
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22.1.2. TCP Buffer Sizes

Linux does a good job of auto-tuning the TCP buffers, but the default maximum sizes are till very small. Here
are sample settings for 1Gb and 10Gb network.

# Settings for 1Gb network (16Mo buffer)
net.core.rmemmx = 16777216
net.core. wrem max = 16777216
net.ipv4.tcp_rmem = 4096 87380 16777216
net.ipv4.tcp_wrem = 4096 16384 16777216

coee

# Settings for 10G network (32Mo buffer)
net. core. rmem mx 33554432

net. core. wrem _nmax 33554432
net.ipv4.tcp_rmem = 4096 87380 33554432
net.ipv4.tcp_wrem = 4096 16384 33554432

# Settings for 10G network (54Mo buffer)
net.core.rmemnmx = 56623104

net.core. wrem max = 56623104
net.ipv4.tcp_rmem = 4096 87380 56623104
net.ipv4.tcp_wrem = 4096 16384 56623104

@ Max size (bytes) of the TCP receive buffer as settable with setsockopt.

@ Max size (bytes) of the TCP send buffer as settable with setsockopt.

®  Auto-tuning limits (bytes) for TCP receive buffer: min, default, and max number of bytes.
@  Auto-tuning limits (bytes) for TCP send buffer: min, default, and max number of bytes.

22.1.3. Queue Sizes

While a socket is listening and busy, new connection requests will pile up. The kernel keeps pending connection
requests in a buffer. When the buffer isfull new requests will fail. Y ou can increase several buffer sizes.

net. core. somaxconn = 4096 (1]
net . core. netdev_nax_backl og = 16384 a
net.ipv4.tcp_max_syn_backl og = 8192 (3]
net.i pv4.tcp_syncookies = 1 (4]

© Max number of queued connections on a socket. The default of 128 istoo low: we raise this value substan-
tially to support bursts of request.

®  Max number of packets, queued on the input side, when the interface receives packets faster than the kernel
can process them.

®  Max number half open SYN requests to keep in memory.

@  Enable SYN cookies® to harden the TCP/IP stack against SYN floods.

22.1.4. Congestion Control

Congestion refers to a network state where a node or link carries so much data that it may deteriorate network
service quality, resulting in queuing delay, frame or data packet loss and the blocking of new connections.

Inacongested network, responsetime slowswith reduced network throughput. Congestion occurswhen bandwidth
isinsufficient and network data traffic exceeds capacity.

Linux supports pluggable congestion control (avoidance) algorithms. To get alist of congestion control algorithms
that are available in your kernel run the command:

sudo sysctl net.ipv4.tcp_avail abl e_congestion_contr ol

If cubi ¢ and/or ht cp are not listed then you will need to research the control algorithms for your kernel. If
available set the control to cubic:

3 https://en.wikipedia.org/wiki/SYN_cookies
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net.ipv4.tcp_congestion_control = cubic

22.1.5. Setting Linux kernel parameters with sysctl

Edit thefile/ et ¢/ sysct| . conf likethis:
sudo vi /etc/sysctl.conf

and add the following lines, that summarize the previously discussed kernel parameters, at the end of the file:

net.core.rmemmx = 16777216
net.core. wrem max = 16777216
net.ipv4.tcp_rmem = 4096 87380 16777216
net.ipv4.tcp_wrem = 4096 16384 16777216
net . core. somaxconn = 4096

net . core. netdev_nmax_backl og = 16384

net.i pv4.tcp_max_syn_backl og = 8192
net.ipv4.tcp_syncookies = 1
net.ipv4.ip_|local _port_range = 1024 65535
net.ipvd.tcp_twrecycle = 0
net.ipvd.tcp_twreuse = 1
# Only if cubic is available

net.i pv4.tcp_congestion_control = cubic

Y ou can apply the settings without rebooting the server with this command:

sudo sysctl -p

22.2. Linux User Limits

SavaPage server may run out of file descriptors as the system defaults are normally very low. A file descriptor
(FD) is a handle created by a process when a file is opened. Each process can use a limited number of FDs as
specified per user in an OS level user limit.

Beware that apart from “regular” files that are accessed by SavaPage from disk, each incoming request that uses
a TCP socket also consumes one file descriptor from the total available for the process.

22.2.1. SysVinit User Limits

On Debian based systems the number of process FDs for the savapage user can be increased as follows.
Editthefile Edit/ et ¢/ security/limts. conf likethis:

sudo vi /etc/security/limts.conf

and add the following lines at the end of the file:

savapage hard nofile 65536
savapage sof t nofile 65536

Next, open/ et ¢/ pam d/ su likethis:
sudo vi /etc/pam d/su

and uncomment the following line:

sessi on required pamlinits.so

You also need to edit the/ et ¢/ pam d/ conmon- sessi on and/ et ¢/ pam d/ conmon- sessi on- non-
i nteracti ve files. Open thefileslike this:
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sudo vi /etc/pam d/ conmon- sessi on
sudo vi /etc/pam d/ conmpn-sessi on-noni nteractive

and for each file add the following line to the end:

session required pamlimts.so

Finally, check whether the settings are applied with this command:
sudo su - savapage -c¢ "ulimt -n"

This should output the value 65536.

22.2.2. Systemd User Limits

Systemd ignores ulimit values as described in the previous section, and has its own equivalent that can be used
per service. The best way to set user limits for the savapage. ser vi ce is by an override, that will have the
last say over any SavaPage defaullt.

Check the/ |'i b/ syst entd/ syst enl savapage. ser vi ce unit to seeif the value of the Li m t NOFI LE
directiveisto your liking. This directive correspondsto “ul i m t - n” (open files) and defaultsto 65536.

cat /1ib/systend/ system savapage. service | grep LinitNOFILE

If this directive is absent, or if you want to override the value, edit the service unit with this command:
sudo systentt!l edit savapage

This launches atext editor for creating the file:

[ etc/systend/ syst em savapage. servi ce. d/ overri de. conf

Add the following lines, using your own choice (e.g. 98304):

[ Servi ce]
Li mi t NOFI LE=98304

Savethefile and closethe editor. Usually, after you edited a systemd unit file, for it to take effect, you need to run:
sudo systenttl daenon-rel oad

However, the systentt| edit command automatically did this for you. You can check the effect of the
override with this command:

systenttl cat savapage.service | grep LimtNOFILE
... thelast line should show:
Li mi t NOFI LE=98304

Restart SavaPage for the changes to take effect, and check if the override has effect with this command:
systenctt| status savapage. service

Notice the Drop-1n override.conf as shown below:

savapage. servi ce - SavaPage Open Print Porta
Loaded: |oaded (/i b/systend/system savapage. servi ce; enabl ed; vendor preset: enabl ed)
Drop-1n: /etc/systend/system savapage. service. d
| - override. conf
Active: active (running) since ...
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(] ‘ | mportant

Check if the“ open files” override value is shown correctly in the Host System section of the Admin Web
App, sincethisisthe actual value that the SavaPage server process uses.

22.3. JVM Tuning

SavaPage runs in the Java Virtual Machine (JVM) using the class libraries and other supporting files provided
in the JRE.

The SavaPage JVM settings work fine, and generally there is no customization needed. However, if needed the
JVM can be tuned by adding extra JVM argumentsin thefile:

/ opt / savapage/ server/ cust onl app- server. conf

Edit this file as savapage user and enter the extra VM arguments as value of the CUSTOM_JVM _ARGS key.
The example below shows the VM arguments as explained in the next sections.

# Note: enclose the value with quotes
CUSTOM_JVM ARGS=" - XX: Def aul t MaxRAMFr act i on=2 - XX: +UseConcMar kSweepGC - XX: +CMBI ncr enent al Mode"

The location of temporary files can be overwritten with the JAVA | O_TMPDI Rkey. See Section 22.3.3, “JVM
Temporary Files’ [278].

(] ‘ | mportant

Before doing any JVM customizing please consult SavaPage Support to discuss your requirements and
which customization fits best.

22.3.1. JVM Memory Allocation

The VM allocates a quarter of host system RAM to the SavaPage Server process by default. This ensures that
SavaPage does not consume too many resources and does not get in the way of other applications running on the
same system.

However, if the host system is dedicated to running SavaPage, you can safely allocate more memory to SavaPage.
With more allocated memory SavaPage will have a better performance, particularly with many users and large
printing throughput.

Add one of the following VM parameters to allocate relative or absolute memory:

- XX: Def aul t MaxRAMFr act i on=3 (1]
- XX: Def aul t MaxRAMFr act i on=2 a
- Xnmx864m (3]

©  Allocate one third of host system RAM.
@  Allocate one half of host system RAM.
®  Allocate 864MB of host system RAM.

22.3.2. JVM Garbage Collection

Customizing Java Garbage Collection (GC) depends on the characteristics of the application involved. The VM
provide proper defaults for SavaPage most of the time.

However, if you consider response time more important than overall throughput and garbage collection pauses
must be kept shorter than approximately one second, then select the concurrent collector with the - XX: +UseC-
oncMar kSweepGC option. Also, if only one or two processors are available, consider combining this collector
with the - XX: +CMBI ncr enent al Mode option.
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Please consult the Java SE HotSpot Oracle documentati on® for an introduction to these tuni ng options.

22.3.3. JVM Temporary Files

The Java system property j ava. i 0. t npdi r determines where the VM writes temporary files. The default
value typically points to the world readable / t np directory. As aresult, all Java components that are part of the
SavaPage application will write their temporary files to that directory. Y ou can override the default in:

/ opt / savapage/ server/ cust onif app- server. conf
Edit thisfile assavapage user and specify the alternative temp directory at the JAVA | O TMPDI Rvariable.

# Overwite of JVM system property 'java.io.tnpdir'
# User 'savapage' nust have nbde 700 access to this directory.
#JAVA | O_TMPDI R=

& | Caution

Usethe JAVA | O TIMPDI R setting with the utmost care. Make sure the directory is exclusively used by
the SavaPage applicartion, and is accessible by the savapage system user only. If these conditions are
not met, SavaPage will not start and might get corrupted.

Among all Java third-party components, SavaPage components take a specia position because they write their
own temp filesin a subdirectory of j ava. i 0. t npdi r, called savapage. This subdirectory is created when
the application starts and removed when stopped. Y ou can override this specia location withtheapp. di r. t np
property intheser ver. properti es file. See Section 13.5.10, “Alternative File Locations” [225].

© | Caution

Make sure that the specia temp directory used by SavaPage resides on the same . disk partition as the
other file locations that are used to store SavaPage data on runtime. See:

¢ Section 13.5.10, “Alternative File Locations’ [225].
¢ Appendix F, File Locations [319].

22.4. Server Thread Pooling

A highreliability server processlike SavaPage must reject excessrequestsimmediately (fail fast) by using arequest
gueue with a bounded capacity. Requests are FIFO processed by threads in a ThreadPool. The maximum number
of threads needed, in order to achieve the best performance, depends on host resources (RAM and CPU cores)
assigned to SavaPage. See Section 13.5.1.2, “ Server ThreadPool Settings’ [219] on how to configure the relevant
parameters.

22.5. Database Connection Pooling

Database connections are both expensive to create and maintain over time. Therefore, they are an ideal resource
to pool. That is exactly what SavaPage does. See Section 13.5.3, “ Database Connection Settings” [221] on how
to configure the relevant parameters.

4 https:.//docs.oracle.com/javase/8/docs/technotes/guides/vm/gctuning/index.html
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Organizations join the SavaPage Community as Resident by subscribing to the software. The subscription consists
of a one-time enrollment fee and a yearly amount. These fees are needed to financially compensate Community
Developers and Deployment Partnersfor their efforts and expenses when maintaining the software and supporting
member organizations. The amount is dependent on the size (number of Participants) of the organization. When
you join you get a Member Card, which actually is a digitally signed file that is emailed to you. Thisfile is your
token as resident of the SavaPage Community and can be used to confirm your status in the SavaPage Software.
Residents have the right to request new features and are entitled to high-priority Technical Support.

An organization that uses the software and isnot a Resident is called a Visitor. Visitors are allowed to explore the
application to decide if they want to subscribe to the software or not.

The community status is shown on the Admin Web App Dashboard and About sections.

23.1. Visitor Period

Without a Community Member Card, any user of the software is considered a Visitor. After 40 days visitors are
invited to contact SavaPage Support for aMember Card. Without a card SavaPage will continue to run as normal
and will be fully functional, but the missing card will be signaled as system status.

™ | Note

Implementations with 5 active users (or less) in the SavaPage database are welcomed as permanent visi-
tors, and the missing Member Card is not signaled as system status.

23.2. Registered Member

The Member Card supplied to you is the digital proof of your Community Member status and holds information
about:

» The Name of the Member organization.

» The Number of Participants in the Member organization.

» The Application version of the actual release at the moment the Member Card was issued.
» The Expiration date (end date) of the subscription period.

After you import your Member Card file into SavaPage, your membership will be validated against your use of
the application. A new Member Card is suggested when one of the following conditions are met:

» The number of usersin the SavaPage database exceed the number of participants . This happens when extra
external userswere synchronized into the user database or extrainternal users were added. Y ou can extend the
subscription and receive a new Member Card with an increased number of participants, or reduce the number
of usersin the database, by deleting internal users or deleting external users which are not present in the syn-
chronization source, or by importing from ajust a single synchronization source group.

» The expiration date of the Member Card isreached. The resolving action is to extend your subscription.

(] ‘ | mportant

Whatever your community statusis, you'll always be able to use the software without restrictions. How-
ever, when deemed necessary, we will make an appeal to you to apply for the Member Card that covers
your runtime situation.
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23.3. Importing the Member Card

The SavaPage Community Member Card isissued as adigitally signed file. Installing the file into the application
confirms your community status. To install the file supplied by your Community Partner:

1.

2.
3.
4.

5.

Save the Member Card file to your hard disk. Your desktop is a handy location. Files are typically named
SavaPage- [ or gnane] . nenber car d. Thefile can be loaded into the system as supplied.

Log into the SavaPage Admin Web App and navigate to the About page.

Scroll down to the Community Membership section and click the Import Member Card button.

Please see Figure 4.150, “Admin Web App: About - Import Member Card” [176] how to proceed in the
import dialog.

Verify that your Membership is correctly listed in the About page.

If you have a question about your Member Card or need assistance please email SavaPage Technical Support and
they will be more than happy to assist you.

Note

Thefilesuppliedissimply adigitally signed and zi pped text file containing your Membership information.
It's converted to ZIP format to minimize size. If you're interested in viewing the contents of the file,
renamethefileto. zi p and simply openit in any ZIP extraction utility.
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Appendix A. Proxy Print Scenarios

This chapter summarizes several Proxy Print scenarios in a shorthand catalogue. Please follow the hyperlinksin
the summaries for more detail.

A.l. Proxy Print Costs

If aProxy Printer is exclusively managed by SavaPage, the costs of its print jobs are immediately charged after a
job issubmitted. Thisis donewith full confidence that the jobswill reach status“Completed”. In thisway account
balances are up to date in advance and the corresponding credit limits can be applied in atimely manner.

] | Note

In the exceptional casethat aprint job is Canceled or Aborted (by manual intervention in CUPS) the costs
can be refunded in the Documents section of the Admin Web App.

If the Proxy Printer CUPS queue is managed by a Third Party Print Management System (TPPM S) like PaperCui,
costswill not be charged until the TPPM S notifiesthat the print job is Completed. In thisway we exempt ourselves
from third party print policy and only charge cost when we are absolutely sure that the print was successful. We
accept the inherent latency of an updated account balance in SavaPage which might introduce a small chance for
unjustified prints in between (according to the related credit limit).

A.2. Personal Print Scenarios

A.2.1. Personal Print - Non-Secure Scenarios

See Section 4.11.8, “Proxy Print” [147].

A.2.2. Personal Print - Secure Scenarios

See Section 4.9.2, “Proxy Print Authentication” [124].

A.2.2.1. Direct Print Scenario

See Section 4.9.2.3, “Direct Print Mode” [127].

A.2.2.2. Hold Print Scenario

See Section 4.9.2.2, “Hold Print Mode” [126].

A.2.2.3. Fast Print Scenario

See Section 4.9.2.1, “Fast Print Mode” [126].

A.2.2.4. Automatic Print Scenario

See Section 4.7.3, “1PP Routing” [110].
A.2.3. Personal Print - PaperCut Scenario

Per sonal Print to Paper Cut

User Story “AsaPrint Job Creator, | can create a Personal Print, so that Paper Cut printing costs are charged to my personal
account in SavaPage.”

“As an Operator, | can release or cancel a pending Print Job in PaperCut or CUPS”

281



Proxy Print Scenarios

Personal Print to Paper Cut

Preconditions

Process

Scenario 1

Scenario 2

References

“Asa Job Ticket Creator, | can create a Personal Print.”

This User Story isidentical to the Personal Print track as described in Section A.3.2, “Delegated Print - Job Ticket
- PaperCut - Scenario” [283], and is not discussed here.

» PaperCut Integration is enabled.

 Delegated Print is disabled.

* Personal Print with PaperCut [154] is enabled.

* Proxy Printer used for printing is managed by PaperCut.

1. Print Job Creator creates Personal Print Job.
2. Print Job Creator printsjob to PaperCut Managed printer.
3. Print-out document for Print Job Creator is created with status Pending (exter nal)
» A Shadow SavaPage Persona Account Transaction is created and linked.
« Transactions are displayed as Printer Usage with zero amount and status Pending (external).
« Transactions Summary without cost datais displayed with the Print-out document.
4. PaperCut print status is monitored till end state is reached.
* Statusismonitored for amaximum number of minutes, after which the Print-out document gets statusError.
See Section N.3.1, “PaperCut Print Log Monitoring” [367].
Print Completed.

Given the printer is a PaperCut Hold/Release queue And the Operator or Print Job Creator Released thejob (in
PaperCut) , Or the job was printed directly, Then:

* Print-out document gets status Completed.

» PaperCut Printing Cost is used for the Shadow SavaPage Persona Account Transaction.

« The transactions are displayed as Printer Usage with the PaperCut amount and status Completed.
¢ A Transaction Summary with cost datais now displayed with the Print-out document.

Print is Canceled or Timed out.

Given the printer is a PaperCut Hold/Release queue And the Operator or Print Job Creator Canceled thejob (in
PaperCut or CUPS) or the job Expired (in PaperCut) , Then:

* Print-out document gets status Canceled.

» The Shadow Transaction continues to be displayed as Printer Usage with zero amount, but now has status
Canceled.

A Transaction Summary without cost data continues to be displayed at the Print-in document.

» Section N.2, “Persona Print to PaperCut” [367].

Table A.1. Personal Print - Paper Cut Scenario

A.3. Delegated Print Scenarios

The scenariosin this section el aborate situations where users act as Print Job Delegate for other users (Delegators)
or entities (Shared Accounts).

*] | Note

A Personal Job Ticket Print is handled as Delegated Print, where the Job Ticket Creator hasrole Delegate
and Delegator at the same time.

A.3.1. Delegated Print - (Non) Secure & Job Ticket Scenarios

User Story

“As a Delegate, | can print for other users (delegators) and entities, so that costs are charged to individual dele-
gators, delegator groups and shared accounts.”

“Asa Print Job Creator, | can act as Delegate for another entity, so that costs are charged to a shared account.”
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Delegated Print

Preconditions

Process

Scenario 1

Scenario 2

Scenario 3

Scenario 4

Scenario 5

References

“Asa Job Ticket Creator, | can create a Personal Print, and act as Delegate and Delegator at the sametime.”
“As a Job Ticket Operator, | can release or cancel the Job Ticket.”
“As an Operator, | can cancel a pending Print Job in CUPS”

» Delegated Print is enabled.
Delegated Print with PaperCut [154] is disabled.
Job is printed as Job Ticket, or in Non-secure or Authenticated (Hold or Direct) Print Mode.

1. Delegate creates Delegated Print Job.
2. Delegate prints the job.

Non-secure Print
Given the Delegate printed to a non-secure Proxy Printer, Then:

» Thejob issend to the printer.
* Print-out document for Delegate is created.
» SavaPage Account Transactions are created and linked.
¢ Transactions are for personal delegators, delegator groups, and shared accounts involved.
¢ Printing costs are pro-rata divided over the Account Transactions.
¢ Transactions are displayed as Printer Usage with the pro-rata amount.
¢ Transactions Summary with cost data is displayed with the Print-out document.

¢ Theactua print statusfrom “Pending”, “Processing” (“Held”, “ Stopped”) to end state “ Compl eted”, “ Can-
celed” or “Aborted” is displayed in the Print-out document and each transaction involved.

Non-secure Print Canceled or Aborted

Given the Delegate printed to a non-secure Proxy Printer, And the print job is canceled or aborted by an Operator
in CUPS, Then:

 Print status “ Canceled” or “Aborted” is displayed in the Print-out document and each transaction involved.

* A Reverse button isavailablefor the Print-out document in the Admin Web App for administrators with Editor
permission for Accountsto reverse print counters and cost transactions as created in “ Scenario 1”.

Authenticated Print Release.

Given the Delegate printed to a Hold or Direct Mode Proxy Printer, And released the job by NFC Authentication,
Then:

* The Print-out document is created asin “ Scenario 1”.

Job Ticket Released.

Given the Delegate printed a Job Ticket, And theticket is released by a Job Ticket Operator, Then:
» The Print-out document is created asin “ Scenario 1", using Job Ticket Cost as printing cost.
Job Ticket Canceled.

Given the Delegate printed a Job Ticket, And the ticket is canceled by the Delegate or an Operator (in SavaPage
or CUPS), Then:

* The Job Ticket isjust removed.
 Section 3.5.4, “Delegated Print” [46].

* Section 4.9.2, “Proxy Print Authentication” [124].
* Section 3.5.9, “Job Ticket Print” [56].

Table A.2. Delegated Print - (Non) Secure & Job Ticket Scenarios

A.3.2. Delegated Print - Job Ticket - PaperCut - Scenario

Delegated Print via Job Ticket to Paper Cut

User Story

“As a Delegate, | can create a SavaPage Job Ticket for other users (delegators) and entities, so that costs are
charged to individual delegators, delegator groups and entitiesin PaperCut.”
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Delegated Print via Job Ticket to Paper Cut
“Asa Job Ticket Creator, | can create a Personal Print, and act as Delegate and Delegator at the sametime.”

“As a Job Ticket Operator, | can release or cancel the Job Ticket.”
“As an Operator, | can release or cancel a pending Print Job in PaperCut or CUPS”

Preconditions * PaperCut Integration is enabled.
» Delegated Print with PaperCut [154] is enabled.

Charging costs to PaperCut entities is unconditional. Balance and overdraft preconditions are not checked for
restricted Paper Cut accounts. This can result in an overdraft beyond what is allowed by Paper Cut printing rules.

Process 1. Delegate creates Delegated Print Job.
2. Delegate printsjob as Job Ticket.
3. Job Ticket Operator releases the ticket to a PaperCut managed printer.
4. Print-out document for Delegate is created with status Pending (external)
» Shadow SavaPage Account Transactions are created and linked.
« Transactions are for personal delegators, delegator groups, and shared accounts involved.
« Transactions act as template for transactions created in PaperCut after the print is completed.
« Transactions are displayed as Printer Usage with zero amount and status Pending (external).
« Transactions Summary without cost data is displayed with the Print-out document.
5. PaperCut print statusis monitored till end state is reached.

* Statusismonitored for amaximum number of minutes, after which the Print-out document gets statusError,
and the ticket can be closed. See Section N.3.1, “PaperCut Print Log Monitoring” [367].

Scenario 1 Print Completed.

Given the printer is a PaperCut Hold/Release queue And the Oper ator Released the job (in PaperCut), Or the job
was printed directly, Then:

* Print-out document gets status Completed.

» SavaPage Job Ticket Cost is pro-rata divided over the Shadow SavaPage Account Transactions.
« Transactions are displayed as Printer Usage with the pro-rata amount and status Completed.
« Transactions Summary with cost datais now displayed with the Print-out document.

» PaperCut Account Transactions are created according to the Shadow Accounts template.

Scenario 2 Print is Canceled or Timed out.

Given the printer is a PaperCut Hold/Release queue And the Operator Canceled the job (in PaperCut or CUPS)
or the job Expired (in PaperCut), Then:

* Print-out document gets status Canceled.
« Transactions continue to be displayed as Printer Usage with zero amount but have status Canceled.
« Transactions Summary without cost data continues to be displayed at the Print-in document.

References e Section 3.5.4, “Delegated Print” [46].
* Section 3.5.9, “Job Ticket Print” [56].
e Section N.1, “Delegated Print to PaperCut” [363].

Table A.3. Delegated Print - Job Ticket - Paper Cut Scenario

A.3.3. Delegated Print - PaperCut Scenario

Delegated Print to Paper Cut

User Story “As a Delegate, | can print for other users (delegators) and entities, so that costs are charged to individual dele-
gators, delegator groups and entities in Paper Cut.”

“As a Print Job Creator, | can act as Delegate for another entity, so that costs are charged to this entity in Pa-
perCut.”

“Asa Print Job Creator, | can create a Personal Print, and act as Delegate and Delegator at the sametime.”
“Asan Operator, | can release or cancel a pending Print Job in PaperCut or CUPS”

Preconditions * PaperCut Integration is enabled.
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Delegated Print to Paper Cut

» Delegated Print with PaperCut [154] is enabled.
* Proxy Printer used for printing is managed by PaperCut.
 Proxy Printer used for printing is non-secure.
e If Hold/Release printing is required it must be handled in PaperCut.

Process 1. Delegate creates Delegated Print Job.
2. Delegate printsjob to PaperCut Managed printer.
3. Print-out document for Delegate is created with status Pending (external)
» Shadow SavaPage Account Transactions are created and linked.

« Transactions are for personal delegators, delegator groups and entities involved.
« Transactions act as template for transactions created in PaperCut after the print is completed.
« Transactions are displayed as Printer Usage with zero amount and status Pending (external).
» Transactions Summary without cost datais displayed with the Print-out document.

4. PaperCut print statusis monitored till end state is reached.

» Statusismonitored for a maximum number of minutes, after which the Print-out document gets status Error,
and the ticket can be closed. See Section N.3.1, “PaperCut Print Log Monitoring” [367].

Scenario 1 Print Completed.

Given the printer is a PaperCut Hold/Rel ease queue And the Oper ator Released the job (in PaperCut) , Or the job
was printed directly, Then:
* Print-out document gets status Completed.
» PaperCut Printing Cost is pro-rata divided over the Shadow SavaPage Account Transactions.
« Transactions are displayed as Printer Usage with the pro-rata amount and status Completed.
« Transactions Summary with cost datais now displayed with the Print-out document.
» PaperCut Account Transactions are created according to the Shadow Accounts template.

Scenario 2 Print is Canceled or Timed out.

Given the printer is a PaperCut Hold/Release queue And the Operator Canceled the job (in PaperCut or CUPS)
or the job Expired (in PaperCut) , Then:
* Print-out document gets status Canceled.
 Transactions continue to be displayed as Printer Usage with zero amount but have status Canceled.
 Transactions Summary without cost data continues to be displayed at the Print-in document.

References e Section 3.5.4, “Delegated Print” [46].
e Section N.1, “Delegated Print to PaperCut” [363].

Table A.4. Delegated Print - Paper Cut Scenario
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SavaPage supports Radio Frequency Identification (RFID) as authentication method.

RFID isthetechnology for uniquely identifying itemsusing radio waves. A basic RFID system comprisesapassive
tagl, areader, and an antenna, where the reader sends an interrogating signal to the tag via the antenna, and the
tag responds with its Unique Identification (UID).

In thisway RFID tags are commonly used as authentication token: the RFID reader connected to the authenticator
just passes the UID (Card Number) of the tag. Applications are abundant, ranging from tags embedded into retail
products to help stores keep tabs on inventory, to tags embedded into animals to keep track of life stock. RFID is
also applied in passports and credit cards, as well as identification badges that |et employees access secure areas.

Near Field Communication (NFC) isamore recent, finely honed version of RFID with amuch broader application.
While RFID is aone-way communication system only, with data flowing from tag to reader, NFC can a so be set
up for two-way communication. However, NFC operates at a maximum range of about 4 inches (10 centimeters)
and uses High Frequency ( HF) RFID readers at 13.56 MHz.

Since SavaPage istargeted at the same HF RFID readers and tags, albeit in one-way communication, this manual
uses the more common terms NFC Card and NFC Reader for the tag and reader role. In some contexts the terms
Card and Card Reader will be used as shorthand.

SavaPage supports two Card Reader types.

* A Local Card Reader: a keyboard emulating device that “types’ the UID (Card Number) each time a Card is
swiped.

* A Network Card Reader: a software component, implemented on a dedicated device (like a Raspberry Pi®),
that interacts with an NFC Reader after a card swipe and sends the UID to the central SavaPage server.

B.1. Card Number Format

SavaPage storesthe Card Number (UID) in lower case HEX format, with Least Significant Byte (LSB) first. So, at
theinterfaceswherethe UID is captured, the output format and byte order must be specified asHEX or DECIMAL
and LSB or MSB (Least or Most Significant Byte) first. This information is used by SavaPage to convert the
captured Card Number to itsinternal HEX/LSB standard.

B.2. Local Card Reader

A Local Card Reader isan NFC Reader that functions as USB Keyboard Emulator. At each card swipe the reader
must react by “typing” the card's UID (Card Number) appended by a Carriage Return (CR). SavaPage makes use
of this function by capturing? the keystrokes at Login time in the Web App.

™ | Note

Theway areader formatsthe UID can deviate from the SavaPage HEX/L SB standard. Therefore you need
to specify the format at the interfaces where the reader's UID is used. Most keyboard emulating readers
can be configured to a specific output format and byte order.

L RFID tags are either Active or Passive. Active tags have their own power supply by which they can broadcast with aread range of up to 100
meters. Passive tags do not have their own power source. Instead, they are powered by the electromagnetic energy transmitted from the RFID
reader. Because theradio waves must be strong enough to power the tags, passive RFID tags have aread rangefrom near contact to afew meters.
2 SavaPage uses a short time limit to capture the keystrokes from a Local Card Reader. The time limit (milliseconds) is contained in the
configuration key webapp. car d- | ocal . keyst r okes- max- nsecs. Do not change thisvalue, except when requested by the SavaPage
support desk.
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Tip
At the time of this writing StrongLink3 sells areliable Plug and Play USB Keyboard Emulating Card

Reader (SL040A) for a competitive price. The reader supports UID reads for Mifare Mini, Mifare 1Kk,
Mifare 4k, Mifare Plus, Ultralight, DesFire and Mifare_ProX cards.

B.3. Network Card Reader Service

SavaPage ships with a Network Card Reader Service to be deployed on a Raspberry Pi®. The service works with
ccip? compatible NFC readers. The ACS ACR122UP reader is a popular choice, but other CCID readers work
just as well 5 Theinstallation instructions can be found in:

/ opt / savapage/ provi der s/ nfc/ i nux-ar m/6/ READVE

Any deployed service must be entered as SavaPage Device. See Section 4.9.1, “Network Card Reader” [123]. At
each card swipethe UID of the card isread and send to the central SavaPage server, whereit is handled in context
of the device definition.

You can link sounds and scrips to various events. Sample files are provided for your own customization, for
example to communicate with PiGlow’, Pibrellaf or PiFace Control & Display® add-on boards.

3 http://www.stronglink-rfid.com

4 https://en.wikipedia.org/wiki/CCID_(protocol)

5 https://www.acs.com.hk/en/products/3/acr122u-usb-nfc-reader/

5 A list of compatible NFC readersis available at CCID free software driver [https:/ccid.apdu.fr/].
7 https://www.pimoroni.com/

8 http://pibrella.com/

9 http://www.piface.org.uk/

287


http://www.stronglink-rfid.com
https://en.wikipedia.org/wiki/CCID_(protocol)
https://www.acs.com.hk/en/products/3/acr122u-usb-nfc-reader/
https://www.pimoroni.com/
http://pibrella.com/
http://www.piface.org.uk/
http://www.stronglink-rfid.com
https://en.wikipedia.org/wiki/CCID_(protocol)
https://www.acs.com.hk/en/products/3/acr122u-usb-nfc-reader/
https://ccid.apdu.fr/
https://ccid.apdu.fr/
https://www.pimoroni.com/
http://pibrella.com/
http://www.piface.org.uk/

)

—

C.1. Server Commands

The savapage-cmd tool provides a command-line interface to SavaPage Server methods. It can directly be exe-
cuted on the command-line or be part of more elaborate shell scripts.

For security reasons only users with read access to the/ opt / savapage/ server/ server. properties
file have the right to execute the command. So, the sureway to gois...

sudo su - savapage
cd server/bin/linux-x64

... and to execute savapage- cnd from here, and ...
./ savapage-cnd --hel p

... will echo al methods available:

SavaPage Conmand Line |nterface
Not e: use METHOD --hel p for nethod details.

usage: [METHOD] [OPTI QN ...

--add-internal -user Creates a new or Updates an existing |nternal
User.
- - add- user - group Adds a user group fromthe external user

source: synchroni zed external users bel ongi ng
to this group are added as nenber.

- - change- base- currency Changes the base currency of the application.
--del et e-user Logically deletes a User.
--del et e-user - group Del etes a user group.
- - del et e- user - gr oup- account Logically deletes a User G oup Account.
--erase-user Erases a User, conplying to GDPR Data Erasure
(Right to be Forgotten).
--get-config-property Gets configuration property val ue.
--list-users Lists the nanes of all the Users in the
system sorted by user name, one per line.
--list-user-groups Lists the nanes of all the User Goups in the
system sorted by name, one per line.
--list-user-group-nmenbers Li sts the nanes of the user group nenbers in
the system sorted by user nane, one per line.
--list-user-group- menbershi ps Li sts the nanes of the groups a user bel ongs
to, sorted by nane, one per line.
--list-user-source-groups Lists the nanes of all the groups in the user

source, sorted by name, one per line.

--list-user-source-group- menbers Li sts the nanes of the (nested) user group
menbers in the user source, sorted by user
nane, one per |ine.

--list-user-source-group-nesting Li sts a space indented hierarchy of nested
groups within a group. Nested groups are only
supported by Active Directory, all other user
sources return an enpty |ist.

--printer-access-control Control s user groups to either allow or deny
access to a proxy printer.

--printer-snnp Reads SNWP info froma printer.

--set-config-property Sets configuration property val ue.

--set-user-properties Sets properties for an existing Internal or
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Ext ernal User.

--set-user-group-properties Sets properties of an Internal or External
User G oup.
--sync- user - gr oup Synchroni zes a user group with the external
user source, updating group menbership.
--sync- user s- and- gr oups Starts user and group synchronization with
external user source.
--systemstatus Gets the system status enum val ue: READY,
SETUP, UNAVAI LABLE, MAI NTENANCE.
-hel p, --hel p Di splays this help text.
--hel p-al | Di spl ays hel p text of all nethods.
1 | Note

The number of available methods will grow according to customer needs. Please contact support if you
need amethod that is missing.

C.1.1. Common Options

C.1.1.1. Keep Switches

- - keep- * option switches are used to not overwrite existing val ues.

For example, the- - keep- car d, - - keep- pi n and - - keep- passwor d switches make their corresponding
--card,--pinand--passwor d options act as defaults in those cases where values have not yet been set.

Some examples:

# Overwite any PIN set by user.
--add-internal -user --usernane "guest-john" --pin "1234"

# Preserve any PIN set by user.
--add-internal -user --usernane "guest-john" --pin "1234" --keep-pin

C.1.1.2. Remove Switches

- -renove- * option switchesare used to clear values. Since the absence of acommand-line option (or an empty
value in batch mode CSV/TSV files) can not be interpreted as no value (nul | ), the - - r enove switch comes
to help to explicitly nullify values.

Thisimplies that blank values on the command-line and in baich mode input files are ignored. So, this command
has no effect ...

--add-internal -user --usernane "guest-john" --pin ""
... use this command instead ...

--set-user-properties --username "guest-john" --renove-pin

When an option does not have a - - r enove- * switch, there is no way to clear the corresponding field. For
example, since- - r enove- f ul | - name isnot available, thereisno way to clear the User field “full-name” from
the command-line (see Section C.1.20, “setUserProperties’ [298]).

C.1.1.3. Locale Option

Some methods pass numeric values that are formatted according to the locale. In these cases the locale can be
specified with a separate option like this:

-l ocal e <arg> The | ETF BCP 47 Local e used for numeric val ues.
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Exanpl e val ues are: en, en-GB, en-US, nl
nl-NL, nl-BE. [defaults to system default
en- US| .

?  Note
The actual system default | ocal e depends on your terminal session settings.

C.1.1.4. Batch Mode Options

Some methods have options for passing values in batch mode. Below are the standard batch mode parameters:

- bat ch Enabl es batch node: executing from CSV or TSV
i nput .

-continue Conti nues batch processing after a batch |ine
execution error

-input <arg> Batch input file: optional with stdin as
defaul t.

-charset <arg> | ANA Charset Nane of batch input character

encodi ng [default: utf-8].

So instead of using these three commands ...

./ savapage-cnd --add-internal -user --username john --password rTf4g
./ savapage-cnd --add-internal -user --username dave --password 9j 6Tw
./ savapage-cnd --add-internal -user --username mck --password f75L2

... you can use this single batch command ...

.| savapage-cnd --add-internal -user -batch -input /hone/rijk/add-internal-user.csv

.. wherethefileadd- i nt er nal - user. csv lookslikethis:

"user nane", " passwor d"

v ohn" " Tf 4g"
"dave", " 9j 6TW'
"mick", " f75L2"

Input files must have the extension . csv or . t sv asindication for acommaor tab separated file format.

Thefirst linein the file must be the commaor tab separated list of parameters. The convention isthat the parameter
names are identical to their command line counterpart, except for the - - prefix. The next lines simply contain the
commaor tab separated parameter values.

Option switches like applied in the command below ...

--set-user-properties --usernane "john" --pin 1234 --renove-card --full-nane "John Brown"
--set-user-properties --usernane “"carol" --pin 4713 --keep-pin --full-nane "Carol Johnson"

... canbe applied inaCSV filelikethis:

"usernane, "pi n", "keep-pin", "renove-card", "full - nane"
"john", 1234, , "true", "John Brown"
“carol ", 4713, "true",, "Carol Johnson"

(] ‘ | mportant

By default, batch processing isinterrupted after abatch line execution error. Withthe- cont i nue switch
set, it will instead continue processing. After the batch finishes it will return error code 5 to distinguish
continuation from an immediate termination, which is reported with error return code 1.
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™ | Note

In a CSV/TSV file any blank switch value is interpreted as not present (f al se), any non-blank value
aspresent (t r ue).

C.1.2. addInternalUser

./ savapage-cnd --add-internal -user --help

... givesthe options:

SavaPage Command Line Interface

Met hod : addl nternal User
Version : 0.30

Creates a new or updates an existing Internal User.

usage: --add-internal-user [OPTIQOV...

--usernane <text(50)> [required] Unique user nane.

--password <text(64)> [optional] Password.

--full -name <text(255)> [optional] Full user nane.

--emai | <text(255)> [optional] Primary Email address.

--email -other <list> [optional] List of space separated other
(secondary) Enmil addresses.

--card <text(16)> [optional] NFC Card Nunber.

--card-format <HEX| DEC> [optional] NFC Card Nunmber Format [default:

HEX] .

--card-first-byte <LSB| MSB> [optional] NFC Card Nunmber First Byte [default:
LSB] .

--id <text(16)> [optional] | D Nunber.

--pin <text(16)> [optional] PIN for |ID and Card.

--yubi key <text(12)> [optional] Yubi Key Public ID.

--uui d <text(36)> [optional] The user's secret UU D.

- -bal ance <deci mal > [optional] The user's initial account bal ance.
This value is ignored when a bal ance is already
assi gned.

- - bal ance- comment <t ext (255) > [optional] A comment to be associated with the
--bal ance transacti on.

--credit-limt [optional] Assign default credit |limt anount.

--credit-limt-amount <decimal> [optional] Assign customcredit |limt anount.

--credit-limt-none [optional] no credit |limt restriction (opposed
to --credit-limt and --credit-limt-anmount).

--keep-card [optional] Keep existing Card Nunber, or use
--card val ue when not present.

--keep-id [optional] Keep existing | D Nunber, or use --id
val ue when not present.

--keep-emai | - ot her [optional] Keep existing other (secondary)

Enmai | addresses, or use --enail-other val ue
when not present.

- - keep- passwor d [optional] Keep existing Password, or use
--password val ue when not present.
--keep-pin [optional] Keep existing PIN, or use --pin
val ue when not present.
--keep-uui d [optional] Keep existing UU D, or use --uuid
val ue when not present.
-h,--help Di spl ays this help text.
- bat ch Enabl es batch node: executing from CSV or TSV
i nput .
-conti nue Conti nues batch processing after a batch |line
execution error.
-input <arg> Batch input file: optional with stdin as
defaul t.
-charset <arg> | ANA Charset Nane of batch input character
encoding [defaul t: utf-8].
-l ocal e <arg> The | ETF BCP 47 Local e used for nuneric val ues.

Exanpl e val ues are: en, en-GB, en-US, nl,
nl-NL, nl-BE. [defaults to system default
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en- US| .

C.1.3. addUserGroup

./ savapage-cnd - -add-user-group --help

... givesthe options:

SavaPage Command Line Interface

Met hod : addUser Group
Version : 0.10

Adds a user group fromthe external user source: synchronized external users
bel onging to this group are added as nenber.

usage: --add-user-group [OPTIQN]...
--groupnane <text(255)> [required] Unique group nane.

-h,--help Di splays this help text.

C.1.4. changeBaseCurrency

./ savapage- cnd - - change- base-currency --help

... givesthe options:

SavaPage Command Line Interface

Met hod : changeBaseCurrency
Version : 0.10

Changes the base currency of the application.

This action creates financial transactions to align each account to the new
currency: the current account balance is nullified by a debit transaction

and replaced with the new currency according to the exchange rate via a
credit transaction.

I ndividual credit linmts are converted as well, default credit linmts are not.

WARNI NG Create a database back-up before executing this comand!

usage: --change-base-currency [OPTIQN] ...

--from <text(3)> [required] The current currency code (I|SO 4217).

--to <text(3)> [required] The new currency code (I|SO 4217).

--exchange-rate <deci nal > [required] The exchange rate.

--test [optional] Dry run, changes are not conmitted.
-h,--help Di splays this help text.

C.1.5. deleteUser

./ savapage-cnd --del ete-user --help

... gives the options:

SavaPage Conmand Line Interface

Met hod : del et eUser
Version : 0.10

Logically deletes a User.
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usage: --delete-user [OPTIQV...

--usernane <text(50)> [required] Unique user nane.

-h,--help Di splays this help text.

- bat ch Enabl es batch node: executing from CSV or TSV input.

-continue Conti nues batch processing after a batch |ine
execution error.

-i nput <arg> Batch input file: optional with stdin as default.

- charset <arg> | ANA Charset Name of batch input character encodi ng

[defaul t: utf-8].

C.1.6. deleteUserGroup

./ savapage-cnd --del ete-user-group --help

... gives the options:

SavaPage Conmand Line Interface

Met hod : del et eUser G oup
Version : 0.10

Del etes a user group.
usage: --delete-user-group [OPTIQV ...
--groupnane <text (255)> [required] Unique group nane.

-h,--help Di splays this help text.

C.1.7. deleteUserGroupAccount

./ savapage- cnd - -del et e-user - group-account --help

... gives the options:

SavaPage Conmand Line |nterface

Met hod : del et eUser G oupAccount
Version : 0.10

Logically deletes a User G oup Account.

usage: --del ete-user-group-account [OPTIQV...
--groupnanme <text(255)> [required] Unique group nane.
-h,--help Di spl ays this help text.

This method has the same effect asticking the Delete checkbox in the Edit Account dialog.

C.1.8. eraseUser

./ savapage-cnd --erase-user --help

... gives the options:

SavaPage Conmand Line Interface

Met hod : eraseUser
Version : 0.10

Erases a User, conplying to GDPR Data Erasure (Right to be Forgotten).
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usage: --erase-user [OPTIQV...
--usernane <text(50)> [required] Unique user nane.
-h,--help Di splays this help text.
- bat ch Enabl es batch node: executing from CSV or TSV input.
-continue Conti nues batch processing after a batch |ine execution
error.
-i nput <arg> Batch input file: optional with stdin as default.
- charset <arg> | ANA Charset Name of batch input character encodi ng

[defaul t: utf-8].

This command clears the user's personal data in the active database, including all identifying content from the
transaction log, document log and personal account. Transaction and document log details are still held in the
database for reporting purposes, but without any user related data. The user is also logically deleted, when not
already done so: see Section C.1.5, “deleteUser” [292] and Section 4.11.2, “User Creation” [135].

© | Caution

When a database is restored, erased users might be restored as identifiable users again. Therefore, keep
Data Erasure requests in a separate administration, so that they can easily be retrieved and re-executed.

& | Warning

Erasing userswithout deleting them from their external user source has atemporary effect, since they will
be created again at the next synchronization.

¥ | Note

Data Erasure does not include database backups and log files.

C.1.9. getConfigProperty

./ savapage-cnd --get-config-property --help

... givesthe options:

SavaPage Conmand Line |nterface

Met hod : get Confi gProperty
Version : 0.10

CGets configuration property val ue.
This is an advanced command. Pl ease contact SavaPage Support before use.

usage: --get-config-property [OPTIQN ...
--name <text(100)> [required] Property nane.
-h,--help Di splays this help text.

] | Note

Valuesthat are stored encrypted are returned decrypted. See Section 17.6, “Encrypted Secrets’ [254].

Also see Section C.4.3, “db-config-get” [308] and Section C.1.19, “setConfigProperty” [297].

C.1.10. listUsers

./ savapage-cnd --list-users --help
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... givesthe options:

SavaPage Conmand Line |nterface

Method : listUsers
Version : 0.10

Lists the nanes of all the Users in the system sorted by user nane, one per line.
usage: --list-users [OPTIOV...

-h,--help Di splays this help text.

C.1.11. listUserGroups
./ savapage-cnd --1ist-user-groups --help

... givesthe options:

SavaPage Command Line Interface

Met hod : |istUser G oups
Version : 0.10

Lists the nanes of all the User Goups in the system sorted by nane, one per line.
usage: --list-user-groups [OPTIQV...

-h,--help Di splays this help text.

C.1.12. listUserGroupMembers

./ savapage-cnd --1li st-user-group-nenbers --help

... gives the options:

SavaPage Conmand Line Interface

Method : |istUser G oupMenbers
Version : 0.10

Li sts the nanes of the user group nmenbers in the system sorted by user nane,
one per line.

usage: --list-user-group-nenbers [OPTIQV...
--groupnane <text (255)> [required] Unique group nane.

-h,--help Di spl ays this help text.

C.1.13. listUserGroupMemberships

.| savapage-cnd --1i st-user-group-nenberships --help

... gives the options:

SavaPage Conmand Line |nterface

Met hod : i stUser G oupMenber shi ps
Version : 0.10

Li sts the nanes of the groups a user belongs to, sorted by nane, one per Iine.
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usage: --1list-user-group-nenberships [OPTIQN ...

--usernane <text(50)> [required] Unique user nane.
-h,--help Di splays this help text.

C.1.14. listUserSourceGroups

./ savapage-cnd --1i st-user-source-groups --help

... givesthe options:

SavaPage Conmand Line |nterface

Met hod : |istUser SourceG oups
Version : 0.10

Lists the nanes of all the groups in the user source, sorted by nane, one per line.
usage: --list-user-source-groups [OPTIQV...

-h,--help Di splays this help text.

C.1.15. listUserSourceGroupMembers

./ savapage-cnd --1i st-user-source-group-nenbers --help

... givesthe options:

SavaPage Conmand Line |nterface

Met hod : |i st User Sour ceG oupMenbers
Version : 0.10

Li sts the nanes of the (nested) user group nenbers in the user source,
sorted by user name, one per line.

usage: --1list-user-source-group-nenbers [OPTIQV...

--groupnane <text(255)> [required] Unique group nane.

--nested [optional] Accurul ate nmenbers from nested groups
(Active Directory only).
-h,--help Di spl ays this help text.

C.1.16. listUserSourceGroupNesting

.| savapage-cnd --1Ii st-user-source-group-nesting --help

... givesthe options:

SavaPage Conmand Line Interface

Met hod : |istUserSourceG oupNesti ng
Version : 0.10

Li sts a space indented hierarchy of nested groups within a group. Nested groups
are only supported by Active Directory, all other user sources return an enpty |ist.

usage: --list-user-source-group-nesting [OPTIQV...

--groupnane <text (255)> [required] Unique group nane.
-h,--help Di splays this help text.
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C.1.17. printerAccessControl

./ savapage-cnd --printer-access-control --help

... givesthe options:

SavaPage Conmand Line Interface

Met hod : printerAccessControl
Version : 0.10

Control s user groups to either allow or deny access to a proxy printer.
usage: --printer-access-control [OPTIQN ...

--printername <text(255)> [required] CUPS nane of the proxy printer.

--all ow [optional] Al ow access to --groupnane (existing
deni ed user groups are renoved).

--deny [optional] Deny access to --groupnane (existing
al | oned user groups are renoved).

--renove [optional] Renobve --groupnane fromthe access |ist.

--groupnane <text (255)> [optional] Name of the user group to --allow, --deny
or --renove access

--renove-al | [optional] Renmobve all user groups fromthe access
list.

--list [optional] Echoes the access list to stdout in CSV
fornmat .

-h,--help Di splays this help text.

C.1.18. printerSnmp

./ savapage-cnd --printer-snnp --help

... gives the options:

SavaPage Conmand Line Interface

Met hod : printerSnnp
Version : 0.20

Reads SNWP info froma printer.
usage: --printer-snnmp [OPTIQN] ...

--printername <text(255)> [optional] CUPS printer name used to resol ve host
name (required when --host is not set).

--host <text> [optional] Host nane or | P address of the printer
(required when --printername is not set).
--port <numnber> [optional] SNWP port nunber (default 161).
--community <text> [optional] SNMP community (default "public").
--version <1|2c> [optional] SNWP version (default "1").
-h,--help Di splays this help text.

C.1.19. setConfigProperty

.| savapage-cnd --set-config-property --help

... givesthe options:

SavaPage Conmand Line |nterface

Met hod : set ConfigProperty
Version : 0.10
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Sets configuration property val ue.

The property nust be present in the database. Not all properties are avail able for update.
This is an advanced conmand. Pl ease contact SavaPage Support before use.

usage: --set-config-property [OPTION ...

--nanme <text(100)> [required] Property name.
--val ue <text(1000) > [required] Property val ue.
-h,--help Di splays this help text.
- bat ch Enabl es batch node: executing from CSV or TSV input.
-continue Conti nues batch processing after a batch |ine execution
error.
-i nput <arg> Batch input file: optional with stdin as default.
- char set <arg> | ANA Charset Name of batch input character encodi ng

[defaul t: utf-8].

"1 | Note
Some values will be stored encrypted. See Section 17.6, “Encrypted Secrets’ [254].

Also see Section C.4.4, “db-config-set” [308] and Section C.1.9, “getConfigProperty” [294].

C.1.20. setUserProperties

./ savapage-cnd --set-user-properties --help

... givesthe options:

SavaPage Conmand Line Interface

Met hod : setUserProperties
Version : 0.30

Sets properties for an existing Internal or External User.

usage: --set-user-properties [OPTIQN ...

--usernane <text(50)> [required] Unique user nane.

--password <text(64)> [optional] Password (Internal User only).

--full-nane <text(255)> [optional ] Full user nane.

--emai | <text(255)> [optional] Primary Enmail address.

--email -other <list> [optional ] List of space separated ot her
(secondary) Enmil addresses.

--card <text(16)> [optional] NFC Card Number.

--card-format <HEX] DEC> [optional] NFC Card Nunmber Format [default:
HEX] .

--card-first-byte <LSB| MSB> [optional] NFC Card Number First Byte [default:
LSB] .

--id <text(16)> [optional] | D Nunber.

--pin <text(16)> [optional] PIN for ID and Card.

--yubi key <text(12)> [optional] Yubi Key Public ID.

--uui d <text(36)> [optional] The user's secret UU D.

- - bal ance <deci nal > [optional] The user's current account bal ance.

- - bal ance- comrent <t ext (255) > [optional] A comment to be associated with the
--bal ance transacti on.

--credit-limt [optional] Assign default credit limt anmount.

--credit-limt-anunt <deci nal > [optional] Assign customcredit |imt anmount.

--credit-limt-none [optional] No credit limt restriction (opposed
to --credit-limt and --credit-limt-anmount).

--keep-card [optional] Keep existing Card Number, or use
--card val ue when not present.

--keep-id [optional] Keep existing |ID Nunber, or use --id
val ue when not present.

- -keep- enui | - ot her [optional] Keep existing other (secondary)

Enmi | addresses, or use --enuil-other val ue
when not present.

- - keep- passwor d [optional] Keep existing Password, or use
--password val ue when not present (Internal
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User only).
--keep-pin [optional] Keep existing PIN, or use --pin
val ue when not present.
--keep-uuid [optional] Keep existing UU D, or use --uuid
val ue when not present.
--renove-enai | [optional] Renove Primary Email address
(opposed to --email).
--renove- enmai |l - ot her [optional] Renobve other (secondary) Enmail
addresses (opposed to --email -other).
--renove-card [optional] Renmove NFC Card Nunber (opposed to
--card).
--renmove-id [optional] Renove | D Nunber (opposed to --id).
--renove- password [optional] Renmobve Password (Internal User
only).
--renove-pin [optional] Renove PIN (opposed to --pin).
--renove- yubi key [optional] Renmpbve Yubi Key Public | D (opposed to
- -yubi key) .
--renove-uui d [optional] Renmobve UUI D (opposed to --uuid).
-h,--help Di splays this help text.
- bat ch Enabl es batch node: executing from CSV or TSV
i nput .
-continue Conti nues batch processing after a batch |ine
execution error.
-i nput <arg> Batch input file: optional with stdin as
defaul t.
- charset <arg> | ANA Charset Nanme of batch input character
encoding [default: utf-8].
-l ocal e <arg> The | ETF BCP 47 Local e used for nuneric val ues.

Exanpl e val ues are: en, en-GB, en-US, nl,
nl-NL, nl-BE. [defaults to system default
en- US] .

C.1.21. setUserGroupProperties

./ savapage-cnd --set-user-group-properties --help

... givesthe options:

SavaPage Conmand Line Interface

Met hod : setUser G oupProperties
Version : 0.11

Sets properties of an Internal or External User G oup.

usage: --set-user-group-properties [OPTIQON ...

--groupnane <text (255)> [required] Unique group nane.

- - bal ance <deci nal > [optional] The user's initial account
bal ance.

--credit-limt [optional ] Assign default credit limt
anpbunt to new users.

--credit-limt-anount <decinal > [optional] Assign customcredit |limt anount
to new users.

--credit-limt-none [optional] Assign no credit limt

restriction to new users (opposed to

--credit-limt and --credit-limt-anount).
--rol e-job-ticket-creator <Y|N U> [optional] Assign Job Ticket Creator role.
--rol e-job-ticket-operator <Y|N U> [optional] Assign Job Ticket Operator role.

--role-print-creator <Y|N U> [optional] Assign Print Creator role.
--rol e-print-del egate <Y| N U> [optional] Assign Print Del egate role.
--rol e-print-del egator <Y|N U> [optional] Assign Print Del egator role.
--rol e-web-cashi er <Y| N U> [optional] Assign Wb Cashier role.
-h,--help Di splays this help text.
- bat ch Enabl es batch node: executing from CSV or
TSV i nput .
-continue Conti nues batch processing after a batch
I'ine execution error.
-i nput <arg> Batch input file: optional with stdin as
defaul t.
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- charset <arg> | ANA Charset Nanme of batch input character
encoding [default: utf-8].
-l ocal e <arg> The | ETF BCP 47 Local e used for nuneric

val ues. Exanpl e values are: en, en-GB,
en-US, nl, nl-NL, nl-BE. [defaults to system
default en-US].

C.1.22. syncUserGroup

./ savapage-cnd --sync-user-group --help

... givesthe options:

SavaPage Command Line Interface

Met hod : syncUser Group
Version : 0.10

Synchroni zes a user group with the external user source, updating group nenbership.
usage: --sync-user-group [OPTIQN]...

--groupnane <text(255)> [required] The nane of the group to synchronize.
-h,--help Di splays this help text.

C.1.23. syncUsersAndGroups

.| savapage-cnd --sync-users-and-groups --help

... gives the options:

SavaPage Conmand Line |nterface

Met hod : syncUser sAndG oups
Version : 0.10

Starts user and group synchronization with external user source.

This is equivalent to clicking "Synchronize now' in the Admin Wb App.
Synchroni zati on conpletes in the background.

usage: --sync-users-and-groups [OPTIQN ...
--del et e-users [optional] Renobve users that do not exist in external user

sour ce.
-h,--help Di spl ays this help text.

See Section 4.11.2, “User Creation” [135].

C.1.24. systemStatus

./ savapage-cnd ---systemstatus --help

... givesthe options:

SavaPage Conmand Line |nterface

Met hod : systenftatus
Version : 0.10

Gets the system status enum val ue: READY, SETUP, UNAVAI LABLE, MAI NTENANCE.

usage: --systemstatus [OPTIOV...
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-h,--help Di splays this help text.

This command isidentical to Section C.2.2.1, “systemStatus’ [302].

C.2. Web Services

SavaPage uses XM L-RPCY, JSON-RPC? and RESTful API®for its public Web Services. Both protocols are Open
Standard, lightweight and have support for all major programming and scripting languages.

] | Note

The range of Web Services will grow upon request. Please tell usif you need extra methods.

C.2.1. XML-RPC

The secure endpoint is: htt ps: / / savapage: 8632/ xm rpc/ vl

C.2.1.1. onetime-auth.createToken
With this method a Trusted Third Party (TTP) acquires a one-time token for Web App user authentication.

The requesting User Name and returned Token must be offered to the Web App by hidden HTTP POST input
namesaut h_user andaut h_t oken. The Web App decrypts the token and honours the authenti cation request
if the offered and encrypted Users match and the token is not expired.

I N o

Parameters apikey string The TTP API key asset intheweb- | ogi n. t t p. api key configuration property.
username | string The User Name to authenticate. See Section 3.1, “Login” [21].
User Alias mapping is applied.
Returns token string The one-time authentication token holding the encrypted User Name and token creation time.

The expiration criterion in milliseconds is set in the web-1 ogin.ttp.token. ex-
pi ry-nsecs configuration property.

Table C.1. XML-RPC method: onetime-auth.createT oken

] | Note

This method is used by moodie-bl ock_wvapage“.

(0] ‘ | mportant

TTP Web App Login authentication must be enabled by setting the web- | ogi n. tt p. enabl e con-
figuration property to .

C.2.2. JSON-RPC

The secure endpoint is: ht t ps: / / savapage: 8632/ ] sonrpc/ vl

The following configuration properties apply:

L hitps://en.wikipedia.org/wiki/XML-RPC

2 https://en.wikipedia.org/wiki/JSON-RPC

3 https://en.wikipedia.org/wiki/Representational_state_transfer
4 https://moodle.org/pluging/block_savapage
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api.jsonrpc.secret-key The secret key to be passed as X- Aut h- Key HTTP
header.
api.jsonrpc.ext.ip-addresses-allowed A CIDR Set of alowed client IPv4 and/or I1Pv6 ad-

dresses. When void access is denied for all clients.

Table C.2. JSON-RPC Configuration Properties
See Section 4.11.14, “Config Editor” [165] on how to set these items.

The sections below discuss the individual methods. All methods default to the same response layout in case of
an error.

Basic Error

jsonrpc constant string 2.0 JSON-RPC version.
id string Reference ID.
result constant boolean false Error indicator.

error object

Error

code enum integer -32600 -32601 -32602 -32603
-32700

-32600 (invalid request), -32601 (method not found),
-32602 (Invalid params), -32603 (internal error), -32700
(parse error).

message string Error message.
data object
Data

@type constant string BASIC Data type indicator.

reason string Error reason.

Figure C.1. JSON-RPC : Basic Error

C.2.2.1. systemStatus

This method returns the system status as enum value. READY indicates the system is ready to use and users have
access to the Web App. All other values indicate that user access is denied, because: system SETUP is needed,
MAI NTENANCE isin progress, or the system is temporarily UNAVAI LABLE due to running batch jobs (database
backup, user synchronization, database cleanup).

1 | Note

Although the system can have multiple "deny status' at the same time, the single most important status
isreturned, in the order SETUP, MAI NTENANCE, UNAVAI LABLE.

systemStatus Gets System Status

jsonrpc constant string 2.0 JSON-RPC version.
id string Reference ID.

method constant string systemStatus Method name.

Figure C.2. JSON-RPC : systemStatus (request)
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systemStatus

jsonrpc constant string 2.0 JSON-RPC version.
id string Reference ID.

result object
Result

data object
Data

@type constant string enum Data type indicator.

value
enum string READY SETUP MAINTENANCE
UNAVAILABLE

System status.

Figure C.3. JSON-RPC : systemStatus (response)

# sanpl e request

curl --request POST --header "X-Auth-Key: 7961b5ec-bee4-11e7-8731-406186940c49" \
--data '{"jsonrpc":"2.0","id":"reference", "nmethod": "systenStatus"}"' \
https://savapage: 8632/ sonrpc/ vl

# sanpl e response
{
"jsonrpc" : "2.0",
"id" : "reference",
"result" : {
"data" : {
"@ype" : "enunt,
"val ue" : " READY"

C.2.2.2. authUserSource

This method authenticates an external user against the configured User Source.

authUserSource Authenticate External User

jsonrpc constant string 2.0 JSON-RPC version.
id string Reference ID.
method constant string authUserSource Method name.

params object
Parameters

username string User Name to authenticate.

password string Password.

Figure C.4. JSON-RPC : authUser Sour ce (request)
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authUserSource

jsonrpc constant string 2.8 JSON-RPC version.

id string Reference ID.
result object
Result
data object
Data

@type constant string boolean Data type indicator.

value boolean Authentication success.

Figure C.5. JSON-RPC : authUser Sour ce (response)

# sanpl e request
curl --request POST --header "X-Auth-Key: 7961b5ec-bee4-11e7-8731-406186940c49" \
--data '{"jsonrpc":"2.0","id":"reference", "nmet hod": "aut hUser Sour ce", \
"parans":{"usernane":"john", "password": " AzFi 71 "}}"
htt ps://savapage: 8632/ j sonrpc/ vl

# sanpl e response

{
"jsonrpc" : "2.0",
"id" : "reference",
"result" : {
"data" : {
"@ype" : "bool ean",
"val ue" : true
}
}
}
# sanple error
{
"jsonrpc" : "2.0",
"id" : "reference",
"result" : false,
"error" : {
"code" : -32603,
"message" : "l dapserver: 636 [No route to host (Host unreachable)]",
"data" : {
"@ype" : "BASIC',
"reason" : "l dapserver: 636"
}
}
}

C.2.3. RESTful API

] Preview

RESTful Web Servicesis a Feature Preview that is partly operational and impermanent. The preview is
offered to provoke feedback based on real world use. Please tell us your requirements.

The secure endpoint is: htt ps: / / savapage: 8632/ restful /vl
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Services are described with curl examples.

C.2.3.1. RESTful Public Services

C.2.3.1.1. GET /system/version

curl -k -X GET "https://savapage: 8632/ restful /vl/ systeni version"

# sanpl e response
SavaPage 1.2.0-rc (Build 20200121)

C.2.3.1.2. GET /tests/http/request

curl -k -X GET \
"https://savapage. exanpl e. comrestful /vl/tests/http/request”

# sanpl e response

{
"renot eAddr" : "[2021:661: 4cc6: 1: 5561: 96f f: call: d4a] ",
"renoteHost" : "[2021:661: 4cc6: 1: 5561: 96f f: call: d4a] ",
"renptePort" : 53840,
"l ocal Addr" : "127.0.0.1",
"server Nane" : "savapage. exanpl e. cont,
"serverPort" : 443,
"headers" : {
"Accept" : "*[*"]
"User-Agent" : "curl/7.47.0",
" X- Forwar ded- Prot 0" : "https",
" X- Forwar ded- Host" : "savapage. exanpl e. coni',
"Connection" : "keep-alive",
" X- Forwar ded- For" : "2021: 661: 4cc6: 1: 5561: 96f f : call: d4a",
"Host" : "savapage. exanpl e. coni,
" X- Forwar ded- Server" : "savapage. exanpl e. cont
}
}

C.2.3.2. RESTful Admin Services

Accessto Admin Servicesis controlled by Basic HTTP Authentication.

api.restful .auth.username Basic Authentication Username.
api.restful .auth.password Basic Authentication Password.
api.restful .ip-addresses-allowed A CIDR Set of alowed client IPv4 and/or I1Pv6 ad-

dresses. When void accessis allowed for all clients.

Table C.3. RESTful Admin Services Configuration Properties

C.2.3.2.1. POST /tests/echo

curl -k -u adm n: password - X POST \
"https://savapage: 8632/ restful /vl/tests/echo" \
-H "Content-Type:text/plain" -d "Hello World!"

# response
Hel l o Worl d!

C.2.3.2.2. GET /documents

# CGET JSON info of first 5 docunents sorted by creation datetine descendi ng
curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunent s?sort =-creat ed"
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# ... sorted ascending
curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ document s?sort =+cr eat ed"

# CGET JSON info of first page chunk of 2 proxy printed docunents
# type = all (default) | in | out | pdf | print | ticket

curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunent s?sort =-creat ed& ype=print& i m t =2&page=0"

# sanpl e response

[ {
"id" : 6263,
"ext _id" "y
"type" : "print",
“title" : "Docunent A",
“created" : "2019-09-13T09: 18: 38+0200",
"store" : false
oA
"id" : 6258,
"ext _id" : "c5a9dd70e931",
"type" : "print",
“title" : "Docunent B",
"created" : "2019-09-12T09: 49: 48+0200",
"store" : false
Pl

C.2.3.2.3. GET /documents/<id>

# GET JSON info of docunment id 6272
curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunents/ 6272"

# sanpl e response

{
"id" o 6272,
"ext _id" : "d2a3a71clle9",
"type" : "print",
“title" : "lnvoice 20190248",
“created" : "2019-09-16T12:29: 15+0200",
"store" : true
}

C.2.3.2.4. GET /documents/ext_id=<ext_id>

# GET JSON i nfo of docunment with ext_id d2a3a7lclle9
curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunent s/ ext_i d=d2a3a71c11e9"

C.2.3.2.5. GET /documents/<id>/pdf

# GET stored PDF document 6272
curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunents/ 6272/ pdf" > 6272. pdf

C.2.3.2.6. GET /documents/ext_id=<ext_id>/pdf

# GET stored PDF docunent with ext _id d2a3a7lclle9

curl -k -u adm n: password - X GET \
"https://savapage: 8632/ restful /vl/ docunent s/ ext _i d=d2a3a71c11e9/ pdf" \
> d2a3a71cl1e9. pdf

C.2.3.3. RESTful User Services

Accessto User Servicesis controlled by User ID and UUID.
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C.2.3.3.1. POST /documents/print

# Print file "loremipsumtxt” to SavaPage as user "janet" with UU D credentials
curl -v -k -u janet:97008e2c-d8h2-11e9- aal3-406186940c49 \
-H "Content-Type: nmultipart/formdata" -H "Accept: application/json" \
-F "file=@oremipsumtxt" -X POST \
https://savapage: 8632/ restful /vl/ docunents/ print

] | Note

RESTful Print is used by the SavaPage Android Print App.

(V) ‘ | mportant

A RESTful Print mapsto the reserved Queue/ webser vi ce. To exclusively accept prints from specific
IP addresses see Section 4.7.2, “Edit Queue” [109].

C.3. Atom Feed Service

SavaPage publishes system information of the past day in Atom Syndication Format®. Theinfo ismeant for admin-
istrators and includes runtime status, statistics, errorsand warnings. Thefeed isavailable at URL path feed/admin/
and protected by Basic HTTP Authentication. It can be enabled and configured with the properties shown below.

feed.atom.admin.enable Setto Y or N (default) to enable or disable.

feed.atom.admin.username Basic HTTP Authentication User name.

feed.atom.admin.password Basic HTTP Authentication User password.

feed.atom.admin.schedule Feed creation schedule according to the default Cron Trigger Expression” 0 0
3 ? * 3-7".Thepreviousfeed isoverwritten: no history isheld in SavaPage.
See Atom Feed Job.

feed.atom.admin.uuid Universaly unique identifier of the Atom Feed (generated by SavaPage).

Table C.4. Atom Feed Configuration Properties

See Section 4.11.14, “ Config Editor” [165] on how to change these items.

@ \Tip

‘ QuiteRSL is a open-source cross-platform RSS/Atom news feeds reader.

C.4. Database Commands

The savapage-db command-line tool provides functions for manipulating the database. The tool islocated in /
opt/ savapage/ server/ bi n/ | i nux- x64/ and needsto be executed from acommand prompt. The syntax
of the command is:

usage: [OPTI O\

- -db- check Checks database integrity. This is an advanced
option. Please contact SavaPage Support before
use.

--db- check-fix Checks and fixes database integrity. NOTE: Only
perform as requested by SavaPage Support.

--db-confi g-get <NAME> Gets configuration property value. This is an

5 https://en.wikipedia.org/wiki/Atom_(Web_standard)
8 https://quiterss.org/
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advanced option. Please contact SavaPage Support
bef ore use.

--db- config-set <NAME=VALUE> Sets configuration property value. This is an
advanced option. Please contact SavaPage Support
bef ore use.

--db- del et e-1 ogs <DAYS> Del et es application, account transaction and
docunent | og data ol der than DAYS. A DAYS val ue of
zero (0) will renove all log data fromthe system

- - db- export Exports the database to the default backup
| ocati on.

--db-export-to <FILE| DI R> Exports the database to the specified file or
directory.

--db-inmport <FILE> Inmports the database fromthe specified file.

Del etes any existing data before | oading the data.

--db-init Re-initializes the database even if it already
exi sts.

--db-run-script <FlLE> Runs SQL statenents fromthe specified script
file. NOTE: Only perform as requested by SavaPage
Support .

--db-run-sqgl <STATEMENT> Runs an SQL statement. NOTE: Only perform as
request ed by SavaPage Support.

-h,--help Di splays this help text.

The command must be run asthe savapage user. An example:

sudo su - savapage
cd server/bin/linux-x64
./ savapage-db --db-inport /home/john/savapage-backup. zi p

savapage-db needs exclusive access to the database. It is important that any SavaPage services and processes
are stopped before executing a command. Failure to do so will result in a "database in use" error message. The
savapage-db command is a powerful low-level utility and its use on a production system should be carefully
considered. Details of the available commands are discussed below.

C.4.1. db-check

Checks database integrity. Thisis an advanced option. Please contact SavaPage Support before use.

C.4.2. db-check-fix

Checks and fixes database integrity.

*] | Note
Only perform as requested by SavaPage Support.

C.4.3. db-config-get

With this option the (decrypted) value of a Configuration Property can be retrieved. Also see Section C.1.9, “ get-
ConfigProperty” [294].

C.4.4. db-config-set

With this option the value of a Configuration Property can be set (and encrypted). Also see Section C.1.19, “ set-
ConfigProperty” [297].

C.4.5. db-delete-logs

This option delete old log data from the system. This command will permanently delete the following data.
» Document logs - Record all document history and statistics

» Transaction logs - Record all financial history and statistics

» Application logs - Record application status and error messages
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The DAY S option determines what data will be deleted. If DAY Sis 90, then all log data more than 90 days old
will be deleted. A value of zero (0) will remove all historical log data from the system. Thisis an example:

savapage- db --db-del ete-10gs 90

C.4.6. db-export and db-export-to

This option exports the data from the database. The application server must be stopped before performing the
export. See Section C.5, “ Stopping and Starting the Server” [310].

‘Tip

If you want to perform an online backup without stopping the application server you can use the backup
function in the Admin Web App.

savapage- db --db-export 1]
savapage- db --db-export-to /home/john (2]
savapage-db --db-export-to /hone/john/ savapage- backup. zi p (3]

© Thedatabase export fileiscreated inthe/ opt / savapage/ ser ver/ dat a/ backups directory and the
fileisnamed savapage- export-[date-tine]. zip.

@  This option is used to override the default backup directory. The filename will till be named sava-
page- export-[date-tine]. zip.

®  Thefull path and filename where the backup is saved is specified.

™ | Note
When executing the command thelast line echoed to st dout isthe canonical path of the database export
file.

[ 2 ] ‘ Caution

‘ If the directory or filename parameters contain spaces, then the argument needs to be quoted.

C.4.7. db-import

This option imports the data (from a previous export) into the database. The application server must be stopped
to perform the import. Thisis an example:

savapage-db --db-inport /hone/john/savapage- backup. zi p

*] | Note

Progress and statistics of the import process are written to st dout .

(X ‘ Warning
‘ Before import the database is initialized. Thereby existing data in the database are erased.

C.4.8. db-init

This option initializes a database, creating the required tables and initial data. The application server must be
stopped before you initialize the database. Thisis the command:

savapage-db --db-init
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@ ‘Warning

‘ Be careful, existing data in the database are erased.

C.5. Stopping and Starting the Server

Normally there is no need to stop or start the server. Thisis only required when:

 Performing an off-line backup.

* Migrating the an external database.

» Upgrading the application.

The SavaPage application server may be stopped or started by executing these systemd commands:;

sudo systenctl start savapage.service @
sudo systenttl stop savapage. service a
sudo systenttl restart savapage.service (3]
systenct!| status savapage. service (4]

@  Startsthe application server.

®  Stopsthe application server.

&  Stops and starts the application server in one go.

@  Echoesthe run status of the application server.

When SavaPageisinstalled on a SysV system, use the appropriate ser vice commands.

(] ‘ | mportant

When you start the application server, wait approximately 10 seconds for the service to initialize before
accessing the Web App interface.

¥ | Note

When the server is stopped, any SavaPage Web App loses connection and will be unloaded, and a browser
message like "This site can’t be reached" will be shown. The user must wait till the server is started again,
and press any Reload (Try Again) button to resume.

C.6. SSL Key Generation

During the install process, SavaPage generates a Self-Signed Key and SHA-2 Certificate issued for the host's
machine name where the Certificate Issuer is the Certificate Authority (CA). This certificate is used by default
when the system is accessed viaHTTPS on port 8632.

This SSL certificate provides good security. However, there are two downsides to using a self-signed certificate,
since users accessing the HTTPS site will encounter warnings from the browser:

1. When accessing the HTTPS site with afully-qualified domain name that does not match the Certificate Subject
Alternative Name, the browser will issue a*“Domain mismatch warning”. To avoid this warning, re-create the
self-signed certificate with the machine's fully qualified domain name as common name with optional lists of
Certificate Subject Alternative DNS Names and | P addresses. See Section C.6.1, “Re-Create the Self-Signed
Certificate” [311].

2. The browser will also warn that the certificate is not signed by atrusted authority. To overcome this you have
two options:
a. Settrust for the Self-Sgned Certificate. For Chrome based browsers:
» Select the certificate from the browser's URL entry field, and Export as “Baseb4-encode ASCII, single
certificate” savapage. pemfile.
» Import savapage. pemas Certificate Authority and “ Trust this certificate for identifying websites’.
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For Firefox you need to create a permanent server exception for each SavaPage ht t ps: // f gdn: port
via Certificate Manager > Servers > "Add Exception”.

b. Obtain a certificate signed by a trusted authority. See Section C.6.2, “Importing an Existing SSL Certifi-
cate” [311].

C.6.1. Re-Create the Self-Signed Certificate

Thetool create-ssl-keystor e can be used to re-create the key/certificate (stored in a keystore file) for a different
hostname eliminating the browser domain mismatch warning. An example of the command's use:

cd /opt/savapage/ server/bin/linux-x64
./ create-ssl-keystore -f --default --common-nane "savapage. nyconpany. cont

More information is available viathe - - hel p command line option.
usage: [OPTIOV ...

--common- namre <NAME>  Subj ect and |Issuer CN of the SSL Certificate (optional).
If not set the conputer hostnane 'curie' is used.

--create <FILE> Creates a specific keystore file.
-d, --defaul t Creates the default keystore file
/ opt / savapage/ server/ dat a/ def aul t - ssl - keystore.
--dns-nanme <LI ST> A list of commma separated DNS nanmes to use as SSL

Certificate Subject Alternative Nanme (optional). |If not
set the value of --common-nanme is used.

-f,--force Force. Overwites any existing keystore file.
-h,--help Di spl ays this help text.
--ip-addr <LIST> A list of commma separated |P addresses to use as SSL
Certificate Subject Alternative Name (optional).
--no-ca SSL Certificate |Issuer is not a Certificate Authority
(CA) .

C.6.2. Importing an Existing SSL Certificate

If you have an existing SSL certificate you can import it into a Java keystore to be used by SavaPage. Reasons

for having an existing signed key include:

* You have obtained adedicated SSL certificate for use with your SavaPage Application Server.

* Your organization's intranet as served by Internet Information Server (Windows), Apache (GNU/Linux) or
another web server uses a certificate that can be re-used for SavaPage.

] | Note

Unless your intranet server and SavaPage run on the same server (i.e. on different ports), the server
name of your intranet server will be different from your SavaPage Application Server. E.g. the in-
tranet address might be i nt er nal . myconpany. comwhile the SavaPage Application Server can
bereached at savapage. myconpany. com Inthis case the certificate can only bere-used if itisa
so-called wild-card certificate that allows arbitrary subdomains under the ny conpany. comdomain
name that it wasissued for.

If the SSL certificate is held in a Windows environment you will have a certificate with an attached private key
in a so-called PCKS #12 file with *. p12 or . pf x extension’. Please convert this PCKS #12 file to a separate
PEMprivate key and PEMcertificate.

™ | Note

If the certificate with key exist in the certificates store of Windows or 11S Server, you need to export it
asa.PFX filefirst.

7 PKCS#12 is one of the family of standards called Public-Key Cryptography Standards (PKCS), published by RSA Laboratories. It defines
a(binary) file format commonly used to store X.509 private keys with accompanying public key certificates, protected with a password-based
symmetric key, and is the successor to PFX from Microsoft.
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On GNU/Linux you will typically already have separate PEM encoded® key and certificate files. In this example,
they arecaledyour _privat e _key. pemandyour certifi cate. pemrespectively.

However, we are not quite doneyet, since we should add the intermediate certificate(s) of the Certificate Authority
to the keystore as well. These certificates should be supplied by your CA or are available for download on the
CA'sweb siteasafileending with. pemor . crt . A single PEM file has to be made, containing your certificate
and al the intermediate certificates of your CA.

Use these commands to combine your certificate and the intermediates into one PEMfile:
cat your_certificate. pem > savapage. pem

cat internedi ate_cert_1. pem >> savapage. pem
cat internedi ate_cert_2. pem >> savapage. pem

[...1]

Use this command to combine the private key and the certificatesinto asingle . p12 file:

openssl| pkcsl2 -export -inkey your_private_key.pem -in savapage. pem -out savapage.pl2
Enter pass phrase for your_private_key.pem (Enter your private key password, if present)

Ent er Export Password: (Make up a password)
Verifying - Enter Export Password: (Repeat this password)

The keytool command used in this section is part of the OpenJDK package asinstalled on the host. Now, use this
command to create a new Java keystore and import the . p12 or . pf x fileat hand:

keyt ool -inportkeystore -destkeystore ny-ssl-keystore.jks -srckeystore savapage. pl2 \
-srcstoretype PKCS12

Ent er destination keystore password: (Make up anot her password)

Re- ent er new passwor d: (Repeat this password)

Ent er source keystore password: (Enter Export Password fromthe previous openssl conmand)
ﬁa

| | Note

keytool “Warning: The JKS keystore uses a proprietary format” can be ignored.

At this point your keystore file is ready to use, so follow the instructions in Section C.6.3, “Installing the Key-
store” [312] to install it and start serving up your new SSL certificate.

C.6.3. Installing the Keystore

The previous section described how to create akeystorefile from an existing SSL certificate. Thissection describes
how to install your keystore so that SavaPage can start serving up your new certificate.

To configure the SavaPage Application Server to use the new key/certificate:

1. Copy your signed keystore onto the server running the SavaPage Application Server. The suggested location
is/ opt / savapage/ server/ cust om ny-ssl - keystore. jks

Openthefile/ opt / savapage/ server/ server. properti es with atext editor.

Locate the section titled SSL/ HTTP Confi gur ati on.

Remove the # (hash) comment marker from all lines starting with "ser ver . ssl ",

Definethelocation of your keystore, keystore password and key password as chosen previously. Thefile should
look something like this:

a kD

server. ssl . keyst or e=cust onf ny- ssl - keystore. j ks
server. ssl . keyst or e- passwor d=passwor d
server. ssl . key- passwor d=passwor d

8 PEM or Privacy Enhanced Mail is aBase64 encoded DER certificate. PEM certificates are frequently used for web servers asthey can easily
be translated into readable data using a simple text editor. Generally when a PEM encoded file is opened in a text editor, it contains very
distinct headers and footers.
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6. Restart the SavaPage Application Server and verify al isworking. If the server fails to start, error messages
will be recorded in logs located in the server'slogs directory.
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7

—

This section discusses capacity planning considerations so administrators can plan future infrastructure require-
ments and make decisions about how to deploy the application. SavaPage is designed to be self-maintaining, how-
ever it isimportant that the administrator understands the disk-space requirements and how this changes overtime.

D.1. Database Sizing and Growth

Special attention is needed to make sure there is enough disk space to hold a growing database. Database growth
isvery dependent on the usage patterns and therefore can differ significantly from site to site.

Although, there is some overhead for data like Users, Proxy Printers and Queues, this data is static and does not
grow over-time. The majority of database growth is caused by logging the document flow.

So, the best prediction of database growth is based on the estimated number of documents printed to SavaPage
and Proxy Printers, and exported to PDF.

Thetable below provides an indication of growth per 10,000 jobsfor SavaPage and Proxy Printing and PDF export.
Combining these numbers with your estimate of user activity result in agrowth estimate.

Job type Increase per 10,000 jobs

SavaPage printing 15MB
Proxy Printer printing 20 MB
SavaPage Financia 5MB

PDF export 20MB

TableD.1. Database size increase metrics per document flow.

To demonstrate how to estimate database growth we make a number of assumptions. Please adjust these assump-
tions to suit your organization. The assumptions are:

» 1ljobfor each job type per user per day

» 20 working daysin amonth

» Therefore, 20 jobs for each job type per user per month

Here is a sample database growth calculation based on a 500 user site:

1. Caculate the total number of jobs expected for the month (i.e. the total number of users multiplied by the
number of jobs). So in this example, SavaPage is handling 10,000 jobs for each job type a month.

2. Calculate the monthly growth rate by dividing the jobs per month by 10,000 and then multiplying by the data-
base growth rate;

» SavaPage printing : 10, 000/ 10, 000* 15=15MB per Month

 Proxy Printer printing: 10, 000/ 10, 000* 20=20MB per Month

» SavaPage Financial: 10, 000/ 10, 000* 5=5MB per Month

e PDF export: 10, 000/ 10, 000* 20=20MB per Month

Therefore in this situation the database will grow by approximately 15+20+5+20=60MB per month.

3. To estimate the growth per year, multiply the above by 12. Therefore in this situation, the database will grow
by 60* 12=720MB per year.
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Tip

Y ou can limit database growth by purging old log data after an automati ¢ database backup. In our example,
when you set the number of days document logs are held to 365, database increase will maximize to
720MB. See Figure 4.116, “ Admin Web App: Options - Automatic Backups™ [156]

D.2. SafePages Sizing and Growth

SafePages aretransient. They serve as scratchpad to accumul ate and edit SavaPage print jobs. After ProxyPrinting
and PDF exporting is done the user will normally clear the scratchpad for a new session. Of course this does not
hold for personal L etterheads. Takein consideration that SafePages (including L etterheads) from logically deleted
users are removed. This all makes the calculation of required disk space asimple linear function of the number of
active users times the average size of a user's SafePages home. Since an average 10-page print job takes about 1
MB to hold in store, making areservation of 10 MB per user seems fair enough.

D.3. Network Bandwidth Planning

With modern switched Ethernet networks, bandwidth israrely afactor when planning SavaPage deployments. The
bandwidth consumed by SavaPage is usually dwarfed by the print document data - e.g. the PostScript and PDF
spool data sent across the network. Bandwidth does however become a consideration when planning deployments
crossing physical site boundaries such as networks linked viaa WAN.

SavaPage uses JSON based HT TP Requests for communication between browser-to-server (Aj ax)1 and server-to-
browser (Comet)z. This protocol is very bandwidth efficient and designed to work well on low bandwidth and
high latency networks.

L Ajax (an acronym for Asynchronous JavaScript and XML) is a group of techniques to create asynchronous web applications. With Ajax,
web applications send data to, and retrieve data from, a server asynchronously using an XMLHttpRequest object. Despite the name, the use
of XML is not needed, and JSON is often used instead. Also, requests do not need to be asynchronous.

2 Comet (or “Reverse Ajax") is aweb application model in which along-held HTTP request allows aweb server to push data to a browser,
without the browser explicitly requesting it.
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-

*] | Note

For Internet access restrictions see Section 17.2, “Access over Internet” [252].

/ User Web App
https://savapage: 8632/
user/ User Web App

Sp-user =[ user]

sp-lang=[de| en|es|fr|nl|ru|..]

sp-ctry=[ DE| US| ES| FR| NL| RU| . . ]

sp-1 ogi n=[ nanme| emai | | i d| nf c-1 ocal | yubi key]

sp-1 ogi n-1ocal (exclude QAuth, use local |ogin npdes only)
sp-1 og=[ war n| i nf o] debug]

https://savapage: 8632/ user ?sp- user =t om&sp- | ang=en&sp- ct r y=US
https://savapage: 8632/ user ?sp- user =t om
https://savapage: 8632/ user ?sp-| ang=r u&sp- ct r y=RU

Login with Usernane, Email, |ID Nunmber, Local NFC Card or Yubi Key:

https://savapage: 8632/ user ?sp- | ogi n=nane
https://savapage: 8632/ user ?sp-| ogi n=emai |
https://savapage: 8632/ user ?sp- 1 ogi n=i d
https://savapage: 8632/ user ?sp- | ogi n=nf c- | ocal
https://savapage: 8632/ user ?sp-| ogi n=yubi key
https://savapage: 8632/ user ?sp-1 ogi n-1 ocal

oaut h/ [ provi der]/ User Web App login with OAuth [provider] and optional plug-in [id].

user/ oaut h/ [ provi der] htt ps: // savapage: 8632/ oaut h/ azure
htt ps://savapage: 8632/ oaut h/ keycl oak
htt ps://savapage: 8632/ oaut h/ googl e

h . .
oauth/[provider]/[id] htt ps://savapage: 8632/ oaut h/ smart school

user/oaut h/ [ provi der]/
[id] htt ps://savapage: 8632/ user/ oaut h/ googl e

htt ps://savapage: 8632/ user/ oaut h/ smart school
htt ps://savapage: 8632/ user/ oaut h/ smart school / nyschool

adm n/ Admin Web App

j obtickets/ Job Tickets Web App

mai | tickets Mail Tickets Web App

payment / Payment Web App

pos/ Point-of-Sale Web App

printsite/ Print Site Web App
Al Wb Apps

sp-user =[ user]
sp-lang=[de|en|es|fr|nl|ru]..]
sp-ctry=[ DE| US| ES| FR| NL| RU| . . ]

sp-1 ogi n=[ nane| i d| nf c-1 ocal | yubi key]
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printers/[queue]

printers/

printers/internet/[num
ber]/[ uuid]

ios/install/

docs/ manual /
docs/ | i censes/
cal | back/

cal | back/ payment/[live]|
test]/[pluginld]

client/

xm rpc/

ext / papercut/

f eed/ adm n/

sp- | og=[ war n| i nf o| debug]

htt ps://savapage: 8632/ adm n?sp- user =adm n

htt ps://savapage: 8632/ obti cket s?sp- user =mary

htt ps://savapage: 8632/ pos?sp-user=dm tri &p-| ang=ru
htt ps://savapage: 8632/ printsite?sp-1ogin=id

Poi nt - of - Sal e Web App

sp-sal es-| ocati on=<sal es- | abel - | ocat i on- enoni c>

sp- sal es- shop=<sal es- | abel - shop- menoni c>

htt ps://savapage: 8632/ pos?sp- sal es-| ocati on=A&sp- sal es- shop=L
See Section 7.5, “Configuration Properties” [202]

Printer Queue

Default Printer Queue

i pp: / / savapage: 8631/ pri nters/

i pps: //savapage: 8632/ pri nters/
http://savapage: 8631/ printers/
htt ps://savapage: 8632/ pri nters/

coce

IPP 1.1 scheme: supported by all major operating systems except Windows.

The SavaPage SSL certificate needs to be trusted by the client workstation® . See Sec-
tion C.6.3, “Installing the Keystore” [312].

IPP 1.0 scheme: supported by all major operating systems.

The SavaPage SSL certificate needs to be trusted by the client workstation. See Sec-
tion C.6.3, “Installing the Keystore” [312]

co oe

In response to an | PP Get-Printer-Attributes request the “ printer-name” isreturned as“ SavaPage”
(default queue) or “ SavaPage-[queue]”.

The Printer Device URI path for Internet Print. Parameters are not query parameters but are part
of the path.

¢ [ nunber] :theUser ID Number.
¢ [uui d] :theUser UUID.

i pps://exanpl e.con printers/internet \
/ 1111/ bOa2f 092- 8c5b- 11e5- a6f b- 406186940c49

iOS Web Clip Install

https://savapage: 8632/ i os/install
User Manual

License Information

Web API Callback

Web API Callback for Payment Gateway

Download of shared Client Files. A link to adirectory downloads the zipped content.
The secure only XML-RPC endpoint:

https://savapage: 8632/ xm r pc

See Section C.2.1, “XML-RPC” [301].

Section N.4, “PaperCut User Sync and Auth Interface” [367].

Section C.3, “Atom Feed Service” [307].
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Description / Parameters/ Examples

veri fy/ pdf/ Section 10.2, “PDF/PGP Signature” [208].

@When the SSL certificate is not trusted a " client-error-not-possible" situation will occur when adding the printer.

TableE.1. SavaPage URL Cheat Sheet
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The table below summarizes the SavaPage file locations.

@ | Important

disk partition as the locations used to store data on runtime. See:
e Section 13.5.10, “Alternative File Locations’ [225].
* Section 22.3.3, “JVM Temporary Files’ [278].

When overriding defaults, make sure the location for SavaPage temporary files resides on the same

/ opt / savapage/ Install directory.
client/ Client applications.
app/ Chapter 11, User Client [211].
confi g/ Section 11.2, “User Client Deployment” [212]

e client.properties

i mx/ Section 4.11.13.4, “IMX Agent” [158].

i nux/ .desktop templ ates.
provi der s/ Section 1.3.1.6, “Information Provider” [7]

cups/ Section 13.5.4.1, “CUPS Notifier” [222].

nfc/ Section B.3, “Network Card Reader Service” [287].
server/ Section 17.1.1.3, “Internal Admin Password” [251]

e adm n. properties

Section 4.11.13.4, “IMX Agent” [158]

e jnxrenote.*

Section 4.14.3, “ Community” [175]

» savapage. menber card

Section 13.5, “ Advanced Configuration” [219]

e server.properties

bi n/ * Section C.1, “ Server Commands’ [288].
» Section C.4, “Database Commands” [307].

— Section 22.3, “VM Tuning” [277]
e app-server. conf

Section C.6, “SSL Key Generation” [310]
* my-ssl-keystore.jks

Section 20.1, “Custom Web App” [261]
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e web. properties

cups/ Appendix K, PPD Extensions [334]
i 18n/ Section L.3, “IPP Localization” [354]
t enpl at e/ Section 20.2, “Email Templates’ [264]
i 18n/ Section 20.1.1.4, “Custom i18n” [264]
dat a/ Section 17.4, “SSL Passwords’ [253]

e defaul t-ssl-keystore.*

Section 17.6, “Encrypted Secrets’ [254]

e encryption. properties

Section J.1.6, “Google Cloud Directory” [332]

» googl e-ldap-client-cert.*

backups/ Section 4.11.12, “Backups’ [155].

conf/ Section 4.11.1.5, “Internal Groups” [135]
e internal -groups.txt :
Section 15.1.18, “User Alias’ [243]

e username-al i ases. txt :

docs/ AccessibleviaURL: Appendix E, URL Cheat Sheet [316]
doc- archi ve/ -1 Print Archive
out/print/ . . ) . TR
[ CCYY] / Printed PDF and Job Options (in JSON format) are stored in a unique identifying file path of
[W / year, month, day, hour and UUID of the print job.
[ D'[D]H{_“ / Also see Section 13.5.10, * Alternative File Locations’ [225].
[uu D
doc-j ournal / - Print Journal
ou; /CE:(IY]n; ! Analogousto doc- ar chi ve.
[M/
[ DO}/
[HH/
[uwun
doc-j ournal / -1 Queue Journal
in/print/
! n[ &IYHY] / Analogousto doc- j ounal / out .
[/
[ DO} /
[HH/
[uu D
emai | - out box/ -1 Outgoing email queue.
internal/
Der by/ Section 1.2.1.4, “Database” [4].
| ett er heads/ -1 Section 36, “Letterheads’ [60]

Also see Section 13.5.10, “Alternative File Locations’ [225].
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saf epages/ 1 Section 3.3, “ SafePages” [25].
Also see Section 13.5.10, “Alternative File Locations’ [225] and Section 13.5.7, “User Home
Clean” [224].
print-jobtickets/ i Chapter 5, Job Tickets Web App [184].
exanpl es/ Section 14.1, “IPP Everywhere and AirPrint” [228]
paper cut / Section N.4, “PaperCut User Sync and Auth Interface” [367]
ext/ Appendix M, SavaPage Plug-ins [356]

« savapage- ext-*.properties

l'i b/ Extension JAR files.
| ogs/ Extension log files.
l'ib/ Main WAR and JAR files.

* | og4j . properties

I ogs/ Mainlog files.

Table F.1. SavaPage File L ocations

321



Appendix G. Printable File Types

-

G.1. Standard File Types

SavaPage printer supports a number of common file types out of the box as summarized in Table G.1, “ Standard
Printable File Types’ [322].

€@ | Important

Non-embedded fontsin original or produced PDF documents are subject to Font Substitution.

pdf Portable Document Format

« The PDF must not be password protected or have XFA? form content.

« For acceptance of encrypted PDF the Allow Encrypted PDF for Proxy Printing
option must explicitly be enabled.

« Non-embedded fonts are subject to PDF Font Substitution.
ps PostScript

DRM protected PostScript is rendered for ProxyPrinting only. See Section 14.10.2,
“Printing Encrypted PDF" [239].

oxps, Xps Open XML Paper Specification
See Section G.1.1, “XPSto PDF Installation Instructions’ [323].
htm ,htm Hypertext Markup Language

CSS 2.1 isfully supported. See Section 1.2.1.7, “wkhtmltopdf” [5].

txt Text File
brmp Bitmap
gif Graphic I nterchange For mat

For Animated GIF each image is rendered separately.

i pg, jpeg, | JPEG/IFF Image

ipe
png Portable (Public) Network Graphic
svg Scalable Vector Graphics

rsvg-convert is needed for thisfile type.
tiff, tif Tagged Image Format File
Multi-page tiff is supported.

em Electronic Mail Format
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EML isafile extension for an email message saved to afilein the Internet Message
Format protocol for electronic mail messages. EML files comply with industry stan-
dard RFC 5322 and can be exported from most email clients.

&XML Forms Architecture (XFA) is a proprietary format for forms introduced by Adobe in PDF 1.5 that is not compatible with 1SO 32000's
AcroForms feature. Most PDF processors do not handle XFA content. The XFA specification is referenced from 1SO 32000-1 / PDF 1.7 as
an external proprietary specification, and was entirely deprecated from PDF with 1SO 32000-2 (PDF 2.0).

Table G.1. Standard Printable File Types

] | Note

The Default Paper Size, asshownin Figure4.124, “ Admin Web App: Options - Default Paper Size” [160],
is used as the paper size for the printed document of a Printable File Type which itself does not have
a document structure with a clearly defined page size. These types typically include HTML, TXT and
images.

G.1.1. XPS to PDF Installation Instructions
Open XML Paper Specification (XPS) isan XML based electronic paper format originally developed by Microsoft
to serveasaPDF dternative. XPSfilesare usually created using "Microsoft X PS Document Writer" in aWindows

environment.

SavaPage usesthe xpstopdf command fromtheli ngps2 packageto convert X PS documentsto PDF format. Check
if this package isinstalled by entering the command: xpst opdf --hel p

On Debian based systems you can install the package with the command:

sudo apt install |ibgxps-utils

*] | Note

Before XPS to PDF can be used it must be enabled. See Figure 4.126, “Admin Web App: Options -
Converters’ [161].

G.2. Advanced File Types

SavaPage printer supportsadditional filetypesusing the PDF converter of LibreOfficeassummarizedin Table G.2,
“Advanced Printable File Types’ [323]. Check if LibreOfficeisinstalled by entering the command:

libreoffice --version

LibreOffice can easily be installed with the standard installer of the GNU/Linux host. On Debian based systems
you can use the command line to install the packages needed. For example:

# The core package
sudo apt install |ibreoffice-core unoconv

# To convert text, spreadsheet and presentation docunents

sudo apt install libreoffice-witer libreoffice-calc |ibreoffice-inpress
rtf Rich Text Format
doc Microsoft Word 97/2000/X P/2003

L hitps://datatracker.ietf.org/doc/ntml/rfc5322
2libgxps [https.//wiki.gnome.org/libgxps] is alibrary for handling and rendering X PS documents.
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xl's Microsoft Excel 97/2000/XP/2003

ppt Microsoft Power Point 97/2000/X P/2003
docx Microsoft Word 2007/2010 XML

x| sx Microsoft Excel 2007/2010 XM L

ppt x Microsoft Power Point 2007/2010 XML
odt ODF Text Document

ods ODF Spreadsheet

odp ODF Presentation

SXW OpenOffice.org 1.0 Text Document
SXC OpenOffice.org 1.0 Spreadsheet

SXi OpenOffice.org 1.0 Presentation

Table G.2. Advanced Printable File Types

& | Warning

PDF conversion of Microsoft documents may not give correct resultsin all cases.

¥ | Note

Before LibreOffice can be used it must be enabled. See Figure 4.126, “ Admin Web App: Options - Con-
verters’ [161].

G.3. PDF Font Substitution

Thef ont confi g3 package, installed on the GNU/Linux host, is used by the PDF printing renderer to get the
best matching installed font as substitute for non-embedded fonts in the PDF document.

The PDF "Standard 14 fonts"# aka"Base 14 Fonts" are never embedded. Every PDF renderer isrequired to provide
these fonts, either directly or via appropriate substitutes. Current substitutes are shown in the Admin Web App,
About Host Packages section.

When a PDF document contains non-embedded fonts that are not from the Standard 14 fonts, the substitute fonts
selected by f ont conf i g may not be the same as the fonts used to create the PDF, and so rendering may not be
correct. Therefore, it iswise to install additional fonts, especially the much used Microsoft True Type Core Fonts
with Andale Mono, Arial, Comic Sans MS, Courier New, Georgia, Impact, Times New Roman, Verdana, etc.

# Dej aVu provi des an expanded version of the Vera font famly aimng for
# quality and broader Unicode coverage while retaining the original Vera style.
sudo apt install fonts-dejavu

# Ocher fonts for nore accurate nmatching, so non-enbedded fonts
# don't fallback to DejaVu font.

# Mcrosoft True Type Core Fonts
sudo apt install ttf-nscorefonts-installer

# Free | ook-alike fonts of the Adobe PostScript fonts:
# Ni mbus Roman, N nmbus Mono, N nmbus Sans, Century School book, D ngbats,

3 https://fontconfig.org/
4 The"Standard 14 Fonts’ of PDF documents are described in the 1SO Standard 32000-1:2008(E) Section 9.6.2.2.
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# Standard Synbols, URW Chancery, URW Pall adi o, URW Got hi c, URW Bookman
sudo apt install gsfonts

# Cantarell sans serif font fam |y designed for on-screen readability.
sudo apt install fonts-cantarell

# W dth-conpatible fonts for inmproved on-screen readability

# Arino, Cousine and Tinos are netrically conpatible with Arial,
# Courier New and Ti nes New Roman, respectively.

sudo apt install fonts-croscore

# Cal adea is netric-conpatible with Canbria font.
sudo apt install fonts-crosextra-cal adea

# Carlito is netric-conpatible with Calibri font.
sudo apt install fonts-crosextra-carlito

# Extensive character set coverage includi ng Wstern Europe, Eastern/Central Europe,
# Baltic, Cyrillic, Geek and Turkish support. The Droid Sans regul ar font also

# includes support for Arabic, Sinplified and Traditional Chinese, Hebrew, Japanese,
# Korean and Thai .

sudo apt install fonts-droid-fallback

# Fonts with the sane netrics as Tines, Arial and Courier
sudo apt install fonts-Iliberation

# "Noto" is short for "No Tofu", describing the aimof covering
# all living Unicode scripts.
sudo apt install fonts-noto

# OpenSynbol TrueType font included in LibreCfice.
sudo apt install fonts-opensynbol
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—]
This appendix describes the SavaPage standard upgrade procedure.

H.1. Upgrading the Server

SavaPage supports upgrades using a simple install-over-the-top procedure. We recommend reviewing all steps

prior to commencing the upgrade procedure.

1. Download the SavaPage installer for your platform. In accordance with best practice we recommend that you
archive your install programs just in case you need to reinstall in the future or roll back to a previous version.

2. Take sometimeto read the release notes for this version as they may highlight considerations during upgrades.

3. Schedule approximately 10 minutes downtime. It is suggested to choose a time of day with minimal network
activity. If thereis alarge volume of datain the system (for example if the system has been running for more
than ayear, or there are several thousands of users) the upgrade may take longer. With very large installations
it may be appropriate to schedule an hour or more of downtime.

4. Take apoint-in-time backup of the data by pressing the Backup Now located under Options — Backups. This
will ensure you have a copy of the important data.

5. Asaprecautionon very large systems, we recommend backing up thewhole SavaPageinstall directory. Existing
overnight backups may have taken care of thistask, however take afew momentsto grab an up-to-date backup
now. For example, create a zip archive of the directory / opt / savapage

6. Run theinstaller downloaded in step 1 and install into the same location as the existing install, like /opt/sava-
page.

7. After the install has completed allow a few minutes before accessing the system. The system may need to
perform a database upgrade and this will be performed in the background. If you try to access the application
while a database upgrade is in progress a message displaying the upgrade status will be displayed.

(] ‘ | mportant

‘ Do not shutdown the application while an upgrade isin progress. Wait for the upgrade to complete.

¥ | Note

Sometimes a new SavaPage version performs changes on the database schema. In that case a
database backup is performed automatically before the upgrade. The backup file is located at /
opt / savapage/ server/ dat a/ backups/ . The file name is formatted as schena- [ nn] - up-
gr ade- backup-[ti nestanp]. zi p, where [ nn] is the database schema version before the up-
grade.

H.2. Upgrading Client Printer Drivers

Although upgrading locally installed SavaPage Printer Drivers is not strictly required, we strongly recommend
doing so. We strive to maintain backwards compatibility between versions, so in most cases these drivers will
continue to function, but to take advantage of new features they must be upgraded.

H.3. Testing the Upgrade

After theinstall is complete, log into the system and perform some tests to ensure all is working as expected.
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]

Migrating to a new server is amajor task. Administrators should block out at a minimum two hours, and should
select atime where downtime will be of minimum disruption to end-users.

This section describes how to migrate SavaPage to a new system so that all data is moved to the new system.
To ensure a smooth migration it is strongly recommended that the versions of SavaPage on both the old and new
servers are the same. The easiest way to achieve this is to upgrade the old server to the latest version, and then
install the latest version on the new server.

Please read the sections below in full before conducting your migration.

I.1. Upgrade Old Server

Upgrade the old server to the latest version:

1. Download the latest available version available from the SavaPage Websi t e’
2. Instal the upgrade by following the stepsin Appendix H, Upgrading from a Previous Version [326].
3. After the upgrade is complete, check that everything is working as expected.

[.2. Install New Server

Install the latest version of SavaPage on the new server.

1. Makeyour CUPS printers on the new server identical asthe oneson the old server, and test the CUPS queues
beforeinstalling SavaPage. Use exactly the same names for the CUPS queues. If you deviate you might need
to rename Proxy Printers after installation, as explained in Section 1.5, “Rename Printers’ [328].

2. Follow theinstructionsat Chapter 2, Server Installation [10]. Compl ete the configuration steps, including the
user import. Although importing the users is not strictly required, as this data will be overridden after data
migration, it does confirm that your new server has the correct network connectivity. Of course you are free
to synchronize with a smaller user group to proof the connectivity.

3.  Comparethe content of the/ opt / savapage/ server/ server. properti es filefromthe old server
with the one on the new server, and change the file on the new server where needed.

4. Import your Member Card file into the new server. See Section 4.14.3, “ Community” [175].

1.3. Freeze Old Server
Prevent creation of new Proxy Print jobs and bring al active CUPS jobs to end-state. For more information about
the reason for this action see Section 2.3.3, “CUPS Job ID” [12].

1. Put SavaPage into Maintenance Mode to block user access.

2. Wait for print jobs to complete. Cancel all jobs that can't complete. Check the Documents Log: no print job
should be active.

l.4. Migrate Data to New Server

The simplest way to migrate the data to the new server is to use the backup and restore process.

1. Backup thedatafrom the old system using the Admin Web App, or seetheinstructions at Section C.4.6, “db-
export and db-export-to” [309] for the command-line variant.

L hitps://www.savapage.org
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10.

11.

Copy the backup zip file created in the backup step onto the new server.

Stop the SavaPage Server by running the stop script. See Section C.5, “Stopping and Starting the Serv-
er” [310].

Restore the data from the old system into SavaPage on the new server by following the Database Import
instructions. The import commands need to be run asthe savapage user.

Migrate the database Encryption Keysby copyingtheencr ypti on. properti es fileat location/ opt /
savapage/ server/ dat a/ from the old server to the same location on the new server. Overwrite the
existing file on the new server. Make surethisfileisowned by savapage , and restrict access by executing:

sudo chown savapage: savapage encryption. properties
sudo chnod 600 encryption. properties

If present, migrate the User Name Aliases and Internal Groups by copyingtheuser nane- al i ases. t xt
andi nt er nal - groups. t xt filesatlocation/ opt / savapage/ server/ dat a/ conf/ fromtheold
server to the same location on the new server. If the dias file depends on users from a User Source on the
local Unix system, be sure that these users also exist on the new server.

If present, migrate any messages in the email outbox by copying the files at location / opt / sava-
page/ server/ dat a/ enai | - out box/ from the old server to the same location on the new server.

If present migrate the Document Store from the old server to the same location on the new server.

Migrate all customization files to the new server. See Chapter 20, Customization [261] and Appendix K,
PPD Extensions [334].

Start the SavaPage Server by running the start script. See Section C.5, “ Stopping and Starting the Serv-
er” [310].

Check that al data has been migrated correctly and the system works as expected by comparing Users and
Documents datain the old and new Admin Web App.

[.5. Rename Printers

If you changed the CUPS printer names on the new server, you may want to rename the existing Proxy Printer
entries in SavaPage so that the printing history and settings are maintained. See Figure 4.66, “Admin Web App:
Proxy Printer - Rename” [121] for details about the rename action.

|.6. Update SavaPage Printers

If the server’ snameand/or | P address has changed then it is necessary to update the connection detail sfor SavaPage
Printers on user workstations. See Section 14.2, “PostScript Driver Print” [229] for details.
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SavaPage supports the following LDAP server types out-of-the-box:

e OpenLDAP

* FreelPA

» Apple Open Directory

» Novell eDirectory

» Microsoft Active Directory

» Google Cloud Directory

The basic configuration options for these types are discussed at Section 4.11.1.2, “LDAP” [132]. However, other
server/schema types can be supported by defining the fields to query and the LDAP searches to perform. These
options are configured by adjusting entries in the Config Editor of the Admin Web App. The following configu-
ration properties are available:

|dap.schema.user-name-field The LDAPfield that contains the user's username.
¢ Content of this field is converted to lowercase when synchro-
nized with the SavaPage database.
Idap.schema.user-full-name-field The LDAP field that contains the user's full name.
|dap.schema.user-email-field The LDAPfield that contains the user's email address.
« Content of this field is converted to lowercase when synchro-
nized with the SavaPage database.
|dap.schema.user-department-field The LDAPfield that contains the user's department.
|dap.schema.user-office-field The LDAP field that contains the user's office location.
|dap.schema.user-name-search The LDAP search to retrieve the user. The { 0} in the search is

replaced with * when listing al users, and [ user nane] when
searching for a specific user.

If no search is defined the default is (user NanmeFi el d={0}),
where user NaneFi el d is the value of configuration property
"|dap.schema.user-name-field".

IMPORTANT: The search must include the { 0} value and in-
volve the LDAP field as specified in configuration property
"|dap.schema.user-name-field".

|dap.schema.group-name-field The LDAPfield that contains the group's name.
Idap.schema.group-full-name-field The LDAP field that contains the group's full name.
|dap.schema.group-member-field The LDAPfield that contains the group members.
|dap.schema.group-search The LDAP search to retrieve the group. The { 0} in the search is

replaced with * for al group searches.

If no search is defined, the default is ([ gr oupMenber -
Fi el d] ={ 0} ) ,whichmeansget al entrieswith at |east onemem-
ber.

IMPORTANT: The search must include the { 0} value.

|dap.schema.posix-groups If Y, then the group member field contains the user's username. If
N, then the group member field contains the user's DN.

TableJ.1. LDAP Configuration Properties
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J.1. LDAP Server Default Configuration

When a particular LDAP server type is selected (e.g. Novell eDirectory), SavaPage uses the following defaults
to query the LDAP server. These defaults can be used as a starting point for customizing the LDAP searches or
for supporting other server types.

J.1.1. OpenLDAP

If the LDAP server is configured to support OpenL DAP? based authentication then this schema type can be used.
The following defaults are used.

Configuration property Default value

|dap.schema.user-name-field uid
|dap.schema.user-full-name-field cn
|dap.schema.user-email-field mai |

|dap.schema.user-department-field

|dap.schema.user-office-field

Thisitemis not set.
|dap.schema.user-name-search
|dap.schema.group-name-field
Idap.schema.group-full-name-field
|dap.schema.group-member-field
Idap.schema.group-search

|dap.schema.posix-groups

depart ment Nunmber

(uid={0})

cn

di spl ayNane

nmenber

(&(cn={0}) (obj ect d ass=gr oupf Nanes) )

N

Table J.2. OpenL DAP Default Settings

J.1.2. FreelPA

The defaults for Freel PA2 based authentication are identical to OpenLDAP.

J.1.3. Apple Open Directory

If the LDAP server is configured to support Apple Open Directory based authentication then this schematype can
be used. The following defaults are used.

Configuration property Default value

|dap.schema.user-name-field ui d
|dap.schema.user-full-name-field cn
|dap.schema.user-email-field mai |
|dap.schema.user-department-field depar t ment Nunber

|dap.schema.user-office-field
Thisitemis not set.

|dap.schema.user-name-search (uid={0})

L hitps://www.openldap.org
2 https://www.fresipa.org
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Configuration property Default value

|dap.schema.group-name-field cn
|dap.schema.group-full-name-field di spl ayNane
|dap.schema.group-member-field menber Ui d
|dap.schema.group-search (menber Ui d={ 0})
|dap.schema.posix-groups Y

Table J.3. Apple Open Directory Default Settings

J.1.4. Novell eDirectory Defaults

If the LDAP server isaNovell eDirectory then the following defaults are used®.

Configuration property Default value

|dap.schema.user-name-field cn
|dap.schema.user-full-name-field ful | Narme
|dap.schema.user-email-field mai |
|dap.schema.user-department-field (0]

|dap.schema.user-office-field |

|dap.schema.user-name-search (&(cn={0}) (obj ect Cl ass=person))
|dap.schema.group-name-field cn

|dap.schema.group-full-name-field ful | Narme

|dap.schema.group-member-field menber

|dap.schema.group-search (&(menmber ={ 0} ) (obj ect Cl ass=gr oupOf Nanes) )
|dap.schema.posix-groups N

Table J.4. Novell eDirectory Default Settings

J.1.5. Microsoft Active Directory Defaults

If the LDAP server isaMicrosoft Active Directory then the following defaults are used*.

Configuration property Default value

|dap.schema.user-name-field sAMAccount Nane

Idap.schema.user-full-name-field di spl ayNane

|dap.schema.user-email-field mai |

|dap.schema.user-department-field depart ment

|dap.schema.user-office-field physi cal Del i veryOf f i ceNanme

|dap.schema.user-name-search (& sAMAccount Nanme={ 0} ) ( obj ect Cat egor y=per -
son) (obj ect A ass=user) (sAMAccount -

Type=805306368) { 1})

3 Thelist of standard Novell eDirectory user fields can befound on NDK:  Novel | eDirectory Schema Reference [https://
www. novel | . com docunent ati on/ devel oper/ ndsl i b/ schm enu/ dat a/ h4qlmli . ht ml #h4qlmli].

4 Thelist of standard Active Directory user fields can be found on the Microsoft Act i ve Directory Schema [https://docs. ni -
crosoft.conf en-us/w ndows/ deskt op/ ADSchena/ acti ve-di rect ory-schema] website.
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Configuration property Default value

The extra{ 1} in the search is replaced with an optional filter to
fetch enabled users only (see |dap.disabled-users.allow).

|dap.schema.group-name-field sAMAccount Nare

Idap.schema.group-full-name-field di spl ayNane

|dap.schema.group-member-field menber

|dap.schema.group-search (& sAMAccount Name={ 0} ) ( obj ect Cat ego-
ry=group))

|dap.schema.posix-groups N

Table J.5. Microsoft Active Directory Default Settings

Configuration property Default value/ Description

|dap.disabled-users.allow N

If Y, then disabled users are accepted in user name searches. If N,
they areignored.

|dap.schema.dn-field di sti ngui shedNane
The LDAP field that contains the Distinguished Name (DN).
|dap.schema.user-name-group-search (&(member O ={ 0} ) (obj ect Cat egor y=per son) (ob-
j ect d ass=user) (sAMAccount -
Type=805306368) { 1})
Thisisthe LDAP search to retrieve the users from a group.
The{ 0} inthe search isreplaced with the DN of the user.

The {1} in the search is replaced with an optional filter to fetch
enabled users only (see |dap.disabled-users.allow).

IMPORTANT: The search must include the{ 0} and { 1} value.

|dap.schema.nested-group-search (& menber O ={ 0} ) (obj ect Cat egor y=gr oup))

Thisisthe LDAP search to retrieve the nested groups from agroup.
The{ 0} inthe searchisreplaced with the DN of the group.

IMPORTANT: The search must include the { 0} value.

Table J.6. Microsoft Active Directory Custom Settings

© | Important

Active Directory field namesmust beintheLdap- Di spl ay- Name format. For example, if you want to
use the Employee-Number field, then the field name entered should be employeeNumber as shown on the
Employee-Number attribute page htt ps://docs. nmi crosoft. conlf en- us/ wi ndows/ desk-
t op/ ADSchena/ a- enpl oyeenunber .

J.1.6. Google Cloud Directory

The defaults for Google Cloud Directory based authentication are identical to OpenLDAP.

If your organization is allowed to use LDAP for G Suite or Google Cloud Identity services, you can create a
certificate that clientslike SavaPage can use for user synchronization and authentication. To create the certificate,
log in to admin.google.com® as Super Admin and add an LDAP Client. Set your Access permissions, download

5 https://admin.google.com
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the certificate zip file and save it in a secure location. Finally, switch the LDAP Service status ON in the Client
Details. Note that it may take up to 24 hours for the LDAP Client to be active.

The downloaded certificate zip file name contains its expiration date and time we use
Coogl e _2022_10 27 _37420. zi p as an example. The zip contains the PEM formatted public certificate
and private key file.

$ unzi p Googl e_2022_10_27_37420.zip

# Have a | ook at the certificate
$ openssl x509 -in Google_2022_10_27_37420.crt -text -noout

Certificate:
Dat a
Version: 3 (0x2)
Serial Number: 1563872646762 (0x1l6clel2d66a)
Si gnature Al gorithm sha256W t hRSAEncrypti on
I ssuer: O=Coogle Inc., L=Mountain View, CN=LDAP Client, OU=GSuite, C=US,
Validity
Not Before: Oct 28 10:23:40 2019 GVI
Not After : Oct 27 10:23:40 2022 GVl
Subj ect: O=CGoogl e Inc., L=Mountain View, CN=LDAP Cient, OU=GSuite, C=US,
Subj ect Public Key Info

# Check the private key
$ openssl rsa -in CGoogle_2022_10_27_37420. key -check -noout
RSA key ok

Use the certificate and private key to create the p12 container needed by SavaPage. In addition store the p12
export password in a separate file. Set strict read permissions on both files.

$ openssl pkcsl2 -inkey Google_2022_10_27_37420. key -in Googl e_2022_10_27_37420.crt \
-export -out google-ldap-client-cert.pl2

Ent er Export Password:
Verifying - Enter Export Password:

$ sudo chown savapage: savapage googl e-|dap-client-cert.pl2

$ sudo chnod 400 googl e-ldap-client-cert.pl2

$ sudo nv googl e-ldap-client-cert.pl2 /opt/savapage/ server/data
sudo su - savapage

$ cd server/data

# Create file with Export Password to unlock pl2 file
$ echo "password=export-password" > googl e-|dap-client-cert.pw
$ chnod 400 googl e-| dap-client-cert.pw

If googl e-1dap-client-cert.pl2 and googl e-1dap-client-cert. pw are present in / opt/
savapage/ server/ data the Google Cloud Directory option will be available at Section 4.11.1.2,
“LDAP" [132].
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Vendor specific PPD option keywords are generally not mapped to | PP attributes by CUPS. That's why we do
not get PP attributes for finishings (staple, punch, fold, booklet) or collating delivered, when we ask CUPS for
an | PP printer description.

To bridge this gap we built our own mapping by means of a so-called PPD Extension . ppde file. With this
mapping we are able to identify printer capabilities based on 1PP and feed CUPS the vendor specific PPD options
as | PP attributes when sending a print job. When printing, these | PP disguised PPD options are neatly applied by
CUPS in the context of the PPD driver, so the right PostScript / PCL snippets are injected in the spool file.

PPD Extension files reside in the / opt / savapage/ server/ cust onf cups/ directory. An annotated
t ype- nodel - ver si on. ppde. t enpl at e fileisinstalled there for your convenience. The . ppde file can
be linked to a Proxy Printer. See Section 4.8.2, “Edit Proxy Printer” [115]. When linked, the mapped PPD options
will appear in the Printer Settings Dialog.

©® | Important

When the content of a PPD Extension File, assigned to any Proxy Printer, is changed, you must Synchro-
nize the Proxy Printers to take those changes into effect.

& | Warning

PPD Extensionsis an advanced feature. Please consult your SavaPage Community Representative before
implementing.

K.1. PPD to IPP Mappings

The PPDE file holds mappings of original PPD file optionsto their IPP attribute and val ues counterparts. Mapped
I PP attributes and values can either be IANA? registered, or Internal SavaPage Extensions. Thisisthe syntax:

*VENOpt i on | ppAttribute (1]
*VENOpt i on *VENOpti onVal ue-1 | ppValue-1 @

*VENOpt i on *VENOpt i onVal ue-n | ppVal ue-n

© VENOpt i on must be replaced by its PPD equivalent (the VEN prefix stands for vendor specific).
@& VENOpti on/VENOpti onVal ue pairs, whose values must be copied from the vendor PPD.

| ppVal ue isthe IPP value equivalent. The optional asterix * prefix of VENOpt i onVal ue tells if the
valueisthedefault. Thel ppVal ue must be uniqueinthe VENOpt i on set, whilethe VENOpt i onVal ue
can be used more than once. In this way different PP values can be mapped to the same PPD value.

*] | Note

VENOpt i on / VENOpt i onVal ue pairs are relevant for |PP attributes that have “keyword”,
“enum” or “boolean” syntax, because their values are confined to a predefined set. These pairs are
not needed for | PP attributes that have unconfined values, because of their “integer”, “name”, or
“text” syntax.

K.1.1. Mapping PPD to IPP

IANA | PP attributes? available for mapping are presented in the sections below.

L hitps://www.iana.org/assi gnments/i pp-registrations/ipp-registrations.xhtml
2 https://www.iana.org/assi gnments/i pp-regi strati ons/i pp-registrations.xhtml
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K.1.1.1. copies

*VENCopi es copi es

K.1.1.2. media

*VENMedi a nedi a
*VENMedi a VENA3
*VENMedi a * VENA4
*VENMedi a VENAS
*VENMedi a VENAG
# ...

i so_a3_297x420mm
i so_a4_210x297mm
i so_a5_148x210mm
i so_a6_105x148mm

K.1.1.3. media-type

*VENMedi aType
*VENMedi aType
*VENMedi aType
*VENMedi aType
*VENMedi aType

medi a-type

*VENPaper paper

VENTr anspar ency transparency
VENLabel s | abel s

VENLet t er head | ett er head

K.1.1.4. output-bin

*VENQut put Bi n out put - bi n

*VENQut put Bi n * VENAut o aut o
*VENQut put Bi n VENBot t om bot t om
*VENQut put Bi n VENCent er center
*VENQut put Bi n VENTop top
*VENQut put Bi n VENFaceDown face-down
*VENQut put Bi n VENFaceUp face-up
*VENQut put Bi n VENLar geCap | arge-capacity
*VENQut put Bi n VENLef t |l eft
*VENQut put Bi n VENM ddl e m ddl e
*VENQut put Bi n VENRear rear
*VENQut put Bi n VENSi de si de
*VENQut put Bi n VENSt acker1 stacker-1
# stacker-2 ... stacker-5

*VENQut put Bi n VENTrayl tray-1

# tray-2 ... tray-5

K.1.1.5. print-color-mode

*VENPr i nt Col or Mbde pri nt-col or - node
*VENPr i nt Col or Mode *VENVbnochr onme nonochr one
*VENPr i nt Col or Mode VENCol or col or

K.1.1.6. print-scaling

*VENPri nt Scal i ng print-scaling
*VENPrintScaling *VENFit fit
*VENPr i nt Scal i ng VENNone none
*VENPr i nt Scal i ng VENAut o auto

(1]
(2]
(3]

@  Scale the document to fit the printable area of the requested media size, preserving the aspect ratio of the
document data without cropping the document.

@ Do not scale the document to fit the requested mediasize. If the document islarger than the requested media,
center and clip the resulting output. If the document is smaller than the requested media, center the resulting
output.

& Vaue aut o applies a'fit', 'fill' or 'none’ method to get an optimized imposition of the document onto the

printable area of the requested media size. This is the best method to scale documents with mixed por-
trait/landscape pages.

See Section 3.5.2.1, “Page Scaling” [43].
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™ | Note

If CUPS does not provide the IPP pri nt - scal i ng option for a printer, SavaPage falls back to the
CUPSfit-to-pag e boolean attribute to scale documents. Value 1 (true) scales the document up or
down to fit the selected media. Value O (false) preserves the physical size of the printed document and
crops any content outside the selected media.

K.1.1.7. sheet-collate

*VENCol | at e shee

*VENCol | at e *VENCol | at ed

t-collate

col | ated

*VENCol | at e VENUncol | at ed uncol | at ed

Whensheet - col | at e isnot mapped, SavaPage generates asingle PDF and appliesaone-copy print. The PDF
is a concatenation of the requested number of copies with pages arranged in the right collate order.

K.1.1.8. sides

*VENS| des si des
*VENSi des VENOne

Si ded

one-si ded

*VENSi des *VENTwoSi dedLongEdge two-si ded- | ong- edge
*VENSi des VENTwoSi dedShort Edge two- si ded- short - edge

K.1.2. media-source

*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
*VENMedi aSour ce
# tray-2 ...

medi a- sour ce
*VENAuUt 0 aut o
VENMai N nai n
VENTop top

VENM ddl e mi ddl e
VENBot t om bott om

VENBypassTray by-pass-tray

VENManual nanual
VENTrayl tray-1

tray-10

K.1.3. Mapping PPD to IPP Extensions

PPD Options can be mapped to Internal |PP Extensions. For example:

*VENSt apl eOpti on
*VENSt apl eOpti on
*VENSt apl eOpti on
*VENSt apl eOpti on

optionsisthe

e ©¢oe

org. savapage-fi ni shings-staple @

*VENNone 3
VENTopLef t 20
VENBot t omLeft 21

default.

(2]
(5]
o

VENSt apl eOpt i on is mapped to org.savapage-finishings-staple.
VENNone value of VENSt apl eOpt i on is mapped to IPP enum value 3 (none). The asterix * tells this

VENTopLeft valueof VENSt apl eOpt i on ismapped to IPP enum value 20 (staple-top-left).
VENBot t onlLef t value of VENSt apl eOpt i on ismapped to IPP enum value 21 (staple-bottom-eft).

K.1.4. Restricting Standard Options

Standard CUPS/IPP options, like nunber - up, are independent of PPD, and available for all printerstypes. The
values of these options can be restricted with PPDE syntax. Below are examples for options currently supported

by SavaPage.

3 https://www.cups.org/doc/options.html
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K.1.4.1. number-up

For example, option nurber - up can berestricted to values 1 (default), 2 and 4 like this:

*nunber - up nunber - up
*nunmber-up *1 1
*nunber-up 2 2
*nunber-up 4 4

K.2. PPD Rules

Sometimes, simple one-to-one PPD to IPP mappings do not suffice to get the right options to the PPD driver.
In that case PPD rules can be of help. PPD rules take independent 1PP (or PDF document) options as input, and
return dependent PPD (or CUPS) options.

K.2.1. Generic PPD Rules

Generic PPD Rules add, assign or substitute PPD option values.

K.2.1.1. SPEXxtra

The SPEXt r a rule adds one or more PPD options to a print request, depending on one or more | PP options. The
ruleisformatted like this:

*SPExtral/ <attrib>/ <val ue>: <mmenonic> \ @
<attrib>/[!]<val ue> ... \ 8
*<option>/<value> ... \ @

© Therule prefix, an IPP attribute/value pair as main independent variable, and identifying <mmenoni ¢>.
Note: the ! prefix before the IPP value to negates it, is not applicable in this case: you need to specify an
exact |PP value to identify therule.

@  Optionally one or more extral PP attribute/value pairs asindependent variables. An optional ! beforeavalue
negates it, and selects all other attribute values.

@&  Oneor more PPD option/value pairs as dependent variables. These option pairs are added to the print request,
when all independent variables are present.

As an example, some org.savapage-finishings-punch rules for “Canon iR-ADV 8285/8295 UFR 11" are shown
below.

*SPExt ra/ or g. savapage- fi ni shi ngs- punch/ 3: punch-none \
* CNPunch/ None

*SPExt ra/ or g. savapage- fi ni shi ngs- punch/ 74: punch-dual -1 eft \
*CNPunch/ Lef t

* SPExt r a/ or g. savapage- fi ni shi ngs- punch/ 82: punch-quad-left \
*CNPunch/ Lef t

The rule can aso be used to replace existing options. For example: org.savapage-finishings-booklet rules, for
“Canon iR-ADV 8505 PS’. The snippet below adds extra options Bi ndMbde and Bookl et , and replaces the
medi a, nunber - up, si des andfit-t o- page options.

* SPEXt r a/ or g. savapage- fi ni shi ngs- bookl et/ tol eft-totop: booklet-toleft-totop-a3 \
medi a/i so_a3_297x420mm \
*medi a/i so_ad4_210x297mm \
*nunber -up/ 1 \
*si des/ one-si ded \
*Bi ndMbde/ Saddl eStitch \
*Bookl et/ Left

* SPEXt r a/ or g. savapage- fi ni shi ngs- bookl et/tol eft-totop: booklet-toleft-totop-a4 \
medi a/i so_a4_210x297mm \
*medi a/i so_a5_148x210mm \
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*fit-to-page/1 \
*nunber -up/ 1 \

*si des/ one-si ded \

*Bi ndMode/ Saddl eStitch \
*Bookl et / Left

Y ou can even replace asingle | PP option value. For example, if you want to print “NA Lett er” as A4 (relying
on default print-scaling) you can use thisrule:

*SPExtral/ medi a/ na_l etter_8.5x11lin: letter-to-a4 \
*medi a/i so_a4_210x297mm

K.2.1.2. SPSubst
Thisrule is meant to assign a native PPD value to an I PP attribute, and is formatted like this:

*SPSubst / <attri b>/ <val ue>: <menonic> \ @
<attrib>/[!]<value> ... \ @
*<val ue> \ 8

© Therule prefix, an PP attribute/value pair as main independent variable, and identifying <mmenoni ¢>.

@  Optionally one or more extral PP attribute/value pairs asindependent variables. An optional ! beforeavalue
negates it, and selects all other attribute values.

&  The PPD option value as dependent variable. Thisvalueis assigned as PPD option to the main | PP attribute,
when all independent variables are present.

As an example, some sheet-collate substitution rules for “ Canon iR-ADV 8285/8295 UFR 11" are shown below.
Also see Section L.1.1.1, “org.savapage-finishings-staple” [348]

*SPSubst / sheet-col l ate/col | ated: collate \
or g. savapage- fi ni shi ngs-staple/3 \
*True

*SPSubst / sheet - col | at e/ uncol | ated: group \
or g. savapage- fi ni shi ngs-staple/3 \
*G oup

*SPSubst / sheet - col | ate/ col | ated: staple-and-collate \
org. savapage-fi ni shings-staple/!3 \
*Stapl eCol | ate

*SPSubst / sheet - col | at e/ uncol | at ed: st apl e-and-group \

org. savapage-fi ni shings-staple/!3 \
* St apl eG oup

K.2.2. Custom PPD Rules

Custom PPD Rules are restricted to specific situations.

K.2.2.1. LandscapeOrientation

Most PPD files contain an attribute called LandscapeOri ent at i on, with value Pl us90 (default) or M -
nus 90, that describes how landscape oriented pages are rotated to fit the portrait mode "Finished Page" 4

In Pl us90 mode, landscape pages are -90 rotated to fit the "Finished Page", and the user must +90 rotate after
printing, to get it into tangible landscape view again. M nus90 isvice versa. The terms"Minus' and "Plus’ are
a bit confusing. They do not refer to the rotate direction before printing, but refer to the "manual” user rotation
after printing, to get the "Finished Page" into landscape view again.

SavaPage creates |PP print jobs that are effectively printed according to Minus90. In thisway, st apl e- t op-
ri ght makes sense for landscape viewed pages.

4 According to PWG5100.3: a Finished Page is " One side of a sheet in a Finished Document, i.e., one side of a sheet as perceived by a person
after any cutting, folding, and/or booklet making".
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Asthe CUPS nunber - up option still behaves according to the original PPD LandscapeOri ent at i on at-
tribute, SavaPage corrects with appropriate nunber - up- | ayout andori ent ati on-r equest ed options,
to get the overall M nus 90 effect for nunber - up printed sheets that have landscape view.

Because SavaPage assumes that all target proxy printers behave according to the Pl us90 default, any exception
must be entered in a PPDE like this:

*LandscapeOri entati on: M nus90

When nevertheless nunber - up printed sheets do not turn out as expected, corrections can be made with
SPRul e/ nunber - up.

"I Note
SavaPage does not correct with nunber - up-1 ayout and ori ent ati on-request ed options

when a org.savapage-finishings-bookl et finishing is chosen, since MFP bookl et finishers are supposed to
apply the correct orientation and layout.

K.2.2.1.1. SPRule/number-up

This is a fallback rule to make corrections, in the rare case that LandscapeOri ent ati on, as discussed in
the previous section, does not work out as expected. Each rule is prefixed with * SPRul e/ nunber - up: and
formatted like this:

* SPRul e/ nunber - up: <menoni c>
pdf -ori entation/ <val ue>
pdf -rot ati on/ <val ue>
pdf - cont ent -r ot ati on/ <val ue>
user - r ot at e/ <val ue>
nunber - up/ <val ue>
*orientation-requested/ <val ue>
*nunber - up- | ayout / <val ue>
*or g. savapage- | andscape

COQeoOcCoORee

© Therule prefix and identifying <nmenoni ¢>.

® Theorientation <val ue> of thefirst PDF page to be printed: portrai t,| andscape .

® Therotation <val ue> of thefirst PDF page to be printed: 0, 90, 180, 270 .

@  The content rotation <val ue> of thefirst PDF page to be printed: 0, 90, 180 , 270 . When not specified,
value 0 is assumed.

@ Theuser rotation <val ue> onthe PDF document to be printed: 0, 90. See Section 3.3.3.2, “Rotation” [31].
When not specified, value O is assumed.

@ Thesdected nunber - up <val ue>:1,2,4,6,9.

@  Asthepreviousindependent variables describe the situation “asis’, thisisthe first dependent variabletelling
CUPStheori ent ati on-request ed <val ue>: 4 (landscape), 5 (reverse landscape) , 6 (reverse por-
trait). Note: avalue of - indicates that this CUPS attribute is not used.

@  The second dependent variable telling CUPS the nunber - up- |1 ayout <val ue>:btlr,btrl, | rbt,

Irtb,ribt,rltb,tblr,tbrl.Note avalueof - indicatesthat this CUPS attribute is not used.
@  The third optiona dependent variable is used for the Document Log only, telling that the resulting n-up
layout has logical landscape orientation. When not specified, portrait orientation is assumed.

As an example, some rules are shown below.

*SPRul e/ nunber -up: portrait-90-0-0-1 \
pdf-orientation/portrait pdf-rotation/90 user-rotate/0 nunber-up/1 \
*orientation-requested/- *nunber-up-I|ayout/-

*SPRul e/ nunber -up: portrait-90-0-0-2-270 \
pdf-orientation/portrait pdf-rotation/90 user-rotate/0 nunber-up/2 \
*orientation-requested/5 *nunber-up-|ayout/thbrl
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*SPRul e/ nunber -up: portrait-90-0-0-4 \
pdf -orientation/portrait pdf-rotation/90 user-r
*orientation-requested/- *nunber-up-Ilayout/tbrl

*SPRul e/ nunber - up: portrait-90-0-0-6-270 \
pdf -orientation/portrait pdf-rotation/90 user-r
*orientation-requested/5 *nunber-up-layout/Irth

*SPRul e/ nunber -up: portrait-90-0-0-9 \
pdf -orientation/portrait pdf-rotation/90 user-r
*orientation-requested/- *nunber-up-I|ayout/tbrl

* SPRul e/ nunber - up: | andscape- 0- 0- 0-2- 270 \
pdf -ori entation/| andscape pdf-rotation/0 user-r
*orientation-requested/5 *nunber-up-Iayout/tbrl

* SPRul e/ nunber - up: | andscape- 0- 0- 0- 6- 270 \
pdf -ori entation/| andscape pdf-rotation/0 user-r
*orientation-requested/5 *nunber-up-layout/Irth

*SPRul e/ nunber - up: | andscape-270-270- 0- 6-270 \
pdf -ori entati on/| andscape pdf-rotation/270 pdf-
user-rotate/0 nunber-up/6 \
*orientation-requested/5 *nunber-up-Iayout/tbrl

* SPRul e/ nunber - up: | andscape-270- 0-90-2 \
pdf -ori entati on/| andscape pdf-rotation/270 pdf-
user-rotate/ 90 nunber-up/2 \
*orientation-requested/- *nunber-up-I|ayout/tbrl

*SPRul e/ nunber - up: | andscape-270- 0-90-4 \
pdf -ori entation/| andscape pdf-rotation/270 pdf-
user-rotate/ 90 nunber-up/4 \
*orientation-requested/- *nunber-up-I|ayout/tbrl

* SPRul e/ nunber - up: | andscape-270- 0-90-6 \
pdf -ori entati on/| andscape pdf-rotation/270 pdf-
user-rotate/ 90 nunber-up/6 \
*orientation-requested/- *nunber-up-I|ayout/tbrl

K.2.2.1.2. Number-up semantics and limitatio

otate/ 0 nunber-up/4 \

otate/ 0 nunber-up/6 \

otate/ 0 nunber-up/9 \

otate/ 0 nunber-up/2 \

otate/ 0 nunber-up/6 \

content-rotation/270 \

content-rotation/0 \

content-rotation/0 \

*or g. savapage- | andscape

content-rotation/0 \

ns

» PDF input from Web Print can lead to unexpected number-up print results, when the semantic (perceived)
orientation of a page, does not match the actual orientation/rotation of the PDF page. For instance, a mismatch
occurs when alandscape oriented PDF page, has rotated portrait content. Thereisno way SavaPage can identify

this situation to make intelligent corrections.

* AnSPRul e/ nunber - up isapplied when itsindependent variables (orientation, rotation) match thefirst page
in the PDF document. When these variables differ for subsequent pages, the PPD has the final say on how
page rotation and n-up layout turns out. A PDF document with different page orientations may produce an

unexpected number-up result.

K.2.2.2. Booklet Imposition

Booklet imposition is assumed to be handled by the PPD. However, while some PPD's have an option for bookl et
folding, they do not handle booklet imposition. Therefore, a special PPDE option is available to prepare booklet
page ordering, before sending PDF to CUPS. Add the following line to a .ppde file to enable pre-processing the

PDF to booklet page ordering:

*SPLocal Bookl et: True

Tip

Y ou can use this option in combination with 1PP option org.savapage-finishings-booklet to offer duplex
printing in booklet page ordering, without the presence of a printer booklet finisher.
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K.3. IPP Rules

I PP Rules specify relations between | PP attributes.

K.3.1. SPConstraint

An SPConst r ai nt rule specifies values of two incompatible | PP attributes, for example two-sided printing on
transparency media. Therule is formatted like this:

*SPConstraint: <menonic> \ @
<attrib>/[!]<val ue> \ @
<attrib>/[!]<val ue> (3]

© Therule prefix and identifying <nmenoni ¢>.
@ ThefirstIPPattribute/value pair. Anoptional | beforeavalue negatesit, and selectsall other attribute values.
®  Thesecond I PP attribute/value pair, that is incompatible with the first.

Some examples:

*SPConstrai nt: transparency-two-sided \
medi a-type/transparency \
si des/ ! one- si ded

*SPConstrai nt: bookl et-punch \

or g. savapage- fi ni shi ngs- bookl et/! none \
org. savapage- fi ni shi ngs-punch/!3

1 | Note
SPConst r ai nt isthe IPP counterpart of the Ul Const r ai nt s directive found in PPD files.

“CUPS does not enforce constraints when printing. Constraints must be managed and resolved by the user
interface, because thereis usually no way to specify preferences or intentions for automatic resol ution of
constraints by the driver or other filters.” From “CUPS: Common Unix Printing System” by Michael R.
Sweset, Sams Publishing, 2002 (page 337).

SPConst r ai nt rulesare used by SavaPage to validate user input when specifying a print job.

K.3.1.1. Internal SPConstraint Rules

SavaPage has predefined rule sets. When activated, they are applied globally, independent of any PPDE file.

K.3.1.2. Booklet SPConstraint Set

This set isfor org.savapage-finishings-booklet and must be activated by setting configuration property i pp. ex-
t.constraint. bookl et. enabletoY.

*SPConstrai nt: sp-bookl et-nunber-up-1 \
or g. savapage- fi ni shi ngs- bookl et/ ! none \
nunber - up/ 1

*SPConstrai nt: sp-bookl et -nunber-up-4 \
or g. savapage- fi ni shi ngs- bookl et/ ! none \
nunber - up/ 4

*SPConstrai nt: sp-bookl et -nunber-up-6 \
or g. savapage- fi ni shi ngs- bookl et/! none \
nunber - up/ 6

*SPConstrai nt: sp-bookl et -nunber-up-9 \
or g. savapage- fi ni shi ngs- bookl et/! none \
nunber - up/ 9
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*SPConstrai nt: sp-bookl et-one-sided \
or g. savapage- fi ni shi ngs- bookl et/! none \
si des/ one- si ded

*SPConstrai nt: sp-bookl et-rotate-180-on \
or g. savapage- fi ni shi ngs- bookl et/! none \
org. savapage. i nt - page-rotat el80/1

©® | Important

When Media Cost is specified for Proxy Printers or Job Tickets supporting booklet finishing, activat-
ing this set is crucial for calculating the right cost for booklet print jobs. See Section 4.8.2.2, “ Printer
Costs’ [117] and Section K.5.1, “Job Ticket Media Options’ [343].

¢ | Caution

When this set is activated, user choices will be restricted to nunber - up/ 2 and si de/ ! one- si ded.
Asthisis correct for cost calculation, these options will probably not deliver the intended booklet. So,
make sure to review the required PP options for the booklet job, and use SPExtra rules to customize
proxy printer instances where needed.

K.4. Job Extensions

In the PPD Extension file, special extensions are available to define Job | PP options. These options can be defined
for scope Copy (sheet collection of a printed copy).

K.4.1. Job Copy Options

Job Copy options specify finishing actions, performed on a single printed copy. Each option is prefixed with
*SPJob/ Copy:

See Section L.1.2, “Internal IPP Job Extensions” [350].

K.5. Job Ticket Extensions

Job Tickets are created with a dedicated Proxy Printer marked as Job Ticket Printer. Aswith any printer, a PPD
extension file can be linked to this virtua printer.

In the PPD Extension file, special extensions are available to define Job Ticket PP options, including Cost Rules.
These | PP options are generic and abstracted from physical printers. When handling the ticket, the operator inter-
prets the option values, selectsa suitable printer, assuresthe right media are present in the target tray, and redirects
thejobtoit.

Job Ticket IPP options can be defined for scope Media (single side of a page sheet), Sheet (single page sheet),
Copy (sheet collection of a printed copy) and Set (the complete set of copies). The syntax is as follows:

*SPJobTi cket / <scope>: <attr> \ @
[*] 4] <val ue> ... (2]

© The*SPJobTi cket option with scope Medi a | Sheet | Copy | Set , and attribute name.
@  Oneor moreoption values. An* before avalue marksit as default. A + prefix signifies an extended value,
that isavailable for Job Ticket Operators only, so they can ad-hoc assign thisvalue when editing ajob ticket.

¥ Note

The + prefix can also be assigned to regular option values. For example, if a Job Ticket Creator is
not allowed to select color mode, the following code snippet can be added to the PPD extension file:

# Virtual print color node, with dummy PPD option and val ues.
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*VPri nt Col or Mode print-col or-node
*VPri nt Col or Mode dummy nonochr onme
*VPri nt Col or Mode dummy +col or

Cost Rules are introduced for each option scope in the sections below.

(] ‘ | mportant

IPP Options defined in the Job Ticket context are not mapped to their PPD counterparts. Therefore, their
chosen values will not be send with the print job.

K.5.1. Job Ticket Media Options

| PP attributes describing media characteristics, like nedi a- col or and nedi a-t ype are supported. Each op-
tionis prefixed with * SPJobTi cket / Medi a:

Some examples:

*SPJobTi cket/ Medi a: nedi a-col or *white int.colored @
*SPJobTi cket/ Medi a: nedi a-type *paper transparency | abels ext.letterhead-1 a

©  Option to select white and colored. whi t e isan IANA media-color and is the default. i nt . col ored is
an internal PP value extension, denoting a non-white color. Other values could be bl ue, r ed, gr een,
or ange, €etc.

@  Option to select mediatypes: ext . | et t er head- 1 isan externa PP value extension.

Media Cost is charged per media side, and specified for a combination of 1PP values for media attributes. Each
cost ruleis prefixed with* SPJobTi cket / Medi a/ Cost : and formatted like this:

*SPJobTi cket / Medi a/ Cost: <cost> <mmenonic> \ @
<nmedia*>/[!]<value> ... \ @
<attrib>/[!]<value> ... \ @

Decimal point <cost > and identifying <mmenoni ¢>.

Oneor more IPP <medi a* >/ <val ue> pairs. An optional ! before avalue negatesit, and selectsal other
attribute values.

&  Optionaly one or more IPP non-media<at t ri b>/ <val ue> pairs.

ee

*] | Note

ThelPP<medi a* >/ <val ue> pairsreferredtoin* SPJobTi cket / Medi a/ Cost must either be au-
tomatically picked up from the PPD, or be defined as PPD to |PP Mapping or * SPJobTi cket / Medi a.

Some examples:

*SPJobTi cket / Medi a/ Cost: 0. 0430 white-A4-080-S\ @
medi a-type/ ext . paper-80 \
medi a-col or/white \
medi a/i so_a4_210x297mm \
si des/ one- si ded

*SPJobTi cket / Medi a/ Cost: 0.0610 col or-A4-120-S\ @
nmedi a-t ype/ ext . paper-120 \
medi a-col or/!'white \
medi a/i so_a4_210x297mm \
si des/ one- si ded

*SPJobTi cket / Medi a/ Cost: 0. 0390 white-A4-080-D\ &
medi a-type/ ext . paper-80 \
medi a-col or/white \
nmedi a/i so_a4_210x297nmm \
si des/ ! one-si ded
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*SPJobTi cket / Medi a/ Cost: 0.0790 | etterhead-A4-S \ @
medi a-type/ext. |l etterhead-1 \
medi a/i so_a4_210x297mm \
si des/ one- si ded

Single-sided A4 print on 80 grams white paper: 0.0430 per side.
Single-sided A4 print on 120 grams colored paper: 0.0610 per side.
Double-sided A4 print on 80 grams white paper: 0.0390 per side.
Single-sided A4 print on letterhead: 0.0790 per side.

coo0oe

¢

| mportant

When * SPJobTicket/Media/lCost items are present, they acts as constraint. When a user sets print job
properties, a cost rule must be present that matches chosen media options. When no rule is found, a
warning message is displayed to the user.

The calculated cost of thefirst cost rule, that appliesto the Job Ticket option values, is used as media cost.

K.5.2. Job Ticket Sheet Options

Job Ticket Sheet options specify finishing actions, performed on a single printed sheet. Each option is prefixed
with * SPJobTi cket / Sheet :

For example:
*SPJobTi cket / Sheet: org. savapage-fi ni shi ngs-ext *none |aminate @&

© org.savapage-finishings-ext option to select an extra finishing to be performed manually by Job Ticket op-
erator.

Sheet Cost is charged per media sheet, and specified for a combination of SPJobTi cket / Sheet and other
(medi a*) attribute values. Each cost ruleis prefixed with* SPJobTi cket / Sheet / Cost : and formatted like
this:

*SPJobTi cket / Sheet / Cost: <cost> <menonic> \ @
<sheet>/[!]<value> ... \ @
<attr>/[!]<value> ... \ @

© Decimal point <cost > and identifying <mmenoni ¢>.

@ OneormorelPP<sheet >/ <val ue> pairsof type SPJobTi cket / Sheet . Anoptiona ! beforeavalue
negatesit, and selects all other attribute values.

®  Optionaly one or more other IPP<at t r >/ <val ue> pairs.

For example:

*SPJobTi cket / Sheet/ Cost: 0.5000 | am nate- A4 org. savapage-fini shings-ext/|an nate \
medi a/i so_a4_210x297mm

*SPJobTi cket / Sheet/ Cost: 0. 7500 | am nat e- A3 org. savapage-fi ni shings-ext/|anm nate \
medi a/i so_a3_297x420mm

Y ‘ | mportant

The calculated cost of all sheet cost rules, that apply to the Job Ticket option values, are accumulated
as cost per sheet.

K.5.3. Job Ticket Copy Options

Job Ticket Copy options specify finishing actions, performed on a single printed copy. Each option is prefixed
with* SPJobTi cket / Copy:
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Some examples:

*SPJobTi cket/ Copy: org. savapage-cover-type *no-cover ext.printfront-1 &
*SPJobTi cket / Copy: org. savapage-fi ni shi ngs-ext *none | ami nate bind adhesive ext.binder @

@  org.savapage-cover-type option to select acover type. ext . pri nt f r ont - 1 isan External |PP extension.
®  org.savapage-finishings-ext option to select an extrafinishing to be performed manually by Job Ticket op-
erator. ext . bi nder isan External |PP extension.

Copy Costischarged per job copy, and specified for acombination of SPJobTi cket / Copy and other (medi a*)
attribute values. Each cost ruleis prefixed with * SPJobTi cket / Copy/ Cost : and formatted like this:

*SPJobTi cket / Copy/ Cost: <cost> <mernonic> \ @
<copy>/[!]<value> ... \ €
<attr>/[!]<value> ... \ @

@ Decima point <cost > and identifying <mmenoni c¢>.

@  Oneor more |IPP <copy>/ <val ue> pairs of type SPJobTi cket / Copy. An optional ! before avalue
negatesit, and selects all other attribute values.

&  Optionally one or more other IPP<at t r >/ <val ue> pairs.

For example:

*SPJobTi cket / Copy/ Cost: 0.5000 fol der-A4 org. savapage-fi ni shi ngs-ext/ext.fol der \
nmedi a/i so_a4_210x297mm

Y ‘ | mportant

The calculated cost of all copy cost rules, that apply to the Job Ticket option values, are accumulated
as cost per copy.

K.5.3.1. Using External IPP Extensions

Job Ticket Copy Options are not confined to regular IPP attributes and Internal IPP Extensions. By utilizing
External |PP Extensions, you can fully customize your Job Tickets Copy options and cost rules. For example:

*SPJobTi cket / Copy: org. savapage. ext-nyoption \ @
*none ext.choi ce-1 ext.choice-2

*SPJobTi cket / Copy/ Cost: 0.1000 nyrul e-1 \ (2]
or g. savapage. ext - myopti on/ ext. choi ce-1 nedi a/i so_a4_210x297mm

*SPJobTi cket / Copy/ Cost: 0.1500 mnyrul e-2 \ (3]
or g. savapage. ext - myopt i on/ ext . choi ce-2 medi a/i so_a3_297x420mm

©  Definition of External IPP extension myopt i on with two custom choices. The default choice none isa
reserved internal value, indicating that the option is not selected.

@ Costruleforext. choi ce- 1 and A4 media

@ Costrulefor ext . choi ce- 2 and A3 media

K.5.4. Job Ticket Set Options

Job Ticket Set options specify actions performed on the complete set of copi es. Each option is prefixed with
*SPJobTi cket/ Set :

5 The Job Ticket Set includes all copies, and therefore differs from the Set as defined in RFC8011, where it is “alogical boundary between
the delivered Media Sheets of a printed Job. For example, in the case of a ten-page single Document with collated pages and a request for 50
copies, each of the 50 printed copies of the Document constitutes a Set. If the pages were uncollated, then 50 copies of each of the individual
pages within the Document would represent each Set.”




PPD Extensions

For example:

*SPJobTi cket/ Set: org. savapage-j ob-sheets \ @
+none *job-start-sheet

*SPJobTi cket / Set: org. savapage-j ob-sheets-nedia \ @
*iso_ad4 _210x297mm +i so_a3_297x420mm

©  org.savapage-job-sheets option to select a job-sheet.
@  org.savapage-j ob-sheets-media option to select the job-sheet media.

Set Cost is charged per job, and specified for a combination of SPJobTi cket / Set and other (or g. sava-
page- j ob- sheet s- *) attribute values. Each cost rule is prefixed with * SPJobTi cket / Set / Cost : and
formatted like this:

*SPJobTi cket/ Set/ Cost: <cost> <menonic> \ @
<set>/[!]<value> ... \ @
<attr>/[!]<value> ... \ @

®  Decimal point <cost > and identifying <mmenoni ¢>.

@ One or more IPP <set >/ <val ue> pairs of type SPJobTi cket/ Set. An optional ! before a value
negates it, and selects all other attribute values.

@  Optionally one or more other IPP <or g. savapage-j ob- sheet s- *>/ <val ue> pairs.

For example:

*SPJobTi cket/ Set/ Cost: 0.05 banner-A4 org. savapage-j ob-sheets/!none \
or g. savapage-j ob-sheet s-medi a/i so_a4_210x297nmm

Y ‘ | mportant

The calculated cost of all cost rules, that apply to the Job Ticket option values, are accumulated as cost
per set.

K.6. Tips and Tricks

K.6.1. Fast Print A4 and Letter to Single Tray

For Fast Mode printerswith asingle tray holding A4 media, PPDE can be used to configure an extra (virtual) |PP
media-source entry for Letter, that maps to the same A4 tray. The two media sources will be visible in the Proxy
Printer Edit dialog, so A4 and Letter media size can be assigned to them, and both A4 and Letter jobswill be Fast
Print candidates. With an SPExtrarule the Letter mediais substituted with A4. And, sincef i t -t o- page print-
scaling is applied for Fast Mode printing by default, the Letter job will correctly scaleto A4.

The .ppde of the Fast Mode printer looks like this:

# Two trays nmapped to a single nedia-source hol ding A4 nedi a.
# I n SavaPage Admin Wb App: assign A4 to tray-1 and US Letter to tray-2.

*VENI nput Sl ot nedi a- source
*VENI nput Sl ot *Auto tray-1
*VENI nput Sl ot Auto tray-2

# When job is US Letter, send as A4. The fit-to-page strategy
# for Fast Print will nake Letter scale to A4.

*SPExtral/ nedi a/na_l etter_8.5x11lin: letter-to-a4 \
*medi a/i so_a4_210x297mm
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K.7. proxy-print.log

The IPP request and response details of every Proxy Print job send to CUPS islogged in the rotating log file:
[ opt / savapage/ server /| ogs/ proxy-print.| og

This file is an indispensable resource for debugging PPDE related issues. See / opt / savapage/ ser v-
er/lib/logdj.properties.tenpl ate for moreinformation.
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Appendix L. IPP Extensions

Internet Printing Protocol (IPP) attributes and values are registered by IANA. See the IANA site! or the PWG
site? for afull list.

SavaPage uses two types of extensions:

* Internal extensions, which areintrinsic to SavaPage.
» External extensions, as defined in implementation specific configuration files.

L.1. Internal IPP Extensions

Internal PP Extension attributes are intrinsic to SavaPage. To distinguish them from IANA registrations, their
names have aor g. savapage- prefix. Attribute value extensions with “type2 keyword” syntax arei nt. pre-
fixed.

Attributes and values are summarized in the sections below. Attribute values are IANA registered, and the seman-
tics can be found in the Reference documents. Attribute valuei nt . extensions are described separately.

L.1.1. Internal IPP - PPD Mapping Extensions

These Internal |PP extensions are used to map vendor specific PPD options to an independent common denomi-
nator. They are never send to CUPS as print job descriptors.

L.1.1.1. org.savapage-finishings-staple

Staple positions are specified with respect to portrait media orientation. See RFC3806°.

org.savapage-finishings-staple none 1setOf type2 enum RFC8011
org.savapage-finishings-staple 20 staple-top-left 1setOf type2 enum RFC8011
org.savapage-finishings-staple 21 staple-bottom-|eft 1setOf type2 enum RFC8011
org.savapage-finishings-staple 22 staple-top-right 1setOf type2 enum RFC8011
org.savapage-finishings-staple 23 staple-bottom-right 1setOf type2 enum RFC8011
org.savapage-finishings-staple 24 edge-stitch-left 1setOf type2 enum RFC8011
org.savapage-finishings-staple 25 edge-stitch-top 1setOf type2 enum RFC8011
org.savapage-finishings-staple 26 edge-stitch-right 1setOf type2 enum RFC8011
org.savapage-finishings-staple 27 edge-stitch-left-bottom 1setOf type2 enum RFC8011
org.savapage-finishings-staple 28 staple-dual-left 1setOf type2 enum RFC8011
org.savapage-finishings-staple 29 staple-dual-top 1setOf type2 enum RFC8011
org.savapage-finishings-staple 30 staple-dual-right 1setOf type2 enum RFC8011
org.savapage-finishings-staple 31 staple-dual-bottom 1setOf type2 enum RFC8011
org.savapage-finishings-staple 32 staple-triple-left 1setOf type2 enum PWG5100.1
org.savapage-finishings-staple 33 staple-triple-top 1setOf type2 enum PWG5100.1
org.savapage-finishings-staple 34 staple-triple-right 1setOf type2 enum PWG5100.1

L hitps://www.iana.org/assi gnments/i pp-regi strations/ipp-registrations.xhtml

2 https://www.pwg.orgi pplipp-registrations.xml
3 https://tool s.ietf.org/html/rfc3806
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T N L R

org.savapage-finishings-staple

staple-triple-bottom

TableL.1. Internal PP Attribute: org.savapage-finishings-staple

L.1.1.2. org.savapage-finishings-punch

1setOf type2 enum

PWG5100.1

Punch positions are specified with respect to portrait media orientation. See RFC3806%,

0 L N

org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch
org.savapage-finishings-punch

org.savapage-finishings-punch

70

71

2

73

74

75

76

7

78

79

80

81

82

83

84

85

none
punch-top-left
punch-bottom-left
punch-top-right
punch-bottom-right
punch-dual-left
punch-dual-top
punch-dual-right
punch-dual-bottom
punch-triple-left
punch-triple-top
punch-triple-right
punch-triple-bottom
punch-quad-|eft
punch-quad-top
punch-quad-right

punch-quad-bottom

TableL.2. Internal PP Attribute: org.savapage-finishings-punch

L.1.1.3. org.savapage-finishings-fold

1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum

1setOf type2 enum

RFC8011

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

org.savapage-finishings-fold
org.savapage-finishings-fold
org.savapage-finishings-fold
org.savapage-finishings-fold
org.savapage-finishings-fold
org.savapage-finishings-fold
org.savapage-finishings-fold

org.savapage-finishings-fold

4 https://tools.ietf.org/html/rfc3806

90

91

92

93

95

96

none
fold-accordion
fold-double-gate
fold-gate
fold-half
fold-half-z
fold-left-gate

fold-letter

1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum
1setOf type2 enum

1setOf type2 enum

RFC8011

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1

PWG5100.1
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org.savapage-finishings-fold fold-parallel 1setOf type2 enum PWG5100.1
org.savapage-finishings-fold 98 fold-poster 1setOf type2 enum PWG5100.1
org.savapage-finishings-fold 99 fold-right-gate 1setOf type2 enum PWG5100.1
org.savapage-finishings-fold 100 fold-z 1setOf type2 enum PWG5100.1

TableL.3. Internal IPP Attribute: org.savapage-finishings-fold

L.1.1.4. org.savapage-finishings-booklet

org.savapage-finishings-bookl et none type2 keyword RFC8011
org.savapage-finishings-bookl et toleft-totop type2 keyword PWG5100.3
org.savapage-finishings-bookl et toright-tobottom type2 keyword PWG5100.3

TableL .4. Internal PP Attribute: org.savapage-finishings-booklet

Also see Section K.2.2.2, “Booklet Imposition” [340]

© | Important

For the right booklet cost calculation, make sure to activate the Booklet SPConstraint Set.

L.1.1.5. org.savapage-finishings-jog-offset

A finishing that shifts Each Set in the output-bin from the previous one by asmall amount which is device depen-
dent (PWG5100.1).

org.savapage-finishings-jog-offset none 1setOf type2 enum RFC8011

org.savapage-finishings-jog-offset 14 EachSet 1setOf type2 enum PWG5100.1

TableL.5. Internal PP Attribute: org.savapage-finishings-j og-offset

L.1.2. Internal IPP Job Extensions

These options specify actions performed on asingle printed copy. Each option is prefixed with * SPJob/ Copy:

See Section K.4.1, “Job Copy Options’ [342].

L.1.2.1. org.savapage-cover-front-type

This attribute indicates whether front covers are wanted for a printed copy and which sides of the cover must
contain print-stream pages.

org.savapage-cover-front-type no-cover type2 keyword PWG5100.3
org.savapage-cover-front-type print-none type2 keyword PWG5100.3
org.savapage-cover-front-type print-front type2 keyword PWG5100.3
org.savapage-cover-front-type print-back type2 keyword PWG5100.3
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org.savapage-cover-front-type print-both type2 keyword PWG5100.3

TableL.6. Internal PP Attribute: org.savapage-cover-front-type

For example:

*SPJob/ Copy: org.savapage-cover-front-type \
*no-cover print-none print-front print-back print-both @

© Optionto select no- cover asdefault and four other keyword values.

L.1.2.2. org.savapage-cover-front-media-source

The IPP media-source the cover is printed from.
For example:

*SPJob/ Copy: org. savapage- cover-front-nedi a- source \
*tray-3 tray-4 @

@ Optiontoseecttray- 3 asdefault media source for the cover.

L.1.2.3. org.savapage-back-front-type

This attribute indicates whether back covers are wanted for a printed copy and which sides of the cover must
contain print-stream pages.

org.savapage-cover-back-type no-cover type2 keyword PWG5100.3
org.savapage-cover-back-type print-none type2 keyword PWG5100.3
org.savapage-cover-back-type print-front type2 keyword PWG5100.3
org.savapage-cover-back-type print-back type2 keyword PWG5100.3
org.savapage-cover-back-type print-both type2 keyword PWG5100.3

TableL.7. Internal PP Attribute: org.savapage-cover-back-type
Also see Section L.1.2.1, “ org.savapage-cover-front-type” [350].

L.1.2.4. org.savapage-cover-back-media-source

The IPP media-source the cover is printed from. Also see Section L.1.2.2, “org.savapage-cover-front-me-
dia-source” [351].

L.1.2.5. Mapping Internal IPP Job Options to PPD

Internal PP Job Copy options can be mapped to PPD with SPEXxtrarules asillustrated in the example below.

*SPExtral org. savapage- cover - front - nedi a- source/ tray-3: cover-front-tray-3 \
or g. savapage- cover-front-type/! no-cover \
*Front Cover/ Yes \
*Fr ont Cover Pri nt Tr ay/ TRAY3

*SPExtral org. savapage- cover - front - nedi a- source/ tray-4: cover-front-tray-4 \
or g. savapage- cover-front-type/! no-cover \
*Front Cover/ Yes \
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*Front Cover Pri nt Tr ay/ TRAY4

L.1.2.6. IPP Job Copy Costs

Copy Costischarged per job copy, and specified for acombination of SPJob/ Copy and other (medi a*) attribute
values. Each cost ruleis prefixed with * SPJob/ Copy/ Cost : and formatted like this:

*SPJob/ Copy/ Cost: <cost> <mmenonic> \ @
<copy>/[!]<value> ... \ @
<attr>/[!]<value> ... \ @

© Decima point <cost > and identifying <mmenoni c>.

@  Oneor more IPP <copy>/ <val ue> pairs of type SPJob/ Copy. An optional ! before a value negates
it, and selects all other attribute values.

&  Optionally one or more other IPP<at t r >/ <val ue> pairs.

For example:

*SPJob/ Copy/ Cost: 0.0200 cost-cover-front-A4 \
or g. savapage- cover-front-type/! no-cover \
medi a/i so_a4_210x297mm

*SPJob/ Copy/ Cost: 0.0400 cost-cover-front-A3 \
or g. savapage- cover-front-type/! no-cover \
medi a/i so_a3_297x420mm

L.1.3. Internal IPP Job Ticket Extensions

These Internal IPP extensions are used in Job Ticketing Cost Rules. See Section K.5, “Job Ticket Exten-
sions’ [342].

L.1.3.1. org.savapage-finishings-ext

This attribute represents a finishing action, on a set of pages (a copy), executed externally by an operator, on the
printed output.

org.savapage-finishings-ext none type2 keyword RFC8011

org.savapage-finishings-ext laminate type2 keyword PWG5100.1

org.savapage-finishings-ext bind type2 keyword PWG5100.1

org.savapage-finishings-ext adhesive type2 keyword Candidate Standard PWG 5100.1-2014:

“sheets are bound using glue or adhesive.”

TableL.8. Internal PP Attribute: org.savapage-finishings-ext

L.1.3.2. org.savapage-cover-type

(Y ) ‘ Caution
‘ This attribute is intended for externally printed Job Tickets only.

The same PDF document must be printed twice with different page ranges:

1. Thefirst page(s) are printed on a single cover page. The cost for this action is calculated according to the Job
Ticket Copy Cost Rules.

2. Therest of the pages are printed on selected media. The cost for this action is cal culated according to the Job
Ticket Media Cost Rules.
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org.savapage-cover-type no-cover type2 keyword PWG5100.3

org.savapage-cover-type int.printfront type2 keyword SavaPage Extension: a single-sided printed cover
page.

org.savapage-cover-type int.printboth type2 keyword SavaPage Extension: a double-sided printed cover
page.

TableL.9. Internal PP Attribute: org.savapage-cover-type

For example:

*SPJobTi cket / Copy: org. savapage- cover-type \
*no-cover int.printfront int.printboth @&

@ Optionto select no- cover asdefault and two internal values.

The color of the cover can be specified with org.savapage-cover-type-color

L.1.3.3. org.savapage-cover-type-color

Thias attribute specifies the color of the org.savapage-cover-type. For example;

*SPJobTi cket / Copy: org. savapage-cover-type-col or \
*white yel |l ow orange red pink blue green @

@ Optionto select whi t e as default and several other IANA defined nedi a- col or values.

L.1.3.4. org.savapage-job-sheets

Thisattribute determineswhich Job start/end sheet(s), if any, must be printed with aJob. Contrary to the IPPj ob-
sheet s definition, where sheets are part of the job, or g. savapage- j ob- sheet s are printed as a separate
job. Inthisway sheets can be printed from adifferent medi a- sour ce with distinctive org.savapage-job-sheets-
mediaand medi a- col or.

A job sheet isasingle monochr one page with job detail information.

org.savapage-job-sheets none type2 keyword RFC8011

org.savapage-job-sheets job-start-sheet type2 keyword PWG5100.3: “A job sheet MUST be printed to indi-
cate the start of the job”.

org.savapage-job-sheets job-end-sheet type2 keyword PWG5100.3: “A job sheet MUST be printed to indi-
cate the end of the job”.

TableL.10. Internal | PP Attribute: org.savapage-job-sheets

L.1.3.5. org.savapage-job-sheets-media

The IPPmedi a for org.savapage-job-sheets. Multiple keyword values are allowed, likei so_a4_210x297mm
i so_a3 297x420nmm etc.

L.1.4. Internal IPP Marker

These Internal | PP extensions are used to add a special marker to aprint job. They are never send to CUPS as such,
but translated by SavaPage to "real" IPP or CUPS options. |PP marker names have a or g. savapage. i nt -
prefix.
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L.1.4.1. org.savapage.int-page-rotate180

SavaPage creates | PP print jobs that are printed according to LandscapeOrientation M nus90. Thisis convenient
most of the time. For example, when alandscape oriented PDF is 4-up printed, and st apl e-t op-ri ght and
punch-dual - ri ght areavailable asfinishing. But, what if st apl e-t op-1 eft and punch- dual - | ef t

arethe only options available? In that case a 180 degrees rotation of the "Finished-Page" is needed. Thisiswhere
the or g. savapage. i nt - page- r ot at €180 boolean option comes in. This marker is added to each proxy
printer as option to make the printed result "Rotate by 180 degrees’, and translated by SavaPage to the proper
CUPSori entati on-request ed and nunber - up- | ayout values.

Attribute eyword Syntax Description
Val ue

org.savapage.int-page-rotate180 boolean Do not rotate.

org.savapage.int-page-rotate180 1 boolean Rotate by 180 degrees.

TableL.11. Internal IPP Marker Attribute: org.savapage.int-page-r otate1l80

¥ I Note

=

or g. savapage. i nt - page- r ot at €180 can be used in SPConstraint rules.

L.2. External IPP Extensions

External 1PP Extension attributes as defined in implementation specific configuration files. To distinguish them
from IANA registrations, their nameshaveaor g. savapage. ext - prefix.

(0] ‘ | mportant
‘ External | PP attributes can be used as | PP Job Ticketing Extension only.
The syntax is as follows:

 External value extensions with “type2 keyword” syntax must be ext . prefixed.
» Vauenone isareserved interna value, indicating that the attribute option is not selected.
 External attribute values can be added to an Internal |PP Job Ticket Extension.
« For example: to charge cost for afinishing to wrap a printed copy into afolder, aext . f ol der vaue could
be added to org.savapage-finishings-ext.

External | PP Extensions open the way to full customization of Job Ticketing options. Any option with any num-
ber of choices can be configured in a PPDE file as * SPJobTi cket / Copy finishing, and thereupon be used
in any cost rule. See Section K.5.3.1, “Using External |PP Extensions’ [345] and Section L.3, “IPP Localiza-
tion” [354].

L.3. IPP Localization

User interface localization of regular |PP attributes and Internal |PP Extensions are part of SavaPage.

Localization of External |PP Extensions text, and optionally 16x16 pixel icons, must be supplied by XML files
inthe/ opt / savapage/ server/ cust onf cups/i 18n directory. The default i pp-i 18n. xm fileisre-
served for the English locale. Variants are created by appending the language locale to the base file name. For
example: i pp-i 18n_de. xnl isthe German version.

Anannotated i pp-i 18n. xnl . t enpl at e fileisavailable in the target directory.

See Section 3.5.2.3, “Custom Text and Icons” [45] for an example screenshot.
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Tip

i pp-i 18n*. xm filescan also be used to override IPP localization that is part of SavaPage.

Warning

After creating or updating any of thei pp-i 18n*. xnl filesyou might need to restart the server to see
the effect.
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Appendix M. SavaPage Plug-ins

-

A plug-in (aka “extension”) is a software component that adds a specific feature to SavaPage. Plug-ins have a
well-defined interface so partner devel opers can easily createisolated componentsthat extend the application with
new features. Extension interfaces are defined in the sqatvapageuext1 project.

A plug-in isinstalled by copying its property filein / opt / savapage/ server/ ext and itsjar filesin the
/ opt / savapage/ server/ext/|i b directory. For example, the Mollie Payment Plug-in is installed with
these two files:

/ opt / savapage/ server/ ext/ savapage-ext-nol |l ie. properties
| opt / savapage/ server/ext/|i b/ savapage- ext-nol | i e-<versi on>. | ar

© |Important

Since property files contain sensitive data make sure they are protected by executing commands like:

sudo chown savapage: savapage savapage-ext-nollie.properties
sudo chnmod 600 savapage-ext-nollie.properties

M.1. Web API Callback Plug-in

TheWeb API Callback method isused by many third-party providerswho offer their servicesviaHTTP. SavaPage
supports this method with the / cal | back URL path. However, URL protocol and authority for the callback
needs to be configured. Configuration is done by using the Config Editor of the Admin Web App. The following
configuration property is available:

ext.webapi.callback.url-base The publicly accessible base URL, i.e. pr ot ocol : // aut hor i t y without the path, of
the Web API callback interface (no trailing slash).

When SavaPage is implemented as intranet application to be accessed with alocal URL,
take careto configure proper port forwarding of the public base URL to the local SavaPage
server host name or | P addressin your router or firewall.

Important: use ht t ps protocol, and make sure the SSL Certificate for public access is
valid, i.e. not self-signed. When the certificate is invalid, a third-party service provider
might not be able to deliver call-back messages.

Table M.1. Web API Callback Configuration Property

M.1.1. Payment Gateway Plug-in

The Payment Gateway Plug-in is based on the Web API Callback Plug-in and usesthe/ cal | back/ paynent
URL path. The following configuration property can be set by using the Config Editor of the Admin Web App.

ext.webapi.redirect.url-webapp-user The User Web App URL used by the Web API to redirect to after aremote Web App dialog
isfinished.

L hitps://gitl ab.com/savapage/savapage-ext
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Configuration property Description

Configuration is optional. SavaPage uses the local URL from which the remote excursion
started as defaullt.

Table M.2. Payment Gateway Configuration Property
Payment Gateway events are persisted in therotating log file:
/ opt / savapage/ server/ | ogs/ paynent gat eway. | og

Thisfile has atab separated value (TSV) format for easy import and manipulation into spreadsheet programs.

M.1.1.1. Generic Payment Plug-in

A Generic Payment Plug-in implements several payment methods behind a single Web API. Only one generic
plug-in can be active. See Section 3.10.5, “Financial” [72], Section 3.10.8, “Transfer Money” [74] and Chapter 8,
Payment Web App [204].

M.1.1.1.1. Mollie Payment Plug-in

Mollie? isaDutch payment provider that offers a single Web API for various payment methods, including:
* Creditcard

» PayPa

 paysafecard

* SOFORT Banking (Europe)

» SEPA bank transfers (Europe)

» Bancontact/Mister Cash (Belgium)

» Bélfius Direct Net (Belgium)

» IDEAL (Netherlands).

Mollie supports the European Economic Area and Switzerland and accepts EUR payments only.

See the READVE. nd of the savapage-ext-mollie® project for more information.

] | Note

The Mollie Payment Plug-in is shipped with the SavaPage install binary.

M.1.1.1.2. Generic Payment Pitfalls

Callback messages for generic payments return the identity of the user that started the payment in the Transfer
Money dialog. So, when a payment is acknowledged, we can easily add the amount paid to the user's balance. In
some very unlikely cases auser might not be found. For example, when a database export isrestored or auser was
deleted, al in the short lifecycle of a payment transaction.

Intherare case auser isnot found, awarning message containing the user and transaction identification are written
to the Application Log. With this information the user balance can be updated manually, after the user has been
added again, either in the Admin WebApp or with a Server Command.

M.1.1.2. Bitcoin Payment Plug-in

The Bitcoin Payment Plug-in supports native Bitcoin payments with the advantage of alow native Bitcoin trans-
action fee. Only one Bitcoin plug-in can be active. See Section 3.10.5, “Financial” [72] and Section 3.10.9, “ Send
Bitcoins’ [74].

2 https://www.mollie.com/en/
3 https://gitlab.com/savapage-ext/savapage-ext-mollie
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As a privacy and security measure a new Bitcoin address is generated for each payment“. Generated addresses
are held in a Bitcoin wallet. The location and access credentials of the wallet are to be specified in the plug-in
property file.

] | Note

When a Bitcoin payment method is active in an enabled Generic Payment Plug-in, it is deactivated in
favour of an enabled Bitcoin Payment Plug-in.

M.1.1.2.1. Blockchain.info Payment Plug-in

With the Blockchain.info plug-in users can send Bitcoin payments to a Blockchain.info web-based wallet. Seethe
README. nd of the savapage-ext-blockchain-info® project for more information.

] | Note
The Blockchain.info Payment Plug-in is shipped with the SavaPage install binary.

M.1.1.2.2. Bitcoin Payment Pitfalls

Because of the anonymous nature of Bitcoin payments, a callback message with a payment confirmation only
contains the Bitcoin address and transaction hash as identification.

Fortunately, we can trace the identity of the user who made the payment, either by the one-time Bitcoin address,
that we generated and reserved for the user at the start of the Send Bitcoins dialog, or by the Bitcoin transaction
hash, that we linked to a user payment transaction at the callback of the first confirmed payment.

When a user can not be traced, the payment confirmation is ignored. This can happen when a database export is
restored and either the user, the reserved Bitcoin address or transaction hash is missing from the database. This
case becomes more unlikely asthe number of confirmations after which the payment istrusted is set lower, causing
ashorter latency of atrusted payment confirmation.

When a payment confirmation arrives for a Bitcoin address for which a user payment transaction link is present

with a different transaction hash, it isignored. This can happen when:

» A user, against advice, reused the generated Bitcoin address, as offered in the Send Bitcoins dialog, to make
an extra payment.

» A payment from the Bitcoin Wallet was executed which lead to a transaction with a positive satoshi remainder.

When a payment confirmation is ignored, a warning message with the Bitcoin address and transaction hash is
written to the Application Log. Thisinformation can be used to query the transaction history in the Bitcoin Wallet.
Since the Bitcoin address is tagged in the Wallet with the user id, any transaction with a received amount can be
used to trace the user. In case an extra user payment isidentified, the user balance can be updated manually, either
in the Admin WebA pp or with a Server Command.

M.2. OAuth Client Plug-in

With OAuth® Client Pi ug-insLogin Alternatives can be activated. Currently the following providers are supported:
« Keycloak’

. Google®

« Microsoft Azure®

4 As Satoshi Nakamoto [https://en.wikipedia.org/wiki/Satoshi_Nakamoto], the elusive creator of Bitcoin, states in his Bitcoin whitepaper
[https://en.bitcoin.it/wiki/Bitcoin_whitepaper] : “... a new key pair should be used for each transaction to keep them from being linked to a
common owner”. Also see this article [https://en.bitcoin.it/wiki/Address_reuse] on address reuse.

5 https://gitlab.com/savapage-ext/savapage-ext-blockchain-info

5 https://en.wikipedia.org/wiki/OAuth

7 https://www.keycloak.org/

8 https://www.google.com/

9 https://login.microsoftonline.com/
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+ Smartschool®

See the README. md of the savapage-ext-oauth™® project for more information.

] | Note

A special URL path is available to use OAuth as SSO for User Web App. This URL can be presented on
the site of an OAuth provider, to seamlessly link to SavaPage. See Appendix E, URL Cheat Sheet [316].

M.3. Notification Plug-in

Notification Plug-inslisten to application events, and processes them in acustom way. Currently Job Ticket Close
and Cancel events are supported, for the following clients platforms:
« Smartschool?

See the READMVE. nd of the sa\/apageuext—notification13 project for more information.

M.4. IPP Routing Plug-in

This plug-in is called on an PP Routing event, just before the PDF is send to the Proxy Printer.

The plug-in supports PDF edit actions, like adding header and footer text, and a QR code' image. The QR code
itself can optionally beaconstant, agenerated UUID or obtained by executing athird-party RESTful POST request
that registers the print job and delivers the QR code in return.

*] | Note

The QR code is shown in the Documents and Transactions Log.

® |Tip

If the Document Store is enabled for Print Out, and Archive/Journal is not disabled for the target Proxy
Printer, a third-party can retrieve the printed PDF by calling a SavaPage RESTful service with the QR
codeasext i d. See Section C.2.3.2.6, “GET /documents/ext_id=<ext_id>/pdf” [306].

An annotated savapage- ext -i pp-routi ng. properties.tenpl at e ispresentinthe/ opt/ sava-
page/ ext directory. Copy this template to a file with a. pr operti es extension in the same directory and
restrict permissions, since the file contains confidential information. An example:

$ sudo su - savapage

$ cd /opt/savapage/ server/ ext

$ cp savapage-ext-i pp-routing. properties.tenplate savapage-ext-ipp-routing. properties
$ chnod 600 savapage-ext-i pp-routing. properties

Edit the .properties file to specify the necessary data and restart SavaPage to test the plug-in.

Apart from the standard plug-in keys, the plug-in file contains specific r out i ng. * keys as explained in the
table below.

routing.id ID stored as document ext_id (max 64 chars). See Section C.2.3.2.4, “GET /
documents/ext_id=<ext_id>" [306]

Placeholder values:

10 https:/iwww.smartschool .be/

1 https://gitl ab.com/savapage-ext/savapage-ext-oauth.git

12 ttps:/iwww.smartschool .be/

13 https://giitl ab.com/savapage-ext/savapage-ext-notification.git
14 nttps://en.wikipedia.org/wiki/QR_code
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routing.pdf.qrcode

» $pdf. grcode$ : QR code used in PDF.
A fixed or generated QR code.

Placeholder values:
» $uui d$ : Generated UUID.

RESTful POST request to register print job and obtain QR code.

routing.pdf.grcode.rest.uri
routing.pdf.qrcode.rest.user
routing.pdf.qrcode.rest.password

routing.pdf.qrcode.rest.post.request.entity

routing.pdf.grcode.rest.post.request.mediatype

routing.pdf.qgrcode.rest.post.response.mediatype

QR codeimage
routing.pdf.qrcode.size
routing.pdf.qrcode.qz

routing.pdf.qrcode.pos

routing.pdf.qrcode.pos.margin.x
routing.pdf.grcode.pos.margin.y
Header

routing.pdf.header
routing.pdf.header.font.size
routing.pdf.header.margin.top
Footer

routing.pdf.footer
routing.pdf.footer.font.size

routing.pdf.footer.margin.bottom

RESTful resource URI.

HTTP Basic Authentication User and Password.

The entity to be POST-ed.

Placeholder values:

* $uui d$ : Generated UUID.

* $user_i d$: Userid

* $client_i p$:Client IPaddress

e $printer_nanme$ : CUPS printer name

* $j ob_nane$ : Print Job Name (document name)

* $job_tine$: Print Job datetimein ISO_8601 format

» $page_wi dt h_m : Print Job first page width (millimeters).

» $page_hei ght _mm® : Print Job first page height (millimeters).

Media type!® of request entity. For example:

e text/plain
e application/json

Mediatype of the QR code. For now, t ext / pl ai n istheonly value supported,
meaning the QR code must be delivered as plain text.

Square QR code size in millimeters (width == height).
Quiet zone ®in millimeters. When not specified, zero (0) is applied.

Position in PDF document. TL (top-left, default), TR (top-right), BL (bot-
tom-left), BR (bottom-right).

Marginsin millimeters.

Header text: Helvetica Font, color Gray.
Font size points (pt).

Top margin in millimeters.

Footer text: Helvetica Font, color Gray.
Font size points (pt).

Bottom margin in millimeters.

8The Quiet Zone (QZ) is the area around the QR code that is clear of text, graphics, and any other printing. The QZ helps isolate a QR code
of its surroundings in order to guarantee a correct readability.

Table M.3. PP Routing Plug-in: .propertieskeys

15 https://en.wikipedia.org/wiki/Media_type
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Some examples:

» A plug-in using SavaPage RESTful service to echo a generated QR code. This has no practical use other than
to test the RESTful interface.

routing. i d=$pdf. qrcode$

routing. pdf.qgrcode.rest.uri=https://|ocal host:8632/restful/vl/tests/echo
routing. pdf. grcode. rest. user =adni n

routing. pdf. grcode. rest. passwor d=passwor d

routing. pdf. grcode. rest. post. request.entity=3uui d$

routing. pdf. grcode. rest. post.request. nedi at ype=text/plain

routing. pdf. grcode. rest. post.response. nedi at ype=text/pl ain

routing. pdf. grcode. si ze=12
routing. pdf. qrcode. qz=2

routi ng. pdf . grcode. pos=BR

routing. pdf. grcode. pos. mar gi n. x=9
routing. pdf. qrcode. pos. mar gi n. y=35

routing. pdf. header =Sanpl e Header Text
routing. pdf . header. font. si ze=8
routing. pdf . header. mar gi n. t op=15

routing. pdf. f oot er=Sanpl e Footer Text
routing. pdf . footer.font.size=6
routing. pdf. fooot er. mar gi n. bot t on10

* A plug-in caling a third-party RESTful service to obtain a QR code. See RESTful Client configuration prop-
erties.

routing.id=$pdf. grcode$

routing. pdf.qgrcode.rest.uri=https://192.168. 1. 51: 8080/ r egi st er
routing. pdf. grcode. rest. user =savapage
routing. pdf. grcode. rest . passwor d=el ah7deV
routing. pdf.grcode. rest. post.request.entity={"printUser":"$user_id$",\
"printlp":"$client_ip$",\
“printerName":"$printer_name$",\
"docTitle":"$j ob_name$", \
“printTinme":"$job_time$"}
routing. pdf. grcode. rest. post.request. nedi at ype=appl i cati on/json
routing. pdf. grcode. rest. post.response. nedi at ype=text/pl ain

routing. pdf. grcode. si ze=12
routing. pdf. grcode. qz=2
routing. pdf. grcode. pos=BR

routing. pdf. grcode. pos. mar gi n. x=9
routing. pdf. grcode. pos. mar gi n. y=35

¥ | Note

Multiple IPP Routing Plug-ins can be active in / opt / savapage/ ext directory. Each one will be
executed upon an | PP Routing event. The order of execution is undefined.

M.5. User Source Plug-ins

See Section 4.11.1.3, “ Custom” [134].

Tip

A sample CLI program cust omt aut h- sync- sanpl e. sh with both plug-in interfaces combined is
foundin/ opt / savapage/ server/ exanpl es/ ext/ .
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M.5.1. User Synchronization Plug-in

--list-users List of al users. Each user is separated by \ n. User details must be supplied in the
correct order separated by \ t likethis:

User Nane\ t Ful | Nane\ t Enai | \ t Car dNunber \ t | DNunber\ n

User Nane identifies the user and is mandatory. Other fields can be void with re-
spect to the mandatory \ t field separator. Note: Email isthe Primary email.

--list-groups List of all groups. Each group is separated by \ n. Group details must be supplied in
the correct order separated by \ t like this:

GroupNane\ t Ful | Nane\ n

Gr oupNan® identifies the group and is mandatory. Ful | Nanme can be void with
respect to the mandatory \ t field separator.

--get-user-details [UserNane] User Nane details separated by \ t asin--1i st -users.

--get-group-details [ G oupNane] G oupNane detailsseparated by \ t asin-- | i st-groups.

--list-group-nmenbers [ G oupNane] List of usersasin- -1 i st - user s that are member of G oupNane.

--is-group-present [ G oupNane] Y if G oupNanre is present, Nif not.

--is-user-in-group [ Gr oupNarre] Y if User Nane isamember of G oupNang, Nif not.

[ User Nane]

--rfid-format The Card Number Format as LSB| M5B and HEX| DEC. For example:
LSB\ t HEX\ n

TableM .4. User Synchronization Plug-in CLI

M.5.2. User Authentication Plug-in

N

User Nanme\ nPasswor d\ n K if authentication succeeded, ERROR if not.

TableM.5. User Authentication Plug-in CLI
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Appendix N. PaperCut Integration

7

—

PaperCut is a popular print and copy management software product developed by PaperCut Software! based in
Melbourne, Australia.

Some functions that are not present in PaperCut can be implemented with SavaPage as pre-processor and inte-
grator.

] | Note

See Section 4.11.11.1, “PaperCut Integration” [153] on how to set the PaperCut Connectivity options.

N.1l. Delegated Print to PaperCut

Delegated Print is integrated with PaperCut when the following conditions are met:

» PaperCut Integration is enabled: see Section 4.11.11.1, “ PaperCut Integration” [153]

» Delegated Print and Delegated Print integration with PaperCut are enabled: see Section 4.11.8.2, “Proxy Print
Delegation” [149] and Section 4.11.11.1, “PaperCut Integration” [154].

The Proxy Printer must meet the following requirements:

» The Proxy Printer is managed by PaperCut.

» The Proxy Printer is configured as non-secure. See Section 4.11.8, “Proxy Print” [147]. If secure printing is
required it must be configured in PaperCut and not in SavaPage.

& | Warning

A Delegated Print job is denied when the delegate or any of the delegators does not exist in PaperCut.
Thislimitation can easily be solved when both systems synchronize from the same user source. See Sec-
tion 4.11.1, “User Source” [131].

Tipsfor further reading:

» Section A.3.3, “Delegated Print - PaperCut Scenario” [284].
» Section A.3.2, “Delegated Print - Job Ticket - PaperCut - Scenario” [283].

N.1.1. PaperCut Configuration

N.1.1.1. Step 1 - Create shared account

Create a shared parent account called SavaPage. This top-level account must be present, since severa sub-
accounts will be lazy created by SavaPage.

In addition, any printer used for Delegated Print must be configured to charge to thisaccount. See Section N.1.1.3,
“Step 3 - Configure Printers’ [364].

*] | Note

The PaperCut shared account name is known by the SavaPage configuration key:

L hitps://www.papercut.com/
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proxy-print. del egat e. paper cut. account . shar ed. par ent
Thevaluedefaultsto SavaPage. See Section 4.11.14, “ Config Editor” [165] on how to changethisvalue.
N.1.1.2. Step 2 - Enable Multiple Personal Accounts

Enable the PaperCut “Multiple Personal Accounts’ option and add the personal account SavaPage. Thisaccount
must be present for it is used by SavaPage to charge printing coststo individual persons.

©® | Important

The PaperCut personal account name is known by the SavaPage configuration key:
pr oxy-print. del egat e. paper cut. account . per sonal
The value defaultsto SavaPage.

The account type for this account as determined by PaperCut in its own configuration key mul ti - per -
sonal - account s. defi ni ti ons (with values like USER- 001, USER- 002) can be set with this

key:
proxy-print. del egat e. paper cut. account . personal -type

When avalueis specified it is used to filter personal account transactions in JIDBC queries (CSV down-
loads) for the Delegated Print context.

See Section 4.11.14, “Config Editor” [165] on how to change these values.

N.1.1.3. Step 3 - Configure Printers

Take amoment to consider how you want the PaperCut printers that are used for SavaPage Delegated Print to act.
A likely scenario is that you want these printers to be virtual hold/release queues so users can enjoy follow-me
printing, and release print jobs at a series of physical printers. Or, may be you want these jobs to be released by
administrators only. Consult the PaperCut User Manual on how implement the desired scenario.

Thereisone crucial printer configuration property though that must be addressed. Make sure that Override user -
level settingsis set, and activate Do not show account popups and allocate jobs to: a single shared account .
Use the Shared Account SavaPage (as created in Step 1) and select the Charge shared account option.

Now, when a Delegated Print job is successfully printed by PaperCut, the cost will be automatically charged to
the shared SavaPage account.

N.1.2. PaperCut Delegated Print Processing

SavaPage monitors the print job statusin PaperCut and, when printing is successful, charges the costs, as reported
by PaperCut, to the proper PaperCut accounts, as explained in the section below.

(1] ‘ | mportant
In addition to PaperCut Account processing, account transactions are still added to SavaPage as explained

in Section 3.5.8, “Delegated Print Edit” [51]. However, the printing costs reported by PaperCut overrule
any costs defined in SavaPage for regular printing. For Job Tickets, SavaPage cost is leading.

N.1.3. PaperCut Delegated Print Accounting

SavaPage uses the PaperCut cost total of the Delegated Print job to add extra PaperCut account transactions. The
comment of each account transaction holds a combination of pipe-separated (| ) job parameter fields, with the
following meaning:
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« delegate : the user (delegate) who printed the job on behalf of the target users (delegators).

» class: the “class’ atarget user belongsto. A value of “-” (minus) means the user does not belong to a class.
A class can be of type:

» shared : a SavaPage Shared Account.
e group : aSavaPage Group Account.
* copies: the number of document copies printed (a negative number for a Refund).
» pages: number of pages within the document.
* size: the page size of the document (A4, A3).
 duplex: D for duplex, Sfor simplex.
« color : Cfor color, G for grayscale.
» id: CUPSjob ID, optionally preceded by Job Ticket Number or Tag.
* document : the document name.
» comment : any comment entered by the delegate.

Asarule SavaPage charges target usersindividually for print copies.

As an extra, solely for reporting purposes, dedicated PaperCut shared accounts are used to accumulate cost and
job information globally (the SavaPage\ Jobs account) and per User Class.

Y ‘ | mportant

No transaction appears in any PaperCut account when the cost of aprint job is zero. For transactions to
appear you need to specify page cost at the PaperCut printer configuration.

N.1.3.1. PaperCut User Accounting

SavaPage proportionally splits the cost total of the printed Delegated Print job over individual users (delegators),
directly or indirectly by group membership. Costs are charged to their personal user account named SavaPage.
The comment format of the transaction is:

group | delegate | copies | pages | size | duplex | color | id | docunent
| coment

Copies for users not belonging to a group have dummy group “- " (minus).

N.1.3.2. PaperCut User Class Accounting

SavaPage proportionally splits the cost total of the printed Delegated Print job over “classes’. Class cost is pro-
portional to the sum of the print copies for users belonging to the class. This cost is charged to a shared child
account of the SavaPage parent account, with format:

savapage. [ cl ass] . [ nane]

The[ cl ass] placeholder stands for the class type and can have value gr oup or shar ed. The [ nane] is
placeholder for the class name. The name of a shar ed child account is prefixed with the name of its parent,
separated by adot character (aspar ent . chi | d).

PaperCut shared child accounts are ad-hoc created by SavaPage on first use.
The comment format of the transaction is:

del egate | copies | pages | size | duplex | color | id | document | conment

N.1.3.3. PaperCut Job Accounting

As an extra, for each Delegated Print job, SavaPage adds a transaction to the shared child account “Jobs” of the
SavaPage parent account. The comment format of the transaction is:
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del egate | copies | pages | size | duplex | color | id | delegate@l ass-1 |
copies-1| ... | delegate@l ass-n | copies-n | docunent | commrent

The del egate@l ass | copi es field group shows the printed copies per class and is repeated for each
class that was printed for. Copies for users not belonging to a class are accumulated in dummy class“- " (minus).

¥ | Note

The PaperCut shared child account name is known by the SavaPage configuration key:
pr oxy-print. del egat e. papercut. account. shared. chil d. jobs

The value defaultsto Jobs. See Section 4.11.14, “Config Editor” [165] on how to change this value.

N.1.4. PaperCut Queries and Reports

Use the on-line queries and run the reportsin the PaperCut Admin Web App to answer questions about Delegated
Print jobs and transactions from the following perspectives.

N.1.4.1. User Prints

SavaPage documents printed for a user.

Users —» User List — User Details — Transactions gives a quick on-line view of persona account transactions.
Sort and filter to find the SavaPage transactions.

Use Reports — Transaction Reports — Transaction logs to generate a SavaPage transaction report for a user or
user group over aperiod of time. The report showsthe individual transaction details and the total amount charged.

(1] ‘ | mportant
PaperCut does not have a Transaction Report to accumulate transaction totals per user over a period

of time. Please use the Delegator Invoicing from PaperCut [154] export function in SavaPage for that
purpose.

N.1.4.2. Class Prints

SavaPage documents printed for a class.

Select Accounts — Shared Account List — Account Details — Transaction for a SavaPage class account to get a
quick on-line view of account transactions. Sort and filter to find transactions.

The Reports — Shared Account Reports section contains many reports that summarize printing activity charged
to shared accounts. Select the SavaPage class account to get a transaction summary report for a period of time.

N.1.4.3. Delegate Prints

SavaPage documents printed by a delegate.

Users — User List — User Details - Job Log gives aquick on-line view of the documents printed by a delegate
user. Sort and filter to find the print jobs charged to the shared SavaPage account.

N.1.4.4. Delegate Class Prints

SavaPage documents printed by a delegate for a class.
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Select Accounts — Shared Account List — Account Details — Transaction for the SavaPage Jobs account to get
a quick on-line view of account transactions. Since the comment contains formatted information about classes,
you can select transactions with the “Comment containing” filter.

Likewiseyou can use Reports — Transaction Reports — Transaction logsto generate a SavaPage\Jobstransaction
report for over a period of time. The report shows the individual transaction details and the total amount charged.

N.2. Personal Print to PaperCut

Personal Print isintegrated with PaperCut when the following conditions are met:

* PaperCut Integration is enabled.

» Delegated Print is disabled.

* Personal Print integration with PaperCut [154] is enabled.
e The Proxy Printer is managed by PaperCuit.

The job can be printed Non-Secure or in Hold or Direct Print Mode.

Tip

A proxy printer can be configured as hold/release in both SavaPage and PaperCut with different expiration
times. In this way SavaPage can act as long-term gateway to short-term PaperCut follow-me printing.
This can be an efficient strategy, because SavaPage storage is lean (just the PDF document with print
job parameters), while PaperCut stores bulky spool files. Snce SavaPage cost is used to communicate
Paper Cut cost before print release, make sure SavaPage cost matches Paper Cut cost.

See Section A.2.3, “Personal Print - PaperCut Scenario” [281].

N.3. Advanced Print Configuration

N.3.1. PaperCut Print Log Monitoring

PaperCut print job status is monitored for a maximum number of minutes, as set in configuration item pr oxy-
print. papercut. print-Iog. max-m ns (default 7200). See Section 4.11.14, “Config Editor” [165] on
how to change thisvalue.

©® | Important

Disable any setting in PaperCut that requires a user to run the PaperCut client software. For instance, for
pop-up authentication, shared account selection or print confirmation. Beware, that when a user prints
to a PaperCut managed printer from the SavaPage User Web App, and action is required in a PaperCut
popup dialog, the PaperCut Print Log Monitoring will never see the print job cancellation, when the user
does not respond within time.

N.4. PaperCut User Sync and Auth Interface

With the absence of acommon User Source, SavaPage can act as PaperCut User Sync and Auth Interface. In this
way Internal Users can be synchronized to and authenticated in PaperCut.

The interface is implemented as HTTP Basic Auth service. This interface can easily be used in Python or Lin-
ux cur | scripts. Sample scripts for use in PaperCut Custom Sync2 areavailablein/ opt / savapage/ ser v-
er/ exanpl es/ paper cut/

2 https://www.papercut.com/kb/M ain/CaseStudy CustomUser Syncl ntegration
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ext.papercut.user.sync.enable Setto Y or N (default) to enable/disable PaperCut Custom User Sync Integration.

ext.papercut.user.sync.username Basic HTTP Authentication User name.

ext.papercut.user.sync.password Basic HTTP Authentication User password.

ext.papercut.user.sync.ip-addresses-allowed Thalelmed client IP addresses as a CIDR Set. When void, not a single client
is .

Table N.1. Paper Cut User Sync and Auth Interface Configuration Properties

See Section 4.11.14, “Config Editor” [165] on how to set these properties.

N.5. PaperCut Personal User Account

o

..I.

*] | Preview

PaperCut Personal User Account is a Feature Preview that is partly operational and impermanent. The
preview is offered to provoke feedback based on real world use. Please tell us your experience.

Visibility of the PaperCut Personal User Account can be enabled.

financial .user.account.papercut.enable Setto Y or N (default) to enable/disable visibility of PaperCut Personal Account.

Theeffect of enabled visibility isthat a SavaPage and PaperCut icon isused asamount
prefix to distinguish between the two account types. See the following sections:

¢ Figure 4.24, “Admin Web App: User - PaperCut Account Balance” [90].

¢ Figure 4.48, “Admin Web App: Account - SavaPage Account Balance” [105].
¢ Figure 3.65, “User Web App: Log - SavaPage User Account Transaction” [65].
¢ Section 3.10.5, “Financial” [72].

¢ Section 8.2, “Payment Page” [204].

¢ Section 8.2.1, “Payment Dialog” [205].

Also see Section 7.2, “Sales” [198].

Table N.2. Paper Cut Personal User Account Configuration Settings

See Section 4.11.14, “ Config Editor” [165] on how to enter this property.

N.6. Integration Pitfalls

The state of the two systems involved in the print chain (SavaPage, PaperCut) is tightly coupled. Restoring an
earlier backup of either system can break thework-flow for pending jobs and | ead to unwanted results. For instance:

¢ When a backup of SavaPageisrestored, it will not handle jobs that were submitted to PaperCut after the backup
point. In these cases SavaPage will show a print job status that does not reflect the real situation. On the other
side, jobs that were already fully processed, might be re-processed by SavaPage, |eading to extra charges on
the shared PaperCut accounts.

« When a backup of PaperCut is restored, SavaPage will not find PaperCut print status information for pending
jobs that were submitted to PaperCut after the backup point. In these cases SavaPage will show an error print
job status, when in real the job is completed or cancelled.

To avoid integration problems, review your backup and restore strategy carefully.
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Make sure you create backups of both SavaPage and PaperCut at the same point in time. Also, be sure that at
the time of backup all pending print jobs are fully processed. When you need to restore, use backups of the same
snapshot time, first restore PaperCut and than SavaPage.
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Appendix O. Job Scheduling

SavaPage background jobs are scheduled with Cron Trigger Format expressions.

O.1. Cron Trigger Format

Cron Trigger Format is similar to GNU/Linux cr on scheduling expressions. An extensive tutorial can be found
herel, and asimplified introduction is presented in this section.

A Cron Trigger is an expression comprised of 6 mandatory fields separated by white space.

e

Seconds Not relevant in our case: can be zero.
Minutes 0-59 , - F

Hours 0-23 , -

Day of month | 1-31 , - *?

Month 1-12 , - * Range isidentical to JAN- DEC.
Day of week 1-7 , - *? Rangeisidentical to SUN- SAT.

Note: GNU/Linux cr on usesrange 0- 6.
TableO.1. Cron Trigger Format - simplified

Specia character values are:

» , :used to specify additional values. For example, “2,4,6” in the day-of-week field means the days Monday,
Wednesday, and Friday.

» - : usedto specify ranges. For example, “2-6" in the day-of-week field means the days Monday to Friday.

» * :usedto select all valueswithin afield. For example: * in the Hours field means “every hour”.

» ?:used to select no specific value. Thisis useful when you need to specify something in one of the two fields
in which the character is allowed, but not the other. For example, if | want atrigger to fire on a particular day
of the week (say, Sunday), but don’'t care what day of the month that happens to be, you would put 1 in the
day-of-week field, and ? in the day-of-month field.

O.2. Hourly Jobs

Hourly Jobs execute according to thedefault Cron Trigger Expression” 0 0 * * * ?" containedin configuration
key schedul e. hour | y. SeeSection4.11.14, “Config Editor” [ 165] on how to changethisvaue. Thefollowing
jobs are executed:

» Renewal of CUPS notification subscription for CUPS Natifier. See CUPS Configuration Properties.

O.3. Daily Jobs

Regular Daily Jobs execute 10 minutes past midnight, according to the default Cron Trigger Expression” 0 10
0 * * ?" contained in configuration key schedul e. dai | y. See Section 4.11.14, “Config Editor” [165] on
how to change this value. The following jobs are executed:

e User Synchronization

» Document Store Cleanup.

* Printer Group Cleanup.

e Community Membership Check.

L hitps://www.quartz-schedul er.org/documentation/quartz-2.3.0/tutorial 'tutorial -l esson-06.html
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O.4. Daily Maintenance

Overnight maintenance synchronization takes place 55 minutes past midnight, according to the default Cron Trig-
ger Expression"0 55 0 * * ?" contained in configuration key schedul e. dai | y- mai nt enance. See
Section 4.11.14, “Config Editor” [165] on how to change this value. The following jobs are executed:

* Printer SNMP refresh.
e User Home Clean.

O.5. Weekly Jobs

Default weekly backups take place at 20 minutes past midnight on Sunday morning 2, as in the Cron Trigger
Expresson"0 20 0 ? * 1" contained in configuration key schedul e. weekl y. See Section 4.11.14,
“Config Editor” [165] on how to change this value. The following jobs are executed:

* Database Backup and Cleanup.

0O.6. Monthly Jobs

This schedule isreserved for future monthly jobs and will be performed 30 minutes past midnight on the first day
of each month, according to the default Cron Trigger Expression”0 30 0 1 * ?" contained in configuration
key schedul e. nont hl y.

O.7. Atom Feed Job

Data for Atom Feed Service is prepared by an Atom Feed job that runs on Tuesday till Saturday at 3:00 AM,
asin the Cron Trigger Expression”"0 0 3 ? * 3-7" contained in configuration key f eed. at om ad-
m n. schedul e. See Section 4.11.14, “ Config Editor” [165] on how to change this value.

2 The 20 minutes past midnight for the weekly job is chosen to avoid a potential performance bottleneck with server processes that occur
exactly at midnight.
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GNU AFFERO GENERAL PUBLI C LI CENSE
Version 3, 19 Novenber 2007

Copyright (C 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permtted to copy and distribute verbatim copies
of this |icense document, but changing it is not allowed.

Pr eanbl e

The GNU Affero General Public License is a free, copyleft |icense for
sof tware and ot her kinds of works, specifically designed to ensure
cooperation with the community in the case of network server software

The |icenses for nost software and ot her practical works are designed
to take away your freedomto share and change the works. By contrast,
our General Public Licenses are intended to guarantee your freedomto
share and change all versions of a program-to nake sure it remains free
software for all its users

When we speak of free software, we are referring to freedom not
price. Qur General Public Licenses are designed to make sure that you
have the freedomto distribute copies of free software (and charge for
themif you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things

Devel opers that use our Ceneral Public Licenses protect your rights
with two steps: (1) assert copyright on the software, and (2) offer
you this License which gives you | egal perm ssion to copy, distribute
and/ or nodify the software

A secondary benefit of defending all users' freedomis that
i nprovenments made in alternate versions of the program if they
receive wi despread use, becone avail able for other devel opers to
incorporate. Many devel opers of free software are heartened and
encouraged by the resulting cooperation. However, in the case of
sof tware used on network servers, this result may fail to cone about.
The GNU CGeneral Public License pernmits making a nodified version and
letting the public access it on a server without ever releasing its
source code to the public

The GNU Affero General Public License is designed specifically to
ensure that, in such cases, the nodified source code becomes avail abl e
to the community. It requires the operator of a network server to
provi de the source code of the nodified version running there to the
users of that server. Therefore, public use of a nodified version, on
a publicly accessible server, gives the public access to the source
code of the nodified version

An ol der license, called the Affero General Public License and
publ i shed by Affero, was designed to acconplish simlar goals. This is
a different |license, not a version of the Affero GPL, but Affero has
rel eased a new version of the Affero GPL which pernits relicensing under
this license

The precise terns and conditions for copying, distribution and
nodi fication follow

TERVS AND CONDI Tl ONS
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0. Definitions.
"This License" refers to version 3 of the GN\U Affero General Public License

"Copyright" al so means copyright-like |laws that apply to other kinds of
wor ks, such as sem conduct or masks.

"The Programt refers to any copyrightable work |icensed under this
Li cense. Each licensee is addressed as "you". "Licensees" and
"reci pients" may be individuals or organizations

To "nmodi fy" a work means to copy fromor adapt all or part of the work
in a fashion requiring copyright perm ssion, other than the making of an
exact copy. The resulting work is called a "nodified version" of the
earlier work or a work "based on" the earlier work

A "covered work" means either the unnodified Programor a work based
on the Program

To "propagate" a work neans to do anything with it that, w thout
perm ssion, woul d nake you directly or secondarily liable for
i nfringement under applicable copyright |aw, except executing it on a
conputer or nodifying a private copy. Propagation includes copying
distribution (with or without nodification), making available to the
public, and in sone countries other activities as well.

To "convey" a work means any ki nd of propagation that enabl es other
parties to nake or receive copies. Mere interaction with a user through
a conmputer network, with no transfer of a copy, is not conveying

An interactive user interface displays "Appropriate Legal Notices"
to the extent that it includes a convenient and prom nently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that |icensees may convey the
wor k under this License, and how to view a copy of this License. If
the interface presents a |list of user conmands or options, such as a
menu, a prominent itemin the list meets this criterion

1. Source Code

The "source code" for a work neans the preferred formof the work
for making nodifications to it. "Object code" means any non-source
formof a work

A "Standard Interface" nmeans an interface that either is an official
standard defined by a recogni zed standards body, or, in the case of
interfaces specified for a particul ar progranm ng | anguage, one that
is widely used anong devel opers working in that |anguage

The "System Li brari es" of an executable work include anything, other
than the work as a whole, that (a) is included in the nornal form of
packagi ng a Maj or Conponent, but which is not part of that Major
Conmponent, and (b) serves only to enable use of the work with that
Maj or Conponent, or to inplement a Standard Interface for which an
inmplenentation is available to the public in source code form A
"Maj or Conponent", in this context, neans a major essential conponent
(kernel, wi ndow system and so on) of the specific operating system
(if any) on which the executable work runs, or a conpiler used to
produce the work, or an object code interpreter used to run it.

The "Correspondi ng Source" for a work in object code form neans al
the source code needed to generate, install, and (for an executable
wor k) run the object code and to nodify the work, including scripts to
control those activities. However, it does not include the work's
System Li braries, or general-purpose tools or generally available free
progranms which are used unnodified in perform ng those activities but
whi ch are not part of the work. For exanple, Correspondi ng Source
includes interface definition files associated with source files for
the work, and the source code for shared |libraries and dynamcally
I'i nked subprograns that the work is specifically designed to require
such as by intinmate data comuni cation or control flow between those
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subprograns and ot her parts of the work.

The Correspondi ng Source need not include anything that users
can regenerate automatically fromother parts of the Correspondi ng
Sour ce

The Corresponding Source for a work in source code formis that
same wor K.

2. Basic Perm ssions

Al rights granted under this License are granted for the term of
copyright on the Program and are irrevocabl e provi ded the stated
conditions are net. This License explicitly affirms your unlinited
permission to run the unnodified Program The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknow edges your
rights of fair use or other equivalent, as provided by copyright |aw.

You may neke, run and propagate covered works that you do not
convey, without conditions so |ong as your |icense otherw se remains
in force. You may convey covered works to others for the sol e purpose
of havi ng them nake nodifications exclusively for you, or provide you
with facilities for running those works, provided that you conply with
the terns of this License in conveying all material for which you do
not control copyright. Those thus making or running the covered works
for you nmust do so exclusively on your behal f, under your direction
and control, on terms that prohibit them from maki ng any copies of
your copyrighted material outside their relationship with you

Conveyi ng under any other circunstances is permtted sol ely under
the conditions stated bel ow. Sublicensing is not allowed; section 10
makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-C rcunvention Law.

No covered work shall be deenmed part of an effective technol ogi ca
measure under any applicable law fulfilling obligations under article
11 of the WPO copyright treaty adopted on 20 Decenber 1996, or
simlar |aws prohibiting or restricting circumventi on of such
neasur es.

When you convey a covered work, you waive any |egal power to forbid
circunvention of technol ogi cal neasures to the extent such circunvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaimany intention to linmt operation or
nodi fication of the work as a neans of enforcing, against the work's
users, your or third parties' legal rights to forbid circunvention of
technol ogi cal neasures

4. Conveying Verbati m Copi es.

You may convey verbatim copies of the Program s source code as you
receive it, in any nmedium provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice
keep intact all notices stating that this License and any
non-perm ssive terns added in accord with section 7 apply to the code
keep intact all notices of the absence of any warranty; and give al
recipients a copy of this License along with the Program

You may charge any price or no price for each copy that you convey,
and you may of fer support or warranty protection for a fee

5. Conveying Mdified Source Versions
You may convey a work based on the Program or the nodifications to
produce it fromthe Program in the form of source code under the

terms of section 4, provided that you al so nmeet all of these conditions

a) The work nust carry prom nent notices stating that you nodified
it, and giving a relevant date
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b) The work nust carry promi nent notices stating that it is

rel eased under this License and any conditions added under section
7. This requirenment nodifies the requirement in section 4 to
"keep intact all notices"

c) You nust license the entire work, as a whole, under this

Li cense to anyone who cones into possession of a copy. This
License will therefore apply, along with any applicable section 7
additional terns, to the whole of the work, and all its parts,
regardl ess of how they are packaged. This License gives no
permission to license the work in any other way, but it does not
inval i date such permission if you have separately received it.

d) If the work has interactive user interfaces, each nust display
Appropriate Legal Notices; however, if the Program has interactive
interfaces that do not display Appropriate Legal Notices, your
wor k need not nake them do so

A conpilation of a covered work with other separate and i ndependent
wor ks, which are not by their nature extensions of the covered work,
and which are not conmbined with it such as to forma |arger program
in or on a volume of a storage or distribution medium is called an
"aggregate" if the conpilation and its resulting copyright are not
used to limt the access or legal rights of the conpilation's users
beyond what the individual works permit. Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate

6. Conveyi ng Non- Sour ce For mns.

You may convey a covered work in object code formunder the terns
of sections 4 and 5, provided that you al so convey the
machi ne-r eadabl e Correspondi ng Source under the ternms of this License
in one of these ways

a) Convey the object code in, or enbodied in, a physical product
(including a physical distribution mediunm, acconpanied by the
Correspondi ng Source fixed on a durable physical nedium
customarily used for software interchange

b) Convey the object code in, or enbodied in, a physical product
(including a physical distribution medium, acconpanied by a
witten offer, valid for at |east three years and valid for as

Il ong as you offer spare parts or custonmer support for that product
nmodel , to give anyone who possesses the object code either (1) a
copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durabl e physical
medi um customarily used for software interchange, for a price no
nmore than your reasonabl e cost of physically performng this
conveyi ng of source, or (2) access to copy the

Correspondi ng Source froma network server at no charge

c) Convey individual copies of the object code with a copy of the
witten offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncomrerci ally, and
only if you received the object code with such an offer, in accord
wi th subsection 6b

d) Convey the object code by offering access from a designated
place (gratis or for a charge), and offer equival ent access to the
Correspondi ng Source in the sane way through the same place at no
further charge. You need not require recipients to copy the
Correspondi ng Source along with the object code. |If the place to
copy the object code is a network server, the Correspondi ng Source
may be on a different server (operated by you or a third party)
that supports equival ent copying facilities, provided you naintain
clear directions next to the object code saying where to find the
Correspondi ng Source. Regardless of what server hosts the
Correspondi ng Source, you remain obligated to ensure that it is
avail able for as long as needed to satisfy these requirenents.

e) Convey the object code using peer-to-peer transm ssion, provided
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you i nform other peers where the object code and Correspondi ng
Source of the work are being offered to the general public at no
charge under subsection 6d

A separabl e portion of the object code, whose source code is excluded
fromthe Corresponding Source as a System Library, need not be
included in conveying the object code work.

A "User Product" is either (1) a "consuner product”, which neans any
tangi bl e personal property which is nornmally used for personal, famly
or househol d purposes, or (2) anything designed or sold for incorporation
into a dwelling. In determ ning whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particul ar
product received by a particular user, "nornally used" refers to a
typi cal or common use of that class of product, regardl ess of the status
of the particular user or of the way in which the particul ar user
actual ly uses, or expects or is expected to use, the product. A product
is a consuner product regardl ess of whether the product has substantia
commercial, industrial or non-consuner uses, unless such uses represent
the only significant nobde of use of the product.

"Installation Information" for a User Product means any net hods
procedures, authorization keys, or other information required to instal
and execute nodified versions of a covered work in that User Product from
a nodified version of its Correspondi ng Source. The information nust
suffice to ensure that the continued functioning of the nodified object
code is in no case prevented or interfered with solely because
nodi fication has been made

If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardl ess of how the transaction is characterized), the
Correspondi ng Source conveyed under this section nust be acconpani ed
by the Installation Information. But this requirenent does not apply
if neither you nor any third party retains the ability to instal
nodi fi ed object code on the User Product (for exanple, the work has
been installed in ROV.

The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been nodified or installed by the recipient, or for
the User Product in which it has been nodified or installed. Access to a
network may be denied when the nodification itself materially and
adversely affects the operation of the network or violates the rules and
protocol s for comuni cation across the network.

Correspondi ng Source conveyed, and Installation |Information provided
in accord with this section nust be in a format that is publicly
docunmented (and with an inplenentation available to the public in
source code forn), and nmust require no special password or key for
unpacki ng, readi ng or copying

7. Additional Terns.

"Addi ti onal perm ssions" are ternms that supplement the ternms of this
Li cense by maki ng exceptions fromone or nore of its conditions
Addi ti onal perm ssions that are applicable to the entire Program shal
be treated as though they were included in this License, to the extent
that they are valid under applicable law. |f additional perm ssions
apply only to part of the Program that part may be used separately
under those perm ssions, but the entire Programrenmains governed by
this License without regard to the additional perm ssions

When you convey a copy of a covered work, you nmay at your option
renmove any additional perm ssions fromthat copy, or fromany part of
it. (Additional perm ssions may be witten to require their own
removal in certain cases when you nodify the work.) You may pl ace
addi ti onal permi ssions on material, added by you to a covered work,
for which you have or can give appropriate copyright perm ssion
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Not wi t hst andi ng any ot her provision of this License, for material you
add to a covered work, you may (if authorized by the copyright hol ders of
that material) supplenment the terns of this License with ternmns:

a) Disclaiming warranty or limting liability differently fromthe
terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable |egal notices or
author attributions in that material or in the Appropriate Lega
Noti ces di spl ayed by works containing it; or

c) Prohibiting msrepresentation of the origin of that material, or
requiring that nodified versions of such material be marked in
reasonabl e ways as different fromthe original version; or

d) Limting the use for publicity purposes of nanes of |icensors or
authors of the material; or

e) Declining to grant rights under trademark |aw for use of sone
trade nanmes, trademarks, or service marks; or

f) Requiring indemification of |icensors and authors of that

mat eri al by anyone who conveys the material (or nodified versions of
it) with contractual assunptions of liability to the recipient, for
any liability that these contractual assunptions directly inpose on
those licensors and aut hors

Al'l other non-perm ssive additional terns are considered "further
restrictions” within the neaning of section 10. |If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a termthat is a further
restriction, you may renove that term |f a |license docunent contains
a further restriction but permits relicensing or conveying under this
Li cense, you nay add to a covered work material governed by the terns
of that |icense document, provided that the further restriction does
not survive such relicensing or conveying

If you add terns to a covered work in accord with this section, you
must place, in the relevant source files, a statenment of the
additional ternms that apply to those files, or a notice indicating
where to find the applicable terns.

Addi tional terns, perm ssive or non-perm ssive, may be stated in the
formof a separately witten license, or stated as exceptions
the above requirements apply either way.

8. Term nation

You may not propagate or nodify a covered work except as expressly
provi ded under this License. Any attenpt otherw se to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent |icenses granted under the third
par agraph of section 11)

However, if you cease all violation of this License, then your
license froma particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and
finally term nates your |icense, and (b) permanently, if the copyright
hol der fails to notify you of the violation by sone reasonabl e neans
prior to 60 days after the cessation

Mor eover, your license froma particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
viol ation by some reasonable neans, this is the first time you have
received notice of violation of this License (for any work) fromthat
copyright hol der, and you cure the violation prior to 30 days after
your receipt of the notice

Term nation of your rights under this section does not term nate the
licenses of parties who have received copies or rights fromyou under
this License. |If your rights have been term nated and not permanently
reinstated, you do not qualify to receive new |licenses for the sane
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mat eri al under section 10
9. Acceptance Not Required for Having Copies

You are not required to accept this License in order to receive or
run a copy of the Program Ancillary propagati on of a covered work
occurring solely as a consequence of using peer-to-peer transm ssion
to receive a copy |ikew se does not require acceptance. However
not hing other than this License grants you perm ssion to propagate or
nmodi fy any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by nodifying or propagating a
covered work, you indicate your acceptance of this License to do so

10. Automatic Licensing of Downstream Reci pients

Each tine you convey a covered work, the recipient automatically
receives a license fromthe original licensors, to run, nodify and
propagate that work, subject to this License. You are not responsible
for enforcing conpliance by third parties with this License

An "entity transaction" is a transaction transferring control of an
organi zation, or substantially all assets of one, or subdividing an
organi zation, or merging organi zations. |f propagation of a covered
work results froman entity transaction, each party to that
transaction who receives a copy of the work al so receives whatever
licenses to the work the party's predecessor in interest had or could
gi ve under the previous paragraph, plus a right to possession of the
Correspondi ng Source of the work fromthe predecessor in interest, if
the predecessor has it or can get it with reasonable efforts

You may not inmpose any further restrictions on the exercise of the
rights granted or affirned under this License. For exanple, you may
not inpose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you nay not initiate litigation
(including a cross-claimor counterclaimin a lawsuit) alleging that
any patent claimis infringed by making, using, selling, offering for
sale, or inporting the Programor any portion of it.

11. Patents.

A "contributor" is a copyright hol der who authorizes use under this
Li cense of the Programor a work on which the Programis based. The
work thus licensed is called the contributor's "contributor version".

A contributor's "essential patent clains" are all patent clains
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by sone manner, permtted
by this License, of making, using, or selling its contributor version
but do not include clains that would be infringed only as a
consequence of further nodification of the contributor version. For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirements of
this License

Each contributor grants you a non-exclusive, worldw de, royalty-free
patent |icense under the contributor's essential patent clainms, to
make, use, sell, offer for sale, inport and otherw se run, nodify and
propagate the contents of its contributor version

In the following three paragraphs, a "patent |icense" is any express
agreenment or conmitment, however denom nated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringenment). To "grant" such a patent |license to a
party means to make such an agreenment or conmitment not to enforce a
patent agai nst the party.

If you convey a covered work, knowi ngly relying on a patent |icense
and the Correspondi ng Source of the work is not avail able for anyone
to copy, free of charge and under the ternms of this License, through a
publicly available network server or other readily accessible neans
then you nmust either (1) cause the Corresponding Source to be so
avail able, or (2) arrange to deprive yourself of the benefit of the
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patent license for this particular work, or (3) arrange, in a nanner
consistent with the requirenents of this License, to extend the patent
license to downstreamreci pients. "Knowi ngly relying" neans you have
actual know edge that, but for the patent |icense, your conveying the
covered work in a country, or your recipient's use of the covered work
in a country, would infringe one or nore identifiable patents in that
country that you have reason to believe are valid

If, pursuant to or in connection with a single transaction or
arrangenent, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent l|license to sonme of the parties
receiving the covered work authorizing themto use, propagate, nodify
or convey a specific copy of the covered work, then the patent |icense
you grant is automatically extended to all recipients of the covered
wor k and wor ks based on it.

A patent license is "discrimnatory" if it does not include wthin
the scope of its coverage, prohibits the exercise of, or is
condi ti oned on the non-exercise of one or nore of the rights that are
specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is
in the business of distributing software, under which you nmake payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who woul d receive the covered work fromyou, a discriminatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made fromthose copies), or (b) primarily
for and in connection with specific products or conpilations that
contain the covered work, unless you entered into that arrangenent,
or that patent |icense was granted, prior to 28 March 2007

Nothing in this License shall be construed as excluding or limting
any inplied |license or other defenses to infringenent that may
ot herwi se be available to you under applicable patent |aw

12. No Surrender of O hers' Freedom

If conditions are inposed on you (whether by court order, agreenent or
ot herw se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you nay
not convey it at all. For exanple, if you agree to terms that obligate you
to collect a royalty for further conveying fromthose to whomyou convey
the Program the only way you could satisfy both those terns and this
Li cense would be to refrain entirely from conveyi ng the Program

13. Renpte Network Interaction; Use with the GNU General Public License

Not wi t hst andi ng any ot her provision of this License, if you nodify the
Program your nodified version nust promnently offer all users
interacting with it renotely through a conmputer network (if your version
supports such interaction) an opportunity to receive the Corresponding
Source of your version by providing access to the Correspondi ng Source
froma network server at no charge, through sone standard or custonmary
means of facilitating copying of software. This Correspondi ng Source
shal | include the Correspondi ng Source for any work covered by version 3
of the GNU General Public License that is incorporated pursuant to the
fol | owi ng paragraph

Not wi t hst andi ng any ot her provision of this License, you have
permission to |link or conbine any covered work with a work |icensed
under version 3 of the GNU General Public License into a single
conbi ned work, and to convey the resulting work. The ternms of this
License will continue to apply to the part which is the covered work,
but the work with which it is conbined will remain governed by version
3 of the GNU General Public License.

14. Revised Versions of this License

The Free Software Foundati on may publish revised and/or new versions of
the GNU Affero General Public License fromtine to tine. Such new versions
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wWill be simlar in spirit to the present version, but may differ in detail to
address new probl ens or concerns.

Each version is given a distinguishing version nunber. |f the
Program specifies that a certain nunbered version of the GNU Affero General
Public License "or any later version" applies to it, you have the
option of following the terns and conditions either of that nunbered
version or of any |ater version published by the Free Software
Foundation. |f the Program does not specify a version nunber of the
G\U Affero General Public License, you may choose any version ever published
by the Free Software Foundati on.

If the Program specifies that a proxy can decide which future
versions of the GNU Affero General Public License can be used, that proxy's
public statenent of acceptance of a version permanently authorizes you
to choose that version for the Program

Later license versions may give you additional or different
permi ssions. However, no additional obligations are inmposed on any
aut hor or copyright holder as a result of your choosing to follow a
| ater version.

15. Disclainer of Warranty.

THERE | S NO WARRANTY FOR THE PROGRAM TO THE EXTENT PERM TTED BY
APPLI CABLE LAW EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT
HOLDERS AND/ OR OTHER PARTI ES PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY
OF ANY KI ND, ElI THER EXPRESSED OR | MPLI ED, | NCLUDI NG, BUT NOT LI M TED TG,
THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE. THE ENTI RE RI SK AS TO THE QUALI TY AND PERFORMANCE OF THE PROGRAM
IS WTH YOU. SHOULD THE PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF
ALL NECESSARY SERVI CI NG REPAI R OR CORRECTI ON.

16. Limtation of Liability.

I'N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI TI NG
W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MODI FI ES AND/ OR CONVEYS
THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DAMAGES, | NCLUDI NG ANY
GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG QUT COF THE
USE OR INABILITY TO USE THE PROGRAM (| NCLUDI NG BUT NOT LIM TED TO LOSS OF
DATA OR DATA BElI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD
PARTI ES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER PROGRAMS),
EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE PGCSSI BI LI TY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclainer of warranty and limtation of liability provided
above cannot be given local |egal effect according to their ternmns,
reviewi ng courts shall apply |ocal |aw that nost closely approxi mtes
an absolute waiver of all civil liability in connection with the
Program unless a warranty or assunption of liability acconpanies a
copy of the Programin return for a fee.

END OF TERMS AND CONDI TI ONS
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